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IntRoDUCtoRY ReMARKs 

it is our great pleasure to welcome you in tallinn, estonia for the 1st interdisciplinary cyber research 
(icr) workshop, held at the tallinn University of technology on the 18th of July, 2015, and organised by 
tallinn University of technology centre for digital forensics and cyber security, it academy and the it 
law Programme at the University of tartu. 

the idea to organise this workshop was born out of a practical need to have a platform for young as 
well as established scholars undertaking research in various disciplines related to information and com-
munication technologies such as computer sciences, political and social sciences, and law. We strongly 
believe that such an interdisciplinary format promotes sharing and discussing novel research across 
different domains, thereby allowing for the creation of new synergies. 

our programme consists of 25 presentations delivered by great minds from all over the world. We hope 
that the presentations will not only be informative about “cyber”-research carried out by other disci-
plines than your own, but also inspiring regarding your current and future research. the workshop will be 
opened by two well-known researchers from great britain. Prof Christopher Millard from Queen Mary 
University of london will speak on “Data Sovereignty, Data Flow, and International Jurisdiction in Cloud 
Computing”, and Prof Jon Crowcroft from the computer laboratory of the University of cambridge 
will present on “Gnawing away at Internet of Things Silos”.

Most of the speakers have been hand-picked by our international Programme committee, and the re-
sults of the call for Paper are presented in this publication. the selected abstracts explain the relevance 
of the research, outline principle research questions and expected or achieved results. hopefully these 
ideas and the discussions held during the workshop will form the bases for many extended research 
projects and academic articles!

last but not the least, we would like to thank everyone involved in organising this event: the members 
of the Programme committee for their efforts in reviewing the abstracts, moderators for guiding the 
discussions in the sessions, speakers for sharing with us their great ideas, workshop participants for 
being so engaged in the debates, staff of the tallinn University of technology for providing excellent 
support (especially Ms anu teder for helping with the layout and design of this publication), and our 
partners from the it academy and the it law Programme at the University of tartu.

anna-Maria osula, tartu University, nato ccd coe 
olaf Maennel, tallinn University of technology 

organisers of icr2015 
tallinn, July 2015
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sessIon 1: stAte AnD CYBeR

session moderated by dr rain ottis, 
tallinn University of technology

goVernance of cyber-secUrity in elections 
Robert Krimmer, Angelica Rincon Mendez, Morten Meyerhoff Nielsen

e-estonia Under an actor netWork theory PersPectiVe 
Carlos Ivan Vargas Alvarez del Castillo

china and cyber: attitUde, strategies, and organisation
Mikk Raud

designing neW secUrity Models: the effect  
of an increased Protection of identity on the state

Lea Hricikova
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goVernance of cyber-secUrity  
in internet-based elections

Robert Krimmer1,2, Angelica Rincon Mendez1, Morten Meyerhoff Nielsen1

Tallinn University of Technology, Ragnar Nurkse School of Innovation and Governance 
[robert.krimmer | angelica.rincon | morten.nielsen]@ttu.ee

1. introdUction
in May 2007, the denial of service attacks against estonian government information systems (see 
amongst others landler & Markoff, 2007; lesk, 2007) started an international debate about how 
states could defend against attacks on the national internet infrastructure. this debate usually also 
highlighted the fact that only two months before the first national election had taken place that offered 
the possibility to vote via the internet (osce/odihr, 2007).

in the last couple of years there have been election-related attacks on it systems as well as incidents 
endangering the database security in several countries. some of these events caused serious inter-
ruptions to the electoral process or raised suspicion that more serious problems were concerned. in 
a recent survey amongst election management bodies (eMb) incidents have been reported in algeria, 
bolivia, burma, canada, columbia, ecuador, estonia, france, honduras, hong kong, india, Malaysia, Mo-
zambique, Pakistan, russian federation, south africa, south korea, turkey, Ukraine, United states and 
Zimbabwe (a-Web, 2015), and this shows that elections have become a target for attacks for a number 
of motives, including political reasons. 

While all of these reports would warrant a closer analysis, but due to a lack of available ressources, 
the authors decided to focus on past experience with internet voting in elections in norway, esto-
nia, france and switzerland where independent election observation reports by osce/odihr (2011a, 
2011b, 2012a, 2012b, 2013) are publicly available. 

We analyze the procedures by mainly looking at how eMb prepare against these threats. for this we 
look at reports available in four countries, estonia, france, norway and switzerland. While we mainly 
rely on election observation reports, we complement this with other publicly available sources. 

2. cyber-secUrity and internet Voting
internet voting is one form of electronic voting, which can be defined as using remote electronic means 
(ict) in at least the casting of the vote as defined by the council of europe in the only available inter-
national legal document rec (2004) 11 (council of europe, 2004). 

Possible attacks include amongst others (ehringfeld et al., 2010):

•	 secure platform problem (trojan horses intercepting the communication);
•	 Malicious code inserted on the internet voting or result presentation servers;
•	 orchestrated distributed denial of service attacks on the networks;
•	 Man-in-the-middle attacks;

1 research for this article was supported in part supported by tUt basis financing project b42.
2 research for this article was supported in part by estonian research council’s institutional grant 

iUt19-13.
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•	 Website spoofing;
•	 identity theft;
•	 socially engineered attacks on voters;
•	 demonstrations of vulnerabilities without actually executing them.

3. backgroUnd
for this analysis we have selected four very different countries in europe that all have conducted inter-
net voting in the recent years (for an overview see also krimmer, 2015).

•	 switzerland has been pioneering internet voting for the past 15 years. it follows a very conscious 
step-by-step approach with the aim to introduce electronic elections to the electoral process within 
30 years time.

•	 estonia, in contrast, has decided shortly after switzerland to go forward with internet voting, and 
selected the big-bang approach and deployed internet voting for all elections from 2005 on. 

•	 france has put an emphasis on including citizens living abroad in their elections from 2002. after 
several test elections, it held for the first time a legally binding election via the internet for six seats 
in the senate in 2012.

•	 norway started its efforts last of the four, with a feasibility report published in 2006, and two 
test runs in 10 respectively 12 municipalities in elections in 2011 and 2013. the generally suc-
cessful project failed to convince parliament politicians who decided in 2014 to discontinue the 
project. 

of the four countries, switzerland committed the largest financial resources on the long term, norway 
on the short term. estonia stands out as it managed the project with the smallest budget but the 
strongest political and social commitment. france convinced with a dedicated project that succeeded 
in involving the target group. 

4. obserVation
the four countries followed very different approaches in protecting their elections from cyber-attacks:

•	 switzerland is following not only a step-by-step approach but also a decentralized one. here, the 
regional level implements internet voting, the cantons with the federal chancellery having a coordi-
nation role. the protection of the actual servers and internet voting software is done by the cantons 
themselves, coordination overall internet monitoring as well as risk communication is done by the 
federal chancellery. as one of the few, switzerland has actually a plan b, in case of emergencies, 
with clear chains of commands and action scenarios.

•	 in norway, internet voting was set up as a project within the ministry of local government and re-
gional affairs, which is home to norway’s eMb. the ministry financed and managed the project and 
also took care of the it security as well. for various reasons, cooperation with large internet provid-
ers in the country was limited. for the 2013 elections, the ministry decided to route internet voting 
traffic via one dedicated provider in denmark. this provider offered services against ddos attacks 
and close monitoring of the traffic.

•	 in france, the cooperation to protect the election from any attacks was formalized in the form 
of the electronic Vote board (eVb) that was in charge of the election process. Members included 
representatives from the Ministry of the interior and foreign affairs, the association of the french 
abroad, as well as representatives from the french network and information security agency, who 
was also in charge to analyse the source code of the software. 

•	 in estonia, partly due to the size of the country, different measures to protect the internet voting 
were taken. While the country’s number of internet connections to abroad is small (at the time only 
four sea-cables to sweden and finland were used) and with it the number of it administrators, per-
sonal relations between the responsible persons for internet voting and internet connectivity were 
fostered by organizing asocial event in tallinn right before the actual internet-based advance voting 
was started. in addition, close contacts to the network established by the cyber-defense league 
also helped in making sure that reacting in short time was actually possible. 
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these short descriptions already show that cooperation is generally key for keeping internet voting se-
cure. While switzerland relied on decentralized control and formalized communication channels, france 
relied on institutional cooperation, norway limited the amount of interference by outsourcing the con-
trol to a private company, and estonia managed the personal connections in order to ensure the secu-
rity of the internet election.

5. conclUsion
cyber-security in internet voting it is nowadays considered as a security challenge. there is not enough 
research available nor there is a large amount of practice. the cases presented herein already give an 
idea of the different approaches to defend against cyber-attacks in elections, however more (system-
atic) and thorough evaluations need to be done. for this a clear evaluation framework needs to be de-
veloped that will help assess the efforts by eMb and other involved actors. this in turn will also benefit 
election observation efforts such as those by the osce/odihr and other organizations.
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e-estonia froM an actor-netWork 
theory PersPectiVe

Carlos Ivan Vargas Alvarez del Castillo 
RaulWalter LLC/ Tallinn University 

carlos.vargas@raulwalter.com

the following abstract is part of a Phd research that is intended to provide an academic resource in 
the field of e-governance from the point of view of political science. the theoretical approach that is 
used in e-governance belongs to a non-mainstream social theory called actor-network theory (ant). 
in terms of practical use, i chose e-estonia (e-estonia consider as the whole running e-project of the 
country. the concept of e-estonia is integrated by all users of the existent infrastructure. from a single 
citizen to a large business, the concept is related to e-estonia as a “black box”) as an example of how 
to apply this theory to an existing case with the purpose to shed light on the importance of ant usage. 
nowadays, e-governance represents a challenge for scholars and new questions and challenges arise 
if it should be studied by political science and how to approach the topic. the proposal of this paper is 
to give one of many solutions to these questions. the main concern of the research is to uncover the 
influences of power in an e-government which enables practitioners identify the value of actors in the 
network. 

the actor-network theory and methodology provide a good way to analyze e-estonia as its ontological 
approach (flat ontology)1 considers not only human actors as part of the social world but also technol-
ogy as power recipients. the concept of power with ant has a  small foucauldian influence (extended 
to non-living actors) of micro-politics and micro-power as local groups that diffuse and decenter forms 
of power spreading throughout society and, thanks to its plurality, its turn into political struggle.2 there-
fore it can be suitable for estonia because the technology is developed to such a point that makes it 
essential for the correct functionality of the government.

in order to stay close to the methodology3 proposed by the creators of ant, the article will follow a 
“history” of e-estonia. it is necessary to build a case study to understand and have a broad view of the 
‘’actants’’ (ant concept for actors; understanding actors as human and non-human) involved in the 
creation of e-estonia. then i will exemplify the adaptation for moments of “translation” and finalize 
with the “obligatory passage points” and conclusions.

the use of ant as the theoretical option over other possibilities in social-sciences is well supported 
by its technological approach and the fact that it offers the opportunity to analyze the government. 
another point which is important to explain is the understanding of power in the theory, as power is 
essential for political science research. the concept of power that will be used relies on the ability to 
enroll from one to others based on strategies, regarding the actor-networks from the beginning as 
heterogeneous, all at the same epistemological level.

first of all it is highly important to clarify the distinction between e-governance and e-government as it 
might confuse the reader. the concepts are vast as both terms are relatively new and every researcher 
in the topic has a way to understand it. e-government in broad terms it is referred to the “discipline 
dealing with the development of online services to the citizen, more the “e-” on any particular govern-
ment service – such as e-tax, e-transportation or e-health”4, e-governance on the other hand is:

“A broader topic that deals with the whole spectrum of the relationship and networks within government 
regarding the usage and application of ICTs. It is a wider concept that defines and assesses the impacts 
technologies are having on the practice and administration of governments and the relationships between 
public servants and the wider society, such as dealings with the elected bodies or outside groups such as not 
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for profits organizations, NGO’s or private sector corporate entities. E-Governance encompasses a series of 
necessary steps for government agencies to develop and administer to ensure successful implementation of 
e-government services to the public at large.” 5

therefore, the approach of the research takes e-estonia as a concrete example to analyze a case of 
“e-governance”, as it is trying to yield up power relations and networks in it. it will not be a matter of 
the research to focus in specific topics that concern to “e-government” yet it is necessary to take in 
consideration some aspects of it to fulfil the methodological steps that “ant” requires. 

it’s noteworthy that ant is easy to critique, even by its own creators. it falls in the tendency of over-
emphasizing the local processes and completely ignores social structures. the existence of other pos-
sible theories6 like: critical theory, attribution theory, theory of reasoned action/, Planned behavior, 
stakeholder theory, social exchange theory, social capital theory or contingency theory might offer 
solutions to the same problem. the reality is that within the academic field of e-governance and e-
government there is a vast space of action, giving the possibility for researchers to experiment with 
possible solutions. at this point new ideas expand and increase knowledge on the topic.

the expected outcomes of the research are to reveal a possible way to analyze power relationships 
and networks in e-governance using a specific case study, also to identify “actors” and their importance 
in the process of an e-governance implementation. after completing these goals the research could 
expand in the direction of analyzing the importance of local and global actors in the development of 
e-governance. 

Keywords: actor-network theory, e-governance, networks, Power
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china and cyber: attitUde,  
strategies and organiZation

Mikk Raud 
University of Hong Kong, in cooperation with NATO Cooperative Cyber Defence Centre of Excellence 

raudmikk@gmail.com

today’s china has become a key actor in world politics, deterring any other state from overlooking 
its opinion or intentions on whichever terrain concerned. With its immensely growing influence to the 
whole mankind, cyberspace is no exception. hosting almost 700 million internet users, china is the larg-
est online community on the globe. aware of the challenges and vulnerabilities that dependence on the 
internet creates, the chinese authorities have paid increasingly more attention to establishing protec-
tive cyber security measures, as well as taking advantage of the opportunities cyberspace provides in 
the international power strife. 

Understanding china’s cyber policies and organization is not an easy task. Unlike with various other 
countries, one cannot refer to a general cyber strategy document, as such exhaustive approach has 
been simply absent. this has created uncertainty in both china’s domestic environment and understand-
ably outside, as the complex hierarchies, command structures and various policy papers are strongly 
confusing, leaving it unclear whether the chinese even want to establish a unified approach or prefer 
to remain rather covert. one may ask why bother to examine those questions at all – are there not 
enough issues within our own cyber borders? there are indeed, but the challenges that china is posing 
are likewise affecting our domestic concerns. 

first, how the biggest internet community is governed expectedly influences the overall development of 
global internet. the chinese government can either grant netizens the opportunity to become a part of 
the online world free from physical constraints, or further restrict their access to information and use 
the internet as a tool against dissidents. having so far stuck to the second option, china’s participation 
in the global online community has been strongly hindered and is thus preventing the countless coop-
eration opportunities. instead, leading to the second point, there is sufficient evidence proving that the 
chinese government, military and unaffiliated hacktivists have been conducting daily institutionalized 
cyber attacks around the world. relying on various reports by cyber security firms such as Mandiant and 
crowdstrike, it is fair to say that the illegally exhausted data from governments, industries or academia 
amounts to an unimaginable number.1 as richard clarke, the former cyber security advisor to President 
george W. bush has described, china has accessed everything from pharmaceutical formulas to bioen-
gineering designs, nanotechnology, weapons systems or everyday industrial products.2 the underlying 
motivation behind such activities is to gain advantage in economic, political and military affairs, and to 
reduce the technological development gap so sensitive to china’s leaders. While the West has not re-
mained silent on counter-moves, some suggest a strong underestimation of china’s actual threat, even 
saying that the american counter-operations have been so far “outmanned and outclassed”.3 Whereas 
this statement does not convey the situation comprehensively, it does reflect the general anxiety that 
goes together with any developments in china’s cyberspace. 

to diminish the uncertainty and intimidation, it is important to establish an extensive understanding 
of china’s position in the cyber environment. bearing in mind the information above, the author seeks 
to remove the question marks about china’s strengths and weaknesses and aims to provide a detailed 
overview of china’s attitude to cyberspace, its strategies, and organization of cyber command. 

the first chapter introduces china’s position in cyber field and seeks to analyze the major challenges 
that must be taken into account when observing the area. the research concludes that different cyber 
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definitions, mismatching understandings of sovereignty and applicability of international law to cyber-
space prevent sophisticated cyber cooperation between china and the West. furthermore, the underly-
ing perception of free information as a threat to state stability allows assuming that such stance will 
not see a significant change anytime soon.

the second chapter examines china’s official cyber policies and their main goals. due to the absence 
of one comprehensive cyber strategy document, the author asks what exactly china’s cyber policies 
are based upon. it appears that analyzing several key documents such as the fifteen-year strategy for 
national Medium and long term science and technology development from 2006, or the state coun-
cil’s new Policy opinion from 2012 allows drawing a distinctive picture of the country’s general cyber 
goals and ambitions. the author concludes that china’s persisting concerns are to improve the security 
of the domestic internet infrastructure, to reinforce the move towards indigenous innovation, and most 
importantly, to become a leader on the global stage through promoting new, rather anti-Western at-
titude to internet governance. creating the central internet security and information leading group 
in february 2014, for which President Xi Jinping has taken personal responsibility for, only reinforces 
china’s commitment to fulfilling these goals. 

the third chapter inspects how the command structure of chinese cyber security is organized and 
who executes different cyber operations. While the institutional fragmentation and overlapping du-
ties created by a mixture of government institutions and military departments has previously impeded 
well-coordinated development, the research suggests that recent reforms in both civilian and military 
sectors have paved the way toward a more streamlined approach, led by the newly established cyber-
space administration of china. Perhaps most intriguingly, the chapter also observes the Pla’s general 
staff department’s 3rd and 4th departments, which bear the main responsibility for cyber espionage and 
electronic warfare against other countries. finally, the paper draws attention to the patriotic hacktivist 
group phenomenon, and argues that despite being useful to the authorities, these units may seriously 
hamper china’s general cyberspace development. 

overall, the paper acts as a clarifying document to understand the reasons, methods and actors be-
hind china’s cyber conducts. even though the author has mostly relied on publicly available academic 
articles, no existing works have analyzed the interrelated aspects together in such a comprehensive 
package. taken the sensitivity of the topic, ensuring the validity of each used source is a challenge of its 
own, but having carefully picked works from recognized experts and organizations, the author believes 
this paper to be an objective study. touching upon contemporary issues, the research also offers op-
portunities for further investigations, suitable for a larger team of experts capable of overcoming both 
linguistic and cultural issues common in studying this intriguing field. 

Keywords: china’s attitude to cyberspace, china’s cyber policies, china’s cyber command and cyber 
espionage

references
1 aPt1: exposing one of china’s cyber espionage Units. Mandiant intelligence center, feb. 2013. 

Web; global threat intel report. crowdstrike, feb. 2015. Web.
2 clarke, richard, and robert knake. cyber War: the next threat to national security and What to 

do about it. new york: ecco, 2010.
3 hannas, William, James Mulvenon, and anna buglisi. chinese industrial espionage: technology 

acquisition and Military Modernisation. routledge, 2013. asian security studies.



14

1st interdisciPlinary cyber research WorkshoP, tallinn, 18th of JUly 2015 

designing neW secUrity Models:  
the effect of an increased Protection  
of identity on the state

Lea Hricikova 
Junior Consultant, Civitta, lea.hricik@gmail.com 

the weekly feed of “hacks and vulnerabilities” that is now available in almost all security journals is a 
good reminder of the fact that the cybersecurity industry never sleeps.1 When a security giant’s signing 
certificate is seized and used for signing malware, or when password management software is com-
promised, improvements to restore the trust in the industry take priority.2 yet, the interesting part of the 
security industry’s advance lays not in its abilities to recover from security breaches, but its capacity to 
grasp the wider spectrum of challenges. as the United nations call attention to stronger encryption, 
condemn backdoors and advocate for word-wide anonymity, can the security industry prevent breaches 
and deal with emerging challenges, e.g. recognition technology in the commercial context that brings 
anonymity in public spaces to be “a thing of the past”?3

the answer to this question unfolds a series of implications for the states, which are the main focus of 
this research paper. these will be mapped with the help of the key concept of the research: the security 
models. the models currently known demonstrate that security and privacy  principles and properties 
aimed at delivering assurance or preventive measures are complementary, and indeed applicable in a 
situation like the one outlined above. however, their distinctive features need to be further inspected, 
together with the effects of such models on the industry, on the services that the industry provides, and 
on the state as the regulator of the industry.

the arguments proposed in this paper stem from the current and future security, privacy and interop-
erability requirements set in the perceived environment as described herein. improvement in digital 
processes and technology facilitated the emergence of a far more interactive environment for users 

1 for the purpose of this paper, the term “security industry” represents the efforts of vested profes-
sional to advance the technical means for coping with past, current and future security concerns.

2 kaspersky labs’ global research & analysis team (June 10, 2015). the Mystery of duqu 2.0: 
a sophisticated cyberespionage actor returns. new zero-day used for effective kernel memory 
injection and stealth. from https://securelist.com/blog/research/70504/the-mystery-of-duqu-2-
0-a-sophisticated-cyberespionage-actor-returns/ [accessed on 24/06/2015]; see also Zetter, kim 
(June 10, 2015). kaspersky finds new nation-state attack – in its own network. The Wired. from: 
http://www.wired.com/2015/06/kaspersky-finds-new-nation-state-attack-network/ [accessed on 
24/06/2015]; and grauer, yael (June 20, 2015). security news this Week: your Phone ain’t as safe 
as you think. the Wired. from: http://www.wired.com/2015/06/security-news-week-phone-aint-
safe-think/ [accessed on 24/06/2015];

3 kaye, david (May 22, 2015). report of the special rapporteur on the promotion and protection of 
the right to freedom of opinion and expression. United nations, office of the high commissioner 
for human rights, geneva. from: http://www.ohchr.org/en/issues/freedomopinion/Pages/callfor-
submission.aspx [accessed on 24/06/2015]; sobel, ben (June 11, 2015). facial recognition technol-
ogy is everywhere. it may not be legal. the Washington Post. from http://www.washingtonpost.
com/blogs/the-switch/wp/2015/06/11/facial-recognition-technology-is-everywhere-it-may-not-
be-legal/ [accessed on 24/06/2015];

https://securelist.com/blog/research/70504/the-mystery-of-duqu-2-0-a-sophisticated-cyberespionage-actor-returns/
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http://www.wired.com/2015/06/security-news-week-phone-aint-safe-think/
http://www.ohchr.org/EN/Issues/FreedomOpinion/Pages/CallForSubmission.aspx
http://www.ohchr.org/EN/Issues/FreedomOpinion/Pages/CallForSubmission.aspx
http://www.washingtonpost.com/blogs/the-switch/wp/2015/06/11/facial-recognition-technology-is-everywhere-it-may-not-be-legal/
http://www.washingtonpost.com/blogs/the-switch/wp/2015/06/11/facial-recognition-technology-is-everywhere-it-may-not-be-legal/
http://www.washingtonpost.com/blogs/the-switch/wp/2015/06/11/facial-recognition-technology-is-everywhere-it-may-not-be-legal/
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and providers of digital services (typically, the private sector or public authorities). the extensive digi-
talisation encourages the users to interact, share, engage and participate more, through uploading and 
downloading more contents. as the increased interactions gain more value, the industry explores new 
and more cost-effective ways for the adequate management of the data produced. the drop in prices 
of hardware that further opens the door to the digital processes completes the picture of an increas-
ingly interactive environment.4

the cost of keeping the security solutions up to date with the digital services increases in this interac-
tive environment. so does the impact of data exposure to the privacy of users. It is fair to say that pri-
vacy and security are an add-on to business solutions for current and future needs, yet never deserving 
the same attention as more flexible processes (e.g. possibility of moving data to the cloud or to virtual-
ise spaces and entities). unlike security components, these save costs when it comes to upgrades. thus, 
basic security requirements mandated by legal rules are growingly complied with on a best-effort basis. 
however, the legal rules are formulated prior to innovation, without taking the particular circumstances 
of it into account. as a result, preventative action lags behind.

the perceived environment as described above permits more interaction to leave more sensitive data 
with a badly-adaptable security solution in place. subsequently, a sum of internal and external assur-
ances instead of preventive measures is applied to secure transactions and to protect sensitive data. 
this is called “the re-active security model”. Instead, a pro-active model with a strong privacy solution 
and flexible security processes implemented in the system in the very beginning (as opposed to being 
added at the end) seems more desirable. the different security models aim at satisfying the security 
requirements of innovative technology, the user’s needs, and the operational needs of business proc-
esses, It systems and infrastructure.5 comparing the different models will allow to indicate what model 
design accommodates the security industry challenges introduced in the first paragraph: strong privacy 
as well as flexible processes.6

overall, this paper aims to convey an alternative perception of security by analysing, altering or com-
bining the principles in the security models described here. the key problem is whether an alterna-
tive perception of security can capture the attention of state decision-makers. the research gathers 
information on the potential impact of newly introduced principles on the protection of users’ identity, 
the computer-security industry and ultimately on the states, as all three interact by using or providing 
services. the first part of the paper will focus (beyond outlining the differences) on what the differences 
between the models mean for security and privacy. the second part of the paper will draw on the avail-
able literature and case studies and go into what effects have had e.g. the implementation of attribute-
based credentials or systems replacing identification with validation on the security industry and service 
providers in a selected country7. the third and final part will assess how (if at all) that has influenced 
the legislation-makers in a particular context of the countries implementing the alternative models (e.g. 
voicing denmark’s experience within the eu).

a side note: this paper spares the reader from the technical details of the security models for the sake 
of familiarising the topic to the decision-makers and non-technical audience.

Keywords: privacy, security model, validation, security by design, privacy by design.

4 Metz, cade (March 31, 2015). Google unveils a stick that turns any display into a pc. the Wired. 
from:  http://www.wired.com/2015/03/google-unveils-chrome-stick-turns-display-pc/ [accessed on 
24/06/2015];

5 e.g. via end-to-end security, verifiable encryption, anonymity and selective disclosure, or transac-
tion-isolation

6 the national It and telecom agency, denmark (august, 2011). new digital security Models. dis-
cussion paper. Ministry of science technology and Innovation. Isbn (internet): 978-87-92572-46-2 
(see p. 5, 7, 12 and 15);

7 Ibid, p. 17

http://www.wired.com/2015/03/google-unveils-chrome-stick-turns-display-pc/
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1. introdUction
cyber security training and education can benefit from innovative teaching methods, and the gamifi-
cation approach has the potential to provoke interest in everyone. game-based cyber security aware-
ness training can be more effective and less expensive than traditional lecture- and laboratory-based 
teaching1. this thesis has analyzed gamification and serious games, the current situation and current 
practices of cyber security teaching in estonian schools, and proposed an addition – educational com-
puter game.

2. ProbleM 
education is a key element in combating cyber threats and in increasing awareness, and well thought-
through security awareness training is important. games have become increasingly accepted as having 
enormous potential as teaching tools, they can provide an engaging environment that may result in an 
“instructional revolution”2. the focus of the current thesis was on teaching cyber security topics within 
the national defense elective in estonia. the thesis proposed that cyber security education should start 
in schools, and use of serious games could contribute to raising cyber security awareness. 

3. research QUestions
to understand the issue thoroughly, the thesis looked at theories of gamification and serious games. 
this was accomplished through literature review, where well-known experts on gamification suggest 
definitions for the terms and give theoretical background to the issue. 

in the current work, a definition by kapp was used: gamification means adding game elements, game 
thinking and game mechanics to learning content. goal of gamification is to take content that is usu-
ally presented as a lecture or an e-learning course, add game-based elements and create a gamified 
learning opportunity3.

the thesis then studied use of serious games in education in estonia. this was accompliched through 
interviews with educators who are using serious games in their teaching, mostly for teaching economy 
subjects4.

in order to understand how cyber security is taught in estonian schools, a survey was conducted among 
teachers, followed by semi-structured interviews with teachers and other educators. national school 
curricula and other documents regulating the area were also analyzed.

finally, the thesis suggested what should be included in a game concept and proposed a concept for 
educational computer game on cyber security.

4. Methodology
to gain understanding on “gamification”, “serious games” and “educational games”, literature review of 
well-respected academic literature on the subject was undertaken. according to sources, gamification 
means using game-based thinking and mechanics to deliver content other than pure entertainment; 
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and creation of serious game falls under the process of gamification and serious games are a form 
of gamification. the idea of using games in education, health, and other sectors have already yielded 
positive results and research is advancing in modeling and simulation that could be applicable to cyber 
security and defense gaming5.

in order to understand teaching of cyber security in estonian schools, survey among teachers was 
conducted in 2014 focussing on the current state of teaching cyber security. the survey was followed 
by more in-depth interviews with some teachers. the combination of survey and interviews provided 
thorough data and interesting nuances, since teachers have a unique view on real skills, requirements, 
wishes and worries of students. 

additionally, the national school programs for all levels of school in estonia were also analysed. the 
national curriculum states the main competencies students should be able to possess upon finishing 
school6. the curricula do not mention cyber security as such, there is no standardised national cyber 
security teaching program, but elements are included in other subjects. 

5. resUlts
a serious game can be any game, from which one can learn something, in which the activities of players can 
be measured, and where the player can be awarded7. there are a number of cyber security games available 
and used around the world, and some of these were analysed in this thesis. there are games focused more 
on the technical side of cyber security, and there are those focused more on the human aspects.

this thesis focused on developing a game concept for an educational computer game, which can be used 
in cyber security teaching under the auspices of national defense elective in estonia. based on results, a 
computer game for cyber security is being worked on and the first functional prototype is available.

the empirical study showed that cyber security topics are mostly taught in informatics / computer sci-
ence and national defense classes, and the focus is to a big extent on basic cyber hygiene. the teach-
ers noted that security awareness of students is quite low and this has to be improved.

having studied the theory of gamification and serious games, and the current situation in estonia, the 
thesis continued with provision of proposal for game concept. the game concept developed is usable 
for cyber security teaching within national defense elective. the game concept provided objectives 
for game, scenarios and general game mechanics. target audience for the game is upper secondary 
school, age group 15–19. the game is intended to be teaching aid, used in parallel with other means 
of teaching. the game will provide a virtual world, combining human and technical factors, allowing 
students to learn about cyber security. Main aim of the game is to introduce cyber security topics in a 
way that students get personal experimenting environment, where they can make security choices and 
see results of these choices. the game will be a web-based computer game that can be played on any 
modern Pc with an internet connection.

6. fUtUre Work
the current functional prototype bases game resource calculations on expert assessments alone, and 
next step in developing the game will be development of a theory and model, explaining how game 
resources are calculated. for future work it is recommended to develop a user-friendly scenario devel-
opment mechanism that would enable to define additional scenarios as required. it is important that 
the game could be configured and managed in real time. 

in later stages of development, it is suggested to study the potential of using multi-player and coopera-
tive versions of the game, as well as conduct research for that purpose.

Keywords: cyber security, gamification, education, serious game, computer game, educational game, 
instruction, national defense
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introdUction
the University of adelaide’s “cyber-security study tour in estonia” is a pilot honours level research 
project at the University of adelaide (Uoa).  the three-week study tour introduces students to a broad 
range of estonian experiences – culture, government, defence, commerce and government. Moreover, 
there is a deep focus on cyber-security through a year-long honours project, “analysis and visualisation 
of packet data for cyber security purposes”, supervised in collaboration with the tallinn University of 
technology (tUt), and participation in tUt’s cyber security summer school.

the pilot program explores how to collaborate across extreme international distances – australia to 
estonia, using modern communication tools such as skype. 

the inspiration comes from taking some of estonia’s vision back to australia. estonia, the “silicon 
Valley” of europe, is a country internationally regarded for its heavy investment in technological ad-
vancement and support of an entrepreneurial environment. Participants will be exposed to estonia’s 
‘e-society’ infrastructure and its subsequent economic and social benefits. 

the tour encompasses Uoa’s global learning initiatives set out in the University’s “beacon of enlight-
enment”1 strategic plan creating sustainable research partnerships and providing insightful interna-
tional experiences. the opportunities provided will further enrich those offered by university studies 
alone, bridging the link between academic teaching and the unfamiliar social context that is estonia. 

ProJect obJectiVes and facilitation 
the tour is the focal point of a year-long research project, which is a requirement of completing a 
four-year bachelors degree in engineering with honours at Uoa. conducted concurrently with final year 
studies, the honours project immerses students in contemporary engineering research, with either an 
academic or applied focus. there is an added emphasis on developing design and research skills for 
future transition into industry or postgraduate study2. 

the formulation of a specific research question developed over a four-month period, where students 
conducted literature reviews across a broad scope and progressively narrowed focus. With direction 
from the nato cooperative cyber defence centre of excellence (ccdcoe) and discussion with ttÜ 
contributors, a specific research question was developed. 

in this work we explore the possibility of forming iPv4 and iPv6 hybrid sessions, where data is sent us-
ing both protocols, as a method of detection avoidance (obfuscation). the foundation idea is that this 
technique prevents the reconstruction of higher-level protocol sessions using existing network analysis 
tools. the research objectives address the following areas:

•	 defining the attack space: What is the context of this attack? What are the assumptions and con-
straints placed on the attack pattern?
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•	 theorise the attack: What does this attack achieve? how will it achieve its objectives? how is it 
implemented? What are the variables that define the attack?

•	 simulation: is the attack possible? can it be prototyped in an isolated environment? What are the 
appropriate tools for testing? is the simulation scalable?

•	 analysis and classification: What are the appropriate analysis tools? does the attack pattern 
prevent the current models of session reconstruction? is the attack pattern classified by specific 
anomalies? 

•	 detection avoidance/mechanisms: are the objectives of the attack achieved? can this attack pat-
tern be used to avoid detection by available mechanisms? What mechanisms are required for the 
detection of malicious use of hybrid sessions?

although this specific focus is an innovative direction, the project’s value is not exclusively the research 
contribution. the true educational benefit lies in the facilitation of a collaborative project across geo-
graphical and time zone barriers. cyber security is presently a domain that requires constant coopera-
tion and facilitation across various nations and organisations. thus, the project creates a simplified 
replica of this scenario, allowing students to develop the necessary social and business skills to work 
in this environment. 

it also provides the opportunity to work with tUt’s leading academics in this space. students facili-
tate communication links via video conferencing and adjust working hours accordingly. limited face-
to-face communication time encourages students to prioritise all areas of project management and 
work towards weekly self-set deadlines to ensure available progress updates. students, thus far, have 
demonstrated that not only is the collaboration possible but the pilot model has had early success in 
achieving its objectives. 

toUr obJectiVes and desired edUcational oUtcoMes 
While the research aspect provides the depth of the project, the impact is achieved through the inten-
sive estonian study tour. the objective is to expose students to the inner workings of a technologically 
progressive  ‘e-society’ and the subsequent environment it fosters. organised visits to areas of innova-
tion, industry and government will aid in demonstrating the motivation behind estonia’s direction. the 
pilot program itinerary includes the following visits:

•	 MeKtoRY (Modern estonian Knowledge transfer organisation for You): tUt’s innovation 
hub to give insight into estonian’s entrepreneurial mindset and start-up investment focus3. 

•	 successful estonian technology companies such as skype, Cybernetica and Guardtime, each with 
a significantly different history and model for international engagement.

•	 the e-estonia showroom: this visit coupled with meetings with government official will demon-
strate the reasoning behind policy decisions and the positive impact on estonian society4.

•	 nAto Cooperative Cyber Defence Centre of excellence
during the tour, students will attend the annual cyber-security summer school5 to network with 
academics and researchers in the field. the desired outcome is that participants will actively en-
gage in all these organised activities and reflect upon their relevance to the current landscape in 
australia. 

the time in estonia will also provide opportunities for students to explore tallinn and immerse them-
selves in the rich history and culture of the city. it is envisioned that students will reflect upon their 
experiences and appreciate the value of e-society in an industrial, social and historical context. 

the fUtUre
the pilot tour has demonstrated the value of an international program with both depth, through a year-
long research project, and breadth, through experience on the ground in estonia.

Plans are now being made to expand the program for australian students from 2016, from a broader 
range of disciplines including informatics and possibly law and commerce, and for a reciprocal program 
for estonian students.
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in cyber security of a modern information society, digital safety is becoming more and more important re-
garding governance, schools as well as well-being of common people, especially children. there are models 
to evaluate cyber-attacks and technical risks in institutions and ict services, but there are no good model 
yet to help understanding the concerns and issues of laypeople everyday e-life and students – especially 
the ones that can be encountered at schools (from primary to upper secondary). the aim of this paper is 
to propose a model that helps to build up supporting internet security trainings and other actions that will 
improve children’s e-safety skills, resistance to security threats. a big problem is that all internet safety is-
sues seem to be of equal importance to the overworked school administration or are missed completely 
as considered to be a “parental challenge” not an educational one. the biggest security risk in the future 
is predicted to be “located between the keyboard and the chair”, the defense always lagging behind the 
attackers and challenges. training security mindset is not only a workplace and adults challenge, it should 
be dealt already in a basic school level, where school can give students the right digital citizen’s skills and 
security understanding that can help them throughout their lives. this model, for the educational sector, 
helps to unfold the digital competences models digital safety and literacy part, hopefully makes changes 
in national curricula subjects and themes and will be baseline for projects such as safer internet centre 
in estonia sic ee iii. We (digital safety lab in tallinn University) have studied the guidelines from eU and 
estonian policies, development plans and strategies (eU cyber security strategy2; cyber security strategy 
2014–20171; information society development Plan 20205; life long learning strategy 20208 and other), 
visions and standards (example ict education road Map4; digicoMP: a framework for developing and 
Understanding digital competence in europe3; iste standards7); prior research that concerns education 
field in that matter and conducted our own. We have chosen education field to be the main focus as in 
education one school can represent a small society and how it is lead. We have analyzed the curricula’s 
from preschool to university to understand what kind of risks are dealt with and how (awareness or conse-
quences). Qualitative and quantitative analysis methods was used through keywords and later on through 
coding analysis toolkit (cat). the digital safety contextual model was used to propose methods and 
strategies in school curricula’s. final report in estonian language digiturvis is accessible here: http://1drv.
ms/1n7kmtZ throughout a number of my articles we have been studying the challenges and concerns 
that are faced by youngsters and adults alike in school environment: spam, overuse of technology, viruses, 
fraud, easy passwords, identity theft, hacking, bullying, harassment, slandering, privacy issues, pornography, 
sexual abuse, data protection and direct financial losses10. We also attempt to understand the rules and 
regulations9 and school culture impact on it11 to build the model. My contextual model of digital safety is 
based on school as a smaller-scale image of society (with institutional and personal levels) that is dealing 
with digital world risks. the model is divided into zones, types, challenges as well as levels and solutions. 
the first is Zones (“people are concerned or not or how much”) that are divided into two: public and pri-
vate; the second is types – cyber security and internet digital safety cases can be divided into two areas 
regarding with their nature: a. technical concerns, where the solution lays in technical approach (example 
technical restrictions or monitoring) and b. behavioral concerns, that solutions usually are related to com-
pany internal procedures, habits, guidelines or other. the third is Challenges or concerns of digital safety 
and security can be divided into 5 categories (reputation, data, fraud, health, and free will) that in turn will 
be divided into 9 areas of challenges, 7 layers in each. this is the basic conceptual model or taxonomy we 
are proposing; the layers are the 7-step program schools to tackle with the issues from „not caring” to 
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„burning case” and „not knowing” to „developing protection plans”; and the solution part is using simplified 
bowtie model6 where in the middle is risk/case/concern and in the right side there are options to deal with 
the issue through awareness and on the left through consequences. all together it can be explained as „full 
model to evaluate digital safety concerns of student and its environment”. combining the model and report 
of digiturvis we can imply that today the education sector practices more in prevention area: flexibility in 
digital competences, critical thinking, safe identity usage online, understanding of some legal issues (soft-
ware), ethics, safe banking; than consequences area where there are some mentioning about using secure 
software that helps also to prevent cybercrime, using better passwords, safer behavior, understanding data 
protection and authentication policies after something have already happened. in the end the suggestion 
is to implement digital safety/security topics to the national curricula is a must; measure student’s digital 
skills rather now that later; there is a need for an environment where students can practice and do self-
testing if there are no other trainings available; for schools to use the model to evaluate current situation, 
gather and analyze evidences and make changes in trainings or other measures. 

Keywords: digital safety contextual model, internet safety, schools security risks, security curricula 
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the aim of this paper is to explicate how the leakages concerning details of top-secret United states 
government mass surveillance program PrisM were contextualized in estonian public informational 
space. the snowden affair found a strong public feedback because this topic addressed even people 
who had normally been distant from politics. it touched the cornerstone of contemporary identities: 
the right for free internet. internet is frequently associated with anonymity (in the context of: race, 
confession, class, location), interactivity and decentralized organization – and those characteristics 
are often interpreted as signs of the democratic nature of the medium. this study tries to explain how 
that kind of positive connotations start to resonate with cultural fears of unregulated surveillance and 
un-transparent control. 

for explaining why PrisM received so vast public feedback in estonia, i have to place snowden’s scan-
dal in a wider context. commonsense understanding seems to assume that innovations of ict are per-
forming a progressive social revolution and new kind of politics. albrecht hofheinz has conceptualized 
that kind of continuous searching for political utopia through the next generation of technology as a 
neXtoPia. our interpretational horizon gets limited by a preoccupation with the new, and we tend to 
hail progressive nature ict without placing it into the context of historical and social context1. in case 
of estonia that kind of neXtoPia is spreading via marketing discourse and schools; it is also enthusi-
astically expressed by state institutions. estonian example offers a rich and concentrated material for 
analyzing how cultural fears resonate with techno-utopian visions because e-discourse has a focal role 
in future-oriented estonian identity.

this work relies methodologically mainly on cultural semiotics which defines culture as the sphere of 
organization of (information) in human society which is opposed to disorganization (entropy) (theses 
1.1.1.). the object of cultural semiotics is the functional correlation of different sign systems (theses 
1.0.0.); and the goal of its studies is to explain how different sign-systems are modeling reality and how 
they co-function2. My study applies the frameworks of cultural semiotics in order to map how different 
explanations of snowden’s scandal were constructed in estonian media. i explain what kind of key-sig-
nifiers, including and excluding processes of meaning-making and strategies of association were relied 
on in case of interpreting the socio-cultural impacts of PrisM. it is important to note that cultural semi-
otics is not interested in reality in its entire diversity but rather in its sign-based models; and in most 
cases those models tend to be simplifying3. therefore, my study is concentrating on PrisM’s represen-
tations in estonian online-media but not on specific aspects concerning the mass surveillance program 
itself. despite that analyzed representations were usually addressed to so-called ordinary readers who 
don’t have special knowledge about ict (and actually the vast majority of the authors also don’t have 
that kind of expertise), and their content is rather simplistic, stereotypic and unverifiable; it is relevant to 
study this material. namely, the sphere of meanings which was constructed around snowden’s leakages 
allows exploring the understandings and values that are connected with contemporary icts and which 
have a significant impact on our attitudes towards particular technologies and platforms. 

for elaborating the methodology for analyzing representations of PrisM i followed the abductive logic: 
the specifics of observed material directed me to framing the categories of analysis; and also to syn-
thesizing different conceptual approaches (semiotics of fear, media sociology, virtual ethnography) for 
explaining the results of analysis. i developed 4 major categories of analysis: 1) the leading topic of the 
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representation, 2) the attribution of agency, 3) the focal signifiers of prevailing discourse; 4) the usage 
of tropes (metaphors, metonyms).

for grasping representations from professional and amateur media, i analyzed opinion-articles of the 
main newspapers and popular blog-postings as well the comments which followed both. i studied 35 
opinion articles and 140 comments that were explicitly discussing leakages of edward snowden, mass 
electronic surveillance data mining program PrisM or nsa. from mainstream media i analyzed articles 
and comments from Postimees (as estonian biggest daily newspaper) and eesti ekspress (as estonian 
biggest weekly newspaper) and delfi (as estonian biggest internet-based news portal which has the 
most popular forum for reader comments). analyzed sources were published in summer 2013, few 
months after snowden’s leakages were released, the earliest source was published on 7th June 2013 
and the latest on 15th august. i also analyzed postings of two blogs Memokraat and a Persona in fieri 
as representative examples of alternative media. i decided to analyze those particular blogs because 
they concentrated on the topic of PrisM most explicitly and also because they are popular among the 
readers who are interested in contemporary politics.

to put it very brief, my analysis showed that a common feature which characterizes PrisM reception 
of (in newspapers but also in amateur media) was a strong conviction that surveillance program has 
a vast social impact. the other important center of reception of PrisM is was the idea that contem-
porary surveillance programs were unregulated but also unpredictable and uncontrollable. almost all 
representations understood PrisM and its social influences alarming or at least potentially dangerous. 
different authors articulated various fears that were connected with mass surveillance technologies, 
my analysis indicated 3 major types of those fears: 1) the fear of fear (socio-cultural phobophobia); 2) 
the fear that surveillance technology may directly harm a) independent countries and/or b) citizens; 3) 
the fear that PrisM is a part of nWo conspiracy. 

in the viewpoint of cultural semiotics the collective fear activates a specific logic of generating associa-
tions; and it significantly transforms previously existing structures of meaning. Visions that articulate 
future scenarios which are caused by technological revolutions, are often built on binary modelling. 
social developments are contextualized by relying on two oppositional variants: utopia or dystopia. that 
kind of dualistic understanding has much in common with mythological consciousness which creates 
strong associations between seemingly incompatible values and phenomena. 

Keywords: PrisM, semiotics of fear, identification processes, neXtoPia, technological determinism, 
e-democracy
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online privacy is a matter of great importance as we increasingly live our lives on the internet. the 
growth of social networking sites, ubiquitous wireless connections and internet of things devices has 
led to a significant amount of our data being stored online. advances in machine learning and big data 
analytical techniques have also allowed both researchers and marketers to extract information from 
previously-opaque data. People frequently give their support for privacy, listing it as a fundamental hu-
man right, whilst millions of individuals continue to make use of convenient online services that collect 
their personal data. do those who truly care about their privacy understand enough to protect it? and 
do those which extol the virtues of privacy actually practice what they preach?

to explore this, we propose a paper-based survey of the adult general public across several cities in 
the Uk. these sites were selected based on their differing population sizes: oxford (154,0001), cardiff 
(350,0002), birmingham (1,000,0003) and london (8,300,0004). Participants will be asked questions re-
lating to how they value privacy, how privacy-conscious they believe themselves to be, and what meas-
ures they take to protect themselves online. a risk exists that respondents might claim to value privacy, 
and then alter their replies to match that claim, hoping to cast themselves in a more favourable light. 
therefore, several novel approaches have been implemented to gain a deeper insight into participant’s 
responses. firstly, in addition to mandatory demographic questions for data analysis, numerous option-
al questions are also included. if an individual claims to be highly privacy-conscious and yet needlessly 
reveals personal information, then perhaps they do not practice what they preach. secondly, repeated 
but rephrased questions will be included to test a respondent’s comprehension: if they answer positively 
and negatively to the same enquiry then they might possess gaps in understanding. thirdly, questions 
regarding fake applications will be used to judge whether a participant is changing their answers to 
match their initial claims. finally, surveys which are returned hurriedly are at an increased risk of being 
completed without serious thought. in these cases, a mark will be applied to the reverse of the sheet, 
so this can be taken into account during data analysis.

online privacy has become increasingly relevant over the past years, especially in light of the snowden 
revelations. intelligence agencies in both the Us and Uk have found themselves under pressure regard-
ing data collection, reminding us all of our growing digital footprints. Whilst the publication of sensitive 
material garnered press coverage, it is unclear whether the average citizen values their online privacy. 
studies have shown that 30% of Us adults aware of the surveillance programs have taken steps to 
shield their personal information5, but this figure also presents the apathy of the 70% which know of 
the risks but have not altered their online habits. alternatively, it can be said that since 87% of those 
questioned had heard of the surveillance programs6, this still amounts to tens of millions of Us citizens 
making changes. our research looks to directly interact with the Uk public to understand whether they 
actually care about privacy and, if so, whether they can effectively protect themselves. in light of the 
media attention that gchQ have faced, it will be interesting to see the public reaction. also presenting 
the relevance of online privacy research, a lack of confidence in online transactions can be economi-
cally-damaging to a modern state. governments and private entities alike are rushing to transfer their 
services online, reducing operating costs and granting easy access to millions of citizens. online retail 
alone is estimated to contribute £52.25bn to the Uk economy this year7, money that could be jeopard-
ised if the masses lose confidence in the internet. for this reason, studies of privacy are important to 
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gauge public sentiment, as well as furthering research into how to best prepare individuals to protect 
themselves online. both yougov and trUste have undertaken recent Uk research, finding respectively 
that 72%8 and 88%9 of those surveyed are concerned about their privacy. however our methodology 
differs in that our surveys are in person and answers are analysed alongside optional responses. 

our principle research questions aim to study how the general public regard online privacy, rather than 
the captive university students who are often targeted for research. firstly, do those who claim to care 
about online privacy act privately with their optional demographic data? secondly, do those who state 
they care about their privacy actually understand how to protect it? finally, as we are often told, are to-
day’s youth careless with their privacy? or do they actually have better knowledge of privacy-enhancing 
technologies? through analysing our respondent’s demographics, it will be possible to compare the 
views of different age groups.

Whilst it is impossible to truly predict the survey results, we can give some expected findings. firstly, 
we would expect those who claim to be private online would also act more privately in person, and 
therefore refrain from completing optional demographic questions. Whilst the effect of participating 
in a survey might cause some respondents to answer for completeness, over dozens of participants 
there should be a noticeable difference. secondly, we would expect that even if participants state that 
they care about privacy, that they do not adequately protect their data online. research has previously 
shown the complexity of privacy-protecting tools10 and how the general public are often ill-equipped 
to defend their data11. thirdly, we would expect the digitally-native young to have a better knowledge 
of cybersecurity practices and therefore defend themselves better. Whereas today’s youth share more 
data online, we would imagine they are more likely to understand technological safeguards, as com-
pared to their parents and grandparents.

This proposed online privacy survey has passed University of Oxford ethical approval and is planned to be un-
dertaken later this summer. The across-UK approach directly targeting the general public will help us assess 
how citizens view privacy, with novel approaches implemented to judge whether respondents practice what they 
preach.

Keywords: privacy, society, awareness
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Background: today’s interconnected society has adopted social networking sites faster than policy 
can adapt to meet the privacy needs of its citizens. in healthcare, patients are sharing and managing 
their personal information, such as the medications they use and their respective side effects, on sites 
similar to facebook but centred around disease (e.g., PatientslikeMe, PlM). Unfortunately, however, the 
data that are being shared on these sites are not protected by privacy statutes in the traditional sense, 
as users must accept User agreements to use these websites, which may publicly or pseudo-anony-
mously show these patients full medical history. also, these legal contracts, waive user’s data owner-
ship rights and/or allow third parties to use patient’s data for commercial or ethically-questionable 
purposes. taken to an extreme, it could be argued that patients, in dealing with the isolation and fear 
of their disease, are socially coerced into giving their data away as a means to improve their quality of 
life. at stake is not whether the data shared should be used for commercial purposes; rather, it is about 
how the laws of, for, and by society can delicately balance the needs of capitalism (the sale of goods 
and services) whilst protecting its ideals; that is, maintaining citizen rights, freedoms and ensuring that 
discrimination does not occur. My research builds a foundation for policymakers to harmonize these 
tensions from different perspectives – the patient, the law, and the corporation.

objective: My dissertation explores the relationship between privacy, user behaviour on social net-
working sites, and the perceived retribution that could be enacted by third parties. More specifically, it 
is an evaluation of: 1) users’ habits and incentives for sharing data on health-related social networking 
sites; 2) the relationship between data sharing practices, anonymity, and the perceived risk of future 
retribution by future employers, insurance companies and government entities; and 3) how policy and 
data protection legislation may balance the universal human-right to privacy with institutions that op-
erate in a for-profit market.

Methods: a partnership has been established between the University of british columbia’s industry 
liaison office and PlM inc. in cambridge, Ma. Under this partnership, PlM has shared the results of 
a survey on Privacy measures that were conducted on behalf of the Us national academies of sci-
ences. Under this agreement, PlM has also shared anonymized user profile data. i am currently using 
these data to answer the questions outlined above. data analyses, including descriptive statistics 
and regression modelling are being conducted using the Xlstat software. results have been ethi-
cally validated and will be reported in congruence with the checklist for reporting results of internet 
e-surveys.

Preliminary Results: 2,725 (73.5%) respondents completed the survey. 1,636 (77%) of them were 
female and 1,417 (52%) had shared their profile with at least one person outside the site (e.g., spouse, 
friend, clinician, or other). overall, 1,036 (38%) and 954 (35%) believed that their data from Personal 
health records would be used to deny them healthcare benefits or would limit job opportunities in the 
future, respectively. in contrast, 1,553 (57%) of respondents believed that their data was currently being 
used to improve the care of future patients who might have the same or similar condition. generally, 
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non-american patients shared 30% more data than their american counterparts, regardless of per-
ceived risk of future discrimination by third parties.

Conclusions: our preliminary results strongly suggest that american users share significantly less data 
than their international counterparts. the potential reason for this is the fear of future retribution and 
discrimination by third parties, such as health insurance companies or (future) employers. despite this 
however, more than two third of patients, regardless of nationality, want their data used anonymously 
to improve the care of other patients. furthermore, there is a gap between the reality and perception 
of how the data that are being shared on these sites are and may be used. further research will be 
required to explore whether these attitudes are a direct result of universal healthcare coverage and/or 
sociological factors across different geographical contexts.

Keywords: social networking sites, Privacy, risk tolerance, User behaviour, Public Policy
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Privacy is very often defined as one’s basic right to determine and control, what kind of one’s personal 
information is accessible to others, to whom it is accessible and what are the further uses of the infor-
mation after it is accessed. 

however, this represents just one of four dimensions assigned to privacy by Judee burgoon already in 
1982. along with psychological, social and informational dimensions, she describes also physical, defin-
ing it as freedom from “unwanted intrusions upon one’s space by the physical presence”1. although it 
has received less attention than other dimensions, one’s physical accessibility to others is sometimes 
described as “precondition for privacy”2 in general. 

With digital communication space becoming a full part of individual’s everyday environment, the physi-
cal or spatial perspective of privacy gains new aspects. in addition to dealing with this space being 
cognitively constructed rather than physically experienced, an individual has to deal also with the fact 
that the perceived personal space in digital context itself has significantly changed. from clearly limited 
environments like e-mails or Web 1.0 versions of personal websites it has turned into social networking, 
where the only boundaries exist where the individual perceives them to be. 

Within this networked privacy3, third persons are continuously involved not only in constructing one’s 
identity by their content publishing and sharing practices, but also take part in deciding what informa-
tion will actually constitute individual’s experience of his/her perceived personal space online. especially 
for young people, who are labelled as tech-savvy digital generation, but also as having traits of con-
sumerist and narcissist generation, this means that in a territory they perceive as their own, they have 
to spend their time on something they have not chosen and might not even like. but in the age, when 
the information flow is constantly accelerating and one has to create strategies of keeping up4, time 
has become even more valued resource than before. 

in the case of online content, especially in social networking sites like facebook, site mechanics work 
in a way that often places consumption before the choice of content. thus degree to which individual’s 
actual personal information space reflects one’s imagined or ideal personal information space, and thus 
also degree to which actual allocation of time to content coincides with ideal one, depends very much 
on how much other people comply to what the individual sees as communication behaviour fit for his/
her personal information space. 

this rises question, what are the rules and norms young people would like others to observe when cre-
ating content within the perceived boundaries of their personal information space and what rules and 
norms would these young people observe themselves when publishing or sharing content online. 

in order to explore this issue, one hundred students were asked to write observation journals for a week, 
evaluating online content that they encountered within their normal digital communication practices 
and that caught their attention for any reason. by answering guideline questions about each such 
content unit, they reflected both, on their personal and perceived public standards of what the proper 
content of digital communication space should be. 



33

1st interdisciPlinary cyber research WorkshoP, tallinn, 18th of JUly 2015 

the results of analysis show that the norms and rules young people tend to define when evaluating a 
content produced by others, not always are applied to themselves. in fact, it is possible to say that two 
sets of rules exist, in several cases even  for the same person, that are used depending on whether the 
individual is producer or consumer of the information. the same type of content condemned as “use-
less” or “irrelevant” when one has to consume it as part of one’s own personal information space, may 
reach at least neutral evaluation when the individual is the person publishing or sharing it. in addition, 
the data suggests that having control over the content allows for more positive attitude towards it and 
demands less specific rules. 

in general, categorization of a content-creation activity as suggested or condemned is subjective and 
depends on individual’s personal perceptions and experiences.  however, the data still show certain 
trends. for example, there is connection between acceptability of the content and time and effort 
needed to consume it, as well as with possible immediate gain from consuming it. in terms of time-
consumption, even as seemingly minor thing as imperfect grammar can cause negative reaction, if the 
imperfections lead to having to put more effort to understand the content. on contrary, if consumption 
of the content provides a sense of satisfaction or gain, even if this gain is only potential, as it is in dif-
ferent versions of raffles. 

eventually, when evaluating the online content published by others, along with time-consumption relat-
ed issues, audience attention appears to be an important resource. in several cases participants state 
explicitly that wrongdoings of other people within their publishing/sharing activities cause great risk to 
exhaust the audience, thus solely usurping the rights to use a very specific shared resource. 

Keywords: physical privacy, personal space, young people, online communication norms
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in writings about privacy legislation and data protection law, there is often an implicit idea that there is 
a tradeoff between data protection and the amount of information available to reach other social goals, 
such as research that will in turn lead to innovation (etzioni 2008; World economic forum 2011). this 
idea is sometimes depicted as a tradeoff between rights and efficiency, prioritizing one or the other de-
pending on the normative views one could have, and it is sometimes left unstated, proposing a balance 
between the right to privacy and the right to freedom of expression or to the access of information. 
this idea determines the extent to which the normative arguments that have it embedded recommend 
protecting privacy.

contrasting with this idea, there is an argument to be made for a certain level of data protection 
leading to more production of information, and hence to more information flow, which would in turn 
increase the scope of the same rights to which privacy is sometimes balanced against. to illustrate 
this point, one must evaluate the ex-ante incentives generated by the creation of entitlements either to 
protect or to abstain from protecting personal information. 

the way in which we deal with our personal information and the limits of our privacy mutate with new 
technologies. the internet, the biggest agent in this change, has turned into a zero marginal cost dis-
tribution channel, both for voluntary and for involuntary exchanges; the transaction costs of distributing 
information in cyberspace are much lower than in physical spaces (hardy 1996; ku 2002). 

informational privacy, and in particular data protection, concerns the ability to exclude others from our 
personal information. exclusion, in turn, takes us to the realm of entitlements. in a low transaction-cost 
scenario such as the one described, it is irrelevant from an economic perspective to whom an entitle-
ment is given, since in any case it will be allocated ex-post to its highest valuer after a negotiation 
process (coase 1960). however, there is a caveat to this principle for goods that do not exist yet in 
the market (hart and Moore 1990; Merrill and smith 2001; Merrill and smith 2011). given that a re-
quirement for labeling something as a good is that it is available in order to be able to readily satisfy 
the needs of others (Milgate 2008), personal data is included in the caveat since it does not fulfill all 
characteristics of a good until it is disclosed. in those cases, to whom the entitlement will be given is 
relevant to determine levels of investment, and hence the amount of the good that will be available in 
the future. 

this argument is strengthened further when paired with the public good characteristics of information, 
which provide an additional reason for the relevance of these levels of investment. the internet has 
turned from a system of information storage by some and information retrieval by others to a system 
for connecting people, where everyone creates and retrieves content – also called peer-to-peer, or Web 
2.0 (lessig 2006). this change leads to personal information behaving as a good that, while still costly 
to produce, can be given to others at zero marginal costs (stigler 1980; schwartz 2004). this implies 
the existence of positive spillovers that potentially lead to a production-deficit problem: if the benefits 
of generating information are not fully internalized, the level of generation of information will be lower 
than what is socially desirable.

these two characteristics alter the incentive structure of the generation and the sharing of information. 
consequently, they lead one to revisit the interdependence between privacy and access to information 
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in the context of new technologies. from this point of view, inasmuch as data protection introduces en-
titlements that allocate an exclusion power, there is some degree of data protection that increases the 
amount of personal information available for exchanges from a dynamic perspective. no data protec-
tion would lead to the persistence of the production-deficit problem and hence to a level of information 
production that is lower than what is socially desirable. data protection and information, for this reason, 
are often not at a tradeoff. 

some level of data protection (this is, some level of entitlement-created exclusion levels) creates incen-
tives to generate information, reducing the aforementioned production-deficit problem. the question is 
then not so much whether to grant data protection at all in order to allow for freedom of speech and 
access to information to take place, but how much of it to grant. 

by focusing on data protection law as a mechanism to promote the generation of information, two 
gaps so far present in the literature regarding proposals to protect privacy are closed. first, the ques-
tion of why the allocation of the entitlement is relevant in a scenario of low transaction costs (Posner 
1978; Posner 1981) is answered by seeing that distributional effects matter to incentivize production. 
second, the question regarding how entitlements over intangible goods can be justified in the face of a 
mismatch between the reasons to protect personal information and the reasons to protect intellectual 
property (samuelson 1999) is addressed by noting that both branches of law foster the generation of 
information.

these considerations lead to consider that privacy and access to information are not countervailing 
rights; the social costs of lacking an adequate data protection are not only those corresponding to chill-
ing effects, but also to underproduction of information. in such way, one can explain data protection 
law from an economic perspective and, in doing so, have a simplified framework for the evaluation of 
data protection measures.

Keywords: economics of privacy, data protection, privacy law, online privacy, access to information, 
freedom of expression, law and economics
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We are witnesses to the ubiquitous usage of smartphones. We use them to communicate, do business 
and even to perform financial transactions. however, the widespread usage of mobile devices attracted 
also the attention of malicious software writers. Malicious software, or malware, has the goal of steal-
ing sensitive information from users, taking control over the operating system, and damaging or even 
completely disabling the device.

in order to limit the effectiveness of malware, a malware detection system has to be incorporated 
in the phone and on the cloud. the proposed approach goes in this direction. namely, we propose a 
malware detection system that consists of a two-steps detection algorithm: the first step is running 
detection on the phone and the second one on the cloud. a less complex detection algorithm, suitable 
for the limited resources of mobile environments, is running on the phone. the goal of this algorithm is 
to collect data related to the phones state, detect potentially malicious activities and, upon their detec-
tion, to send data to network to be analyzed. Upon receiving this data, the detection mechanism on the 
cloud processes information and classifies the application as malware or benign. in case of malware 
being detected, the decision is communicated to the user. by sending data into the network for further 
analysis only upon detection of potential threats, the best possible trade-off between privacy protec-
tion and effective malware detection is achieved. in order to establish such a system, we expect to go 
beyond the state of the art. in the initial phase of the investigation, we will start with the evaluation 
of existing algorithms. for on-phone malware detection, we will start the analysis with naïve bayes, 
support Vector Machines, and logistic regression, due to their simplicity and variety of successful ap-
plication areas. exploration of the most suitable algorithm to be run on the cloud will start with neural 
networks and hidden Markov Models, due to their ability to perform deep learning and more complex 
detection. While more detailed description of the complete methodology can be found in1, the focus of 
this abstract is to foster the discussion on the tradeoff between privacy-preserving malware detection 
on the one side and efficient and precise detection on the other.

the proposed research is relevant due to the increased importance of protection from malware. accord-
ing to Mcafee labs2 the collection of mobile malware continued its steady climb as it broke 6 million 
samples in the fourth quarter of 2014, up 14% over the third quarter of the same year. it is clear that 
more efficient methods to protect from malware are needed, and we believe that our approach is one 
of them, enabling users to detect early suspicious activity and keeping the resource consumption low. 
the further advantage of the approach lies in its privacy preserving capability. namely, as previously 
mentioned, data is not constantly being sent into network but only if a potential threat is observed. in 
our opinion, this is very important having in mind the sensitivity of the information stored in the phone 
and its variety: ranging from photos from previous parties, friends contact list and their numbers, up to 
confidential business data and stored passwords. 

the authors propose the approach that advances existing state-of-the-art mobile malware detection 
methodologies. to the best of our knowledge, current detection algorithms are based either on the 
phone or on the cloud detection, but not on both.  Paranoidandroid detects malware on the synchro-
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nized copy of the phone state that runs on a server3. however, a disadvantage of such approach is 
that private user data is constantly being sent into a network, thus risking to be abused for malicious 
purpose. in order to avoid information leakage, running simplified detection algorithm on the phone 
itself is proposed in4. this approach avoids revealing user data to the other side and saves bandwidth. 
nevertheless, the accuracy of such algorithm is limited due to the lack of general knowledge about the 
network conditions. an accurate approach to malware detection is proposed in [5] where good detec-
tion accuracy is achieved by using static features (i.e., features that can be collected without execution 
of malware, such as manifest file or information from disassembled code). the main disadvantage of 
such approach, as it is based on static analysis, is lack of dynamic inspection and, therefore, its inability 
to detect malware at runtime. our approach overcomes this problem by observing dynamic features 
(i.e., features that are collected during execution of malware such as memory and cPU usage related 
information, so as network behavior and battery consumption).

to summarize, the main research goals of the proposed approach are following: 

1. develop an efficient and low-complexity set of algorithms to be run on the mobile device, and a set 
of more powerful algorithms to be executed on the cloud to detect malware with higher confidence. 
the algorithms running on the device will trigger the execution of the ones on the cloud only when 
necessary (i.e., a potential malware is discovered); for this reason, the algorithm running on the 
phone will be designed to have high sensitivity, so that the number of suspicious activities that are 
missed is as low as possible, and the one running on the cloud has high accuracy, so that identifica-
tion of malware is done as precisely as possible.

2. optimize the distribution of battery, power, and communication overhead among a cloud service and 
a mobile device by taking into account the limited computation possibilities of mobile devices on 
one side and the importance of privacy on the other.

Keywords: mobile malware, privacy protection, dynamic malware detection
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the financial crisis has driven the impetuous growth of alternative financial services models, including 
cryptocurrencies. these technologies have a great potential to reshape and replace existing mecha-
nisms for storing and exchanging of values.

the goal of the paper is to research the area of blockchain-based financial technologies, to define the 
main security problems in this sphere and suggest appropriate solutions. the result of the work is the 
model for financial infrastructure based on cryptocurrency principles for mass adoption.

the most interesting principle, which was suggested by innovations, is the ability to connect multiple 
entities to a single digital record shared by all and available in real time. for example, it’s implemented 
in one of the most popular cryptocurrencies, bitcoin and it is called blockchain. it is a public distributed 
ledger, which stores all transactions. this makes financial history unalterable, and makes it difficult for 
attackers to change it. strong cryptographic mechanisms are used to ensure integrity of the blockchain 
and protect transactions in the public network. as a result, any document can be digitized, codified and 
inserted into the blockchain and it becomes a record that cannot be tampered with. the advantages 
of this model include higher speed, efficiency, and the elimination of single failure points in the system.

during last 5 years the idea of decentralized applications based on blockchain technology for finan-
cial industry was properly designed and released. these applications can be divided into following 
groups: wallets, payment processors, exchanges, remittance services, P2P lending services, micropay-
ments, smart contracts and different alternatives of usage like voting, property title, notary services, 
etc. Unfortunately, there are different security issues, which cause enormous financial loss. for instance, 
slovenian exchange bitstamp has revealed the loss of roughly 19000 btc as a result of a platform 
security breach. or one of the last examples: chinese bitcoin exchange bter hacked, $1.75 million worth 
of cryptocurrency stolen. in this paper the most significant cryptocurrency exchanges hacking and its 
reasons are reviewed.

bitcoin’s main principle is decentralization, which influences its security. traditional centralized model, 
like in bank or payment network, depends on access control for preventing malicious actor intrusion1. 
but in bitcoin the responsibility rests with the users. the network security is based on proof of work 
(the requirement for a service user to prove that they have performed a costly action in order to deter 
network attacks, and in bitcoin application it is used hashcash), that is why the network is open and no 
traffic encryption is required.

for example, in the banks, payments are open-ended, because they contain private information. in this 
way, the payment network has to be end-to-end encrypted and prevent man-in-the-middle attacks. 
however, bitcoin transactions are protected by hashes (sha-256) and digital signatures (ecdsa), hence 
bitcoin payment network doesn’t need traffic encryption. therefore information security paradigm was 
shifted from communication lines protection to protection of transmitted data. 
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With all its benefits, the main problem is to maintain the secrecy of keys. bitcoin relies on public key 
cryptography. that is why there are different ways to store keys: in local storages, in password-pro-
tected (encrypted) wallets, in offline key storages, in hosted wallets or in air-gapped key storages2. but 
they still have weak places. 

the basic idea of the paper is to define main problems for cryptocurrency large-scale implementation 
and to suggest the “ideal” model for the future adoption.

considering the aforesaid, the following problems are highlighted and appropriate solutions are sug-
gested.

one of the main issues is key management3, which includes lost key protection, virus protection, trust-
less key storage and key exchanging. for preventing losing or attacking by viruses multisignature can be 
used. there are different hardware tokens for key storing: bitlox, trezor, ledger Wallet and of course 
our Ukrainian developments (“institute of information technologies” in kharkiv is produced special 
crypto tokens). + signature process. also keychain technology can be used as key management system 
for android or ios, for example.

nowadays internet security systems (ssl/tls, httPs, and certificate authorities) don’t provide the 
security that they claim to provide. today’s surveillance is made possible because most protocols that 
facilitate online communication do not provide all of the following properties: 1. end-to-end encryption. 
2. secure authentication. 3. Perfect forward secrecy (Pfs). 4. Plausible deniability (sometimes). but 
for solving these problems dnschain can be used. it does this first by combining dns with namecoin 
(nMc)4, and then by encouraging a “trust only those you know” policy. namecoin is an open source de-
centralized key/value registration and transfer system based on bitcoin technology. namecoin “squares 
Zooko’s triangle”, meaning, it makes it possible to have domain names that are: authenticated, de-
centralized, human-readable. the existing solution to provide secure communications is okturtles + 
dnschain5. okturtles takes the authentication provided by dnschain, and uses it to provide secure 
communication through virtually any website.

transaction database security is provided by the main principles: decentralization and verifiable con-
sensus. but there are several issues with consensus in existing protocols. consensus mechanisms don’t 
take the past into account – in bitcoin past is not relevant and can be always overwritten by longest 
chain rule. since validators in ripple are trusted they have to be responsible for all actions they have 
done. it can be strengthened via security deposit. it doesn’t have clear mechanisms how to find a mali-
cious node and mechanisms that track “unusual” situations in the consensus, etc. solution principles 
are overviewed in the work.

the last, but not least problem is how to identify every user legally. the proposed solutions are physical 
identification, authentication of user’s device using, identification of transaction initiators and proof-
of-identity.

in the paper, the main issues in current system are reviewed and ways how to fix it are proposed. the 
model is at the design stage now. the future work is about the elaboration of integration ways to above 
mentioned technologies in universal crypto financial model. this model will be taking into account tech-
nology interaction features and possible security problems.

Keywords: security issue, blockchain, cryptocurrency, key management, bitcoin, ripple, namecoin 
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increasingly, public administrations offer services to citizens by means of the coordination of different 
private companies. these companies usually have to collect data about the users’ services, and very 
likely will have to share them to enable the coordinated provisioning of the service.

a representative scenario is the public transport of a whole region, where the regional administration 
wants to offer citizen a unified view of the service, built as a composition of private transport opera-
tors. this scenario introduces the need to guarantee a strong respect of passengers’ privacy, while the 
transport operators should still be able to properly share revenues and costs. consequently, a set of 
anonymization techniques should be implemented, striving to achieve contrasting goals: minimizing 
possible privacy breaches, and preserving essential information to compute economic compensations.

in the literature, there are a few reference anonymization techniques1, 2, 3 that are effective against 
identification of individuals, but also many examples of how to circumvent them. attacks like composi-
tion of auxiliary information4 or data Mining5 show the weakness of techniques like k-anonymity or 
l-diversity. even worse, a more general approach6 shows how techniques as t-closeness or differential 
privacy cannot reach a satisfactory trade-off between effectiveness against de-anonymization and 
utility for legitimate purposes, according to various metrics. for these reasons, researchers developed 
many domain-specific projects, aimed at overcoming the limits of the general techniques by building 
algorithms strictly related to a particular context. research attack this limits introducing an evaluation 
metric about the presence of an individual in a data set called δ-presence; and subsequently present 
algorithms for effectively anonymizing to meet δ-presence. other kind of work7 operate by comple-
menting existing techniques with PraM (Post randomization Methods)

our work has a twofold goal: solving the specific issue of protecting passengers against possible track-
ing of their travels in public transport systems, and generalizing the result enough to be applied to 
similar contexts. these objectives cannot be reached by applying existing techniques. We start from a 
real-case scenario, in order to build a general anonymization framework that could work in the context 
of different public transport operators that share private data.

the studied scenario stems from the project of the regional government of emilia-romagna (italy) to 
unify all the different transport operators under a single centralized system. the final goal is to enable 
the issuing of an inter-operable ticket, that can be sold by any operator and used in every part of the re-
gion. the necessary component of this system is a clearing system, to redistribute the profits among the 
transport operators according to the tickets sold and validated. to this end, the clearing system needs to 
correlate data describing all individual trips; it introduces two possible kinds of privacy breaches:

•	 identification attacks to correlate user identities with travel titles identifies
•	 Pattern discovery to steal competitive advantages from ”fellow” operators

despite this scenario may seem quite common, the above requirements make it structurally different 
from other known systems such as that in force in london with oyster card or in netherlands that also 
implements anonymization techniques that unfortunately we cannot reuse. this problem has led us to 
try to, starting from our context, generalize the problem, and therefore, the solution.
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to address these issues in a way that can be generalized, we started by classifying the structure of any 
plausible data-set of public transport operator, identifying and grouping attributes in three categories: 
sensitive values (sV), Quasi-identifiers (Qi), and not sensitive. 

on the reference data-set we implemented a composition of anonymization techniques that provides 
strong anonymization of the users, and masking of the data to prevent effective evaluations over the 
operative parameters of competing operators. this was done in a way that preserved the utility of data. 
a critical constraint is that the specific scenario requires keeping track of tickets serial numbers to be 
able to correlate different segments of the same travel; in particular any transfer from one medium to 
another must be reconstructed from the series of validations.

techniques as k-anon and l-div are not suited for our purposes; for example, applying k-anon to the 
“validation date” attribute and pooling the entries according to whole hours, destroys the link between 
legs of the same trip (in fig. 1), and at the same time it is not sufficiently strong against data-mining 
attacks  with bayesian classifiers.

the heart of the first stage of the project will be the testing phase of this framework over a signifi-
cant quantity of real-world data, that we are starting to collect. the testing methodology will make 
use of metrics already described in the literature like8 which take into account the need for a trade-off 
between privacy and utility. We will also perform pattern discovery tests/attacks, using data Mining 
algorithms tailored for this context and also other kind of classifiers such as those described in9.

the main expected result is that our framework could show a significantly greater strength against 
attacks and privacy breaches; at the same time we expect that the anonymized data will preserve 
quantitative properties that allow the precise computation of useful clearing functions.

We strive to define an approach which is general enough to be directly comparable to the most widely 
accepted algorithms, so that we can measure the improvement level using established metrics. start-
ing from real-world scenario, this work wants to fill a gap in the literature, creating a new framework 
to anonymize a data-set while preserving a measurably good utility, in a context of public transport 
operators that share private data.

 at this stage, we are not able to predict whether the results will be robust enough to apply them also 
to high-sensitivity scenarios, like (as a useful review pointed out) the case of tallinn where e-id cards 
are used to directly tie travel cards to the traveller identity. 

Keywords: privacy, anonymity, Public transport
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044337 5 2 PM

serial ty. time V.

002679 4 Morning

004844 4 Morning

077364 3 Morning

017942 3 afternoon

044337 5 evening

Figure 1. example on how it’s possible to use k-anonymization to the data validation.
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in contrast to the kinetic domains of warfare, cyberspace is uniquely civilian in character. because 
the internet was developed primarily as a tool of business and academia, its most proficient talent 
exists in those worlds, as opposed to the military world. the fast-paced development of technology, 
as modelled by Moore’s law,1 requires computer experts to continuously study. this constraint is 
feeding the need for governments to employ civilians alongside their armed forces in the pursuit of 
military cyber capabilities. in the past, this civilian employee would have primarily been responsible 
for intelligence collection activities, but in the modern age government cyberspace operations in-
clude a variety of hostile acts, some of which the civilian workforce is currently tasked to perform. 
Under the laws of armed conflict, these civilians could lose their civilian protections as de facto2 
– but not legal – combatants. the proliferation of de facto combatants undermines the very notion 
of discrimination on the battlefield, and this should be a major concern for governments who wish to 
protect their civilian employees.

the concept of direct Participation in hostilities refers to the loss of a person’s non-combatant privileg-
es (mainly targetability) for such a time he is engaging in hostile acts against an enemy. if this person 
is consistently engaging in the acts, he may be considered to have a continuous combat function. While 
a civilian who accompanies the armed forces or performs a non-combat function retains his civilian 
protection, if his job meets the criteria for a continuous combat function described above, he becomes 
a de facto combatant.3 de facto combatants, because they are not distinguished as legal combatants, 
are not entitled to the traditional combatant privileges, such as Prisoner of War status. the primary 
question this research sought to answer is what state cyber activities constitute a direct Participation 
in hostilities and, thus, should only be performed by uniformed, military personnel. 

the analysis primarily used the three criteria developed by the international committee of the red 
cross for evaluating whether an act constitutes a direct Participation in hostilities. the first criteria is 
threshold of harm, that the act will likely cause an adverse effect to the military operations or military 
capacity of one of the conflict’s parties and/or cause death, destruction, or injury to a protected person 
or object.4 the second icrc requirement is that there must be a direct causation between the act com-
mitted and the effects incurred. this means that there must be a direct causal link between the act and 
the effects that are likely to result from the act.5 the final criteria of the test for whether an act con-
stitutes a direct participation in hostilities is if there exists a belligerent nexus. this asks if the act was 
designed to cause the harm either in support or to the detriment of a party to the conflict.6 it should be 
noted that the analysis of whether an act meets these criteria is based upon United states definitions 
and policy documents, such as how to define an “offensive” verses “defensive” cyber operation.

for the analysis, the research used an effects-based approach, drawing parallels between activities 
conducted in the kinetic and cyber domains. it considered six different types of state cyber activities: 
routine operations, passive defensive cyber operations, defensive cyber response actions, cyber intel-
ligence collection, cyber preparation of the environment, and cyber attacks. a feasible scenario was 
developed for each category and the scenario’s hypothetical actor’s activities considered under the 
icrc’s criteria for direct participation. the research concludes that there are three main types of cyber 
activities that should not be performed by non-uniformed state personnel: defensive cyber response 
actions, cyber preparation of the environment, and cyber attacks.

Keywords: military, government, cyber operations, ihl, international law, warfare, combatant
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the need to alter national laws and international norms in the context of digital evidence has been 
intensively discussed among researchers and practitioners throughout the last decade. consideration 
has been given to the fact that digital evidence is so specific in its nature that it requires a separate 
regulation. 

already in 2005, orin s. kerr stressed the need for special regulation over the collection of digital evi-
dence: „digital evidence is collected in different ways than eyewitness testimony or physical evidence. 
the new ways of collecting evidence are so different than the rules developed for the old investigations 
often no longer make sense for the new.“1 Moreover, continuously many authors have stressed the need 
for „new regulations“.

it is easy to make fatal errors when collecting digital evidence. digital evidence is latent, like finger-
prints or dna evidence; crosses jurisdictional borders quickly and easily; is easily altered, damaged, 
or destroyed and can be time sensitive. decision-makers should be able to rely on the standard to 
determine the credibility of digital evidence. however, legislations in europe mostly do not stipulate in 
their legal codes a specific definition of what electronic evidence is: electronic evidence is equivalent 
to traditional evidence.

the present paper analyses the need for a special regulation over digital evidence by the example of the 
estonian code of criminal Procedure. the biggest distinction in collection of evidence in the estonian 
code of criminal Procedure is made for the collection of children testimony, since it is a particularly 
delicate personal evidence. so, is it possible to take the example from this regulation and apply it to 
digital evidence? there are some obvious similarities between these two kinds of evidence: both of 
them are easily altered, damaged, or may even be destroyed. 

also, years ago, the dna was as unknown as digital evidence is now, that it too evoked strong op-
position among participants in proceedings; and a certain veil of secrecy surrounded it. now, there is 
the same situation with digital evidence. the same problems needed to be overcome: is it possible to 
change this kind of information and if so, how easily; how can we be sure that the information pre-
sented to us is indeed the whole truth? 

in case of digital evidence, the problem perhaps is not so much in formalizing and collecting the evidence, 
since these acts probably do not differ very much from formalizing and collecting other, so-called physical 
evidence. the core difficulty about digital evidence is abundance of information – evidence must some-
how be searched and selected out of the huge amount of data. defenders fear that in course of such an 
intensive search, some fundamental rights of individuals might be infringed and that collection of evi-
dence might not conform to the principle of proportionality. if in the physical world the search of evidence, 
such as on-premise search, is limited by the physical world itself, then the search of computer data has 
no limits. often, it is so in the literal meaning of the word: the searches may last for an indefinite period 
of time, they might be conducted several times, and it is not unusual for them to pass the state borders.

estonian code of criminal Procedure does not have any specific rules for pre-trial procedure and for the 
conduct of proceedings, stipulated in the convention on cybercrime; instead, when dealing with cyber-
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crimes, general provisions that regulate investigative activities are applied. When in the absence of spe-
cific provisions, general provisions are applied, arises the problem of protection of fundamental rights. 
an entry into a room and an entry into a computer cannot be directly compared from the infringement 
of fundamental rights point of view, while the estonian code of criminal Procedure does not make any 
distinction between the two2. thus, adoption and incorporation of the principles of procedural law that 
arise from the convention on cybercrime into estonian law is deemed deficient3. 

the supreme court of estonia has found that when searching and seizing computer data, one must 
take into account the principle of proportionality. therefore, is there a need for supplementing the esto-
nian code of criminal Procedure with specific cases of search regulation, such as seizure of encrypted 
or password-protected data, introduction of a ban on deliberate destruction of data? should the dif-
ferences between conducting the search via computer network and via computer systems without any 
physical connections (including the ones with “cloud” solutions) be stipulated as well?   

What are these specific provisions, which the estonian code of criminal Procedure lack, and are they 
still needed? how to prevent possible over-regulation, which often haunts cognitively alien to each 
other and rapidly developing areas. Where does the borderline fall between the possibility of criminal 
proceedings and the protection of fundamental rights? the problems connected to digital evidence 
regulation and the balance with protection of fundamental rights are the subject of this article.

Keywords: digital evidence, digital evidence regulation, fundamental rights, principle of proportionality

references
1 orin s. kerr „digital evidence and the new criminal procedure“. columbia law review 279 (2005)
2, 3 e. kergandberg. eesti kriminaalmenetlus: mõned rindeteated. – Juridica iV/2013



49

1st interdisciPlinary cyber research WorkshoP, tallinn, 18th of JUly 2015 

neW realM of gatekeePers in eUroPe
Karmen Turk 

University of Tartu, PhD Candidate 
Karmen.turk@triniti.ee

european court of human rights (echr) delivered a grand chamber judgement on 16th June 2015 in 
the matter of delfi versus estonia.1 the case concerns delfi as, the news portal, that was found liable by 
the estonian courts for its failure to prevent unlawful comments from being published in its comments 
section, despite having taken down the offensive comments as soon as it had been notified about them. 
this was the first case in which the echr has been called upon to examine a legal questions regarding 
user generated content on the internet.

the facts of the case were simple: estonian biggest internet newsportal published an article on ship-
ping company wrecking an iceroad between the mainland and the island. the newsportal business 
model allowed for users anonymously to comment it’s articles. that particular article attracted 185 
comments. six weeks after the publication, the owner of the shipping company sent a notice to delfi 
as requesting takedown of 20 comments. delfi as complied the same day and deleted the comments. 

regarding the commenting platform, there was a set of safeguards in place: 

1. rules of the platform prohibiting insulting comments;
2. automatic filtering system for vulgar words;
3. notice-and-take-down button next to each comment;
4. contacting delfi as and
5. in case of articles on controversial topics, the editors were moderating the comments’ platform. 

the court essentially regarded the article itself as a neutral and balanced one and took note of the 
safeguards in place. however, it concluded that that imposing liability on internet news portals would 
not contravene the tight to impart users’ comments, if the platform operator fails to take measures to 
remove clearly unlawful comments without delay, even without notice from the alleged victim or from 
third parties.

the question is, whether there is a legal contradiction. namely, the judgement relates to the legal en-
vironment comprising of two relevant acts in europe – the council of europe standard on freedom of 
communication on the internet as well as the european Union law. 

in a widely cited 2003 declaration, the committee of Ministers of the council of europe urged member 
states to adopt the following policy: “In cases where ... service providers ... store content emanating from 
other parties, member states may hold them co-responsible if they do not act expeditiously to remove or dis-
able access to information or services as soon as they become aware ... of their illegal nature. When defining 
under national law the obligations of service providers as set out in the previous paragraph, due care must 
be taken to respect the freedom of expression of those who made the information available in the first place, 
as well as the corresponding right of users to the information.”2 

the same position was essentially adopted by the european Union through the electronic commerce 
directive of 2000.3 Under the directive, member states cannot impose on intermediaries a general duty 
to monitor the legality of third-party communications; they can only be held liable if they fail to act 
“expeditiously” upon obtaining “knowledge” of any illegality. 

this approach is considered a crucial guarantee for freedom of expression since it tends to promote 
self-regulation, minimizes the need for private censorship, and prevents overbroad monitoring and fil-
tering of user content that tends to have a chilling effect on online public debate.

the european Union court of Justice has dealt with the issue of intermediary liability in numerous cas-
es. in one of the widely cited judgements of sabaM, the court ruled that the implementation of general 
filtering systems collides with the prohibition contained in the e-commerce directive to Member states 
to impose a general obligation to monitor on service providers conducting activities of mere conduit, 
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caching and hosting. the court acknowledges that such a system would put at risk the freedom to 
receive or impart information, as the system might not have been always able to distinguish between 
unlawful content and lawful content, eventually blocking lawful communications.4

in abstracting the judgement of Delfi versus Estonia, the judges Sajó and Tsotoria in their joint dissenting 
opinion concluded: “The duty to remove offensive comments without actual knowledge of their existence 
and immediately after they are published means that the active intermediary has to provide supervision 
24/7. For all practical purposes, this is absolute and strict liability, which is in no sense different from 
blanket prior restraint. […]For the sake of preventing defamation of all kinds, and perhaps all “illegal” activi-
ties, all comments will have to be monitored from the moment they are posted. As a consequence, active 
intermediaries and blog operators will have considerable incentives to discontinue offering a comments 
feature, and the fear of liability may lead to additional self-censorship by operators. This is an invitation to 
self-censorship at its worst.”

thus, considering the somewhat different approaches of two courts in europe, it might be now a time 
to redefine the liability standards of intermediary – the recent echr judgement does not fit well with 
the letter and spirit of relevant legal acts or the jurisprudence of the european Union courts. however 
– a state being a member of the european Union would also be a contracting party to the european 
convention on human rights. consequently, 28 member states of eU are today in a legal “limbo” re-
garding the regulation of intermediary liability. 

Keywords: intermediary liability, freedom of expression, host, news portal
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over the last decades, the world has become increasingly dependant on various online services, such as 
e-mail, e-commerce applications and information exchange pathways. While the tendency from end-
user perspective is to demand seamless integration and continuous availability, the technical complex-
ity of such solutions creates significant overhead for professionals, who are tasked with maintaining 
the supporting infrastructure. this is especially true within the context of small business web hosting 
and content providers, where the network operations center (noc) is usually comprised of no more 
than three to five persons. sometimes less.

the nature of such services requires constant availability over public networks, making them also sub-
ject for constant malicious probing. While it is mostly conducted by automated botnet nodes, any tar-
geted attack can severely cripple or compromise confidential data. to make matters worse, vulnerable 
web services, which may not be owned by the hosting provider, can be hijacked and used as an attack 
platform. constant monitoring of events and immediate incident response must be conducted, but are 
usually done manually and after the damage has already been inflicted.

commercial security solutions are not affordable for small companies in terms of licensing fees, hard-
ware requirements and technical integration issues that have to be overcome by the same noc per-
sonnel, who already spend their time on multiple projects. several open-source monitoring solutions 
have emerged over the past years, but usually focus on passive alert generation, network capture, data 
visualization and log collection. small companies lack the technical means to store network packet 
captures for a meaningful time period, while the high false positive rate of intrusion detection (ids) 
and intrusion Prevention systems (iPs) can prove problematic. the risks associated with iPs solutions in 
particular are usually considered too high within modern heterogenous networks, as detection rules are 
written quite specifically for certain types of packet streams. Valid traffic can be flagged as malicious, 
which would result in negative business impact.

forensic evidence for attacks, which is commonly distributed across multiple systems, can be found 
within operating system and application log files, but require human interpretation and correlation of 
data. system administrators already have the experience to identify malicious activity. Verbosity of 
logs and data fragmentation make such analysis difficult to conduct, therefore the event data must 
be gathered for processing. administrators also have a simple rule – if any action is to be conducted 
on continuous basis, then it should be automated. open-source syslog daemons and event correlation 
tools, such as simple event correlator (sec), provide the toolset for achieving that. 

rapid development rate and lack of proper implementation methodologies, especially in scientific pub-
lications, were the main motivating factors for writing this thesis, which focuses on building an event 
monitoring and active response framework for a small company for security incident handling automa-
tion. one of the main contributions of this thesis is an analytical and performance comparison of exist-
ing log collection and event correlation tools. analysis of log collection tools includes three syslog mes-
sage collection solutions – rsyslog, syslog-ng and nXlog. a number of tests were conducted by the 
author, in order to evaluate the performance of these solutions for different event collection scenarios. 
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apart from the tests, the thesis also provides a detailed assessment of event correlation capabilities 
of sec and nXlog.

an overview of syslog daemon functionality and configuration syntax can be found within the official 
software documentation, but system administrators often prefer to utilize older stable versions of 
software. therefore the author conducted the analysis across multiple stable software builds that are 
packaged for popular debian and Ubuntu server lts operating systems. different server configurations 
and use-case scenarios were tested within specifically build environment to provide the best overview 
of performance constraints.

another contribution of this thesis is the description of event monitoring and incident response frame-
work for a small company environment. based on conducted experiments and comparisons, syslog-ng 
and sec were selected for building the framework. the proof-of-concept of the proposed framework 
has been implemented in spin tek as by the author. apart from describing the architecture of the 
implementation, the thesis also provides a publicly available repository of sec rules, infrastructure 
configuration guidelines and control scripts. the content of the repository is maintained by the author, 
and helps the reader to set up a similar system for real-time event monitoring and incident response.

the author devised a hierarchical event correlation ruleset, which comprises of three principal tiers. 
firstly, events are aggregated to provide common canonical meaning with relevant information at-
tached as synthetic event prefix or suffix. secondly, a relatively small amount of correlation rules moni-
tors the pattern in which they occur. finally, if an attack has been correlated, then the attacker source iP 
address is extracted from synthetic event and forwarded to control script. the latter maintains firewall 
rules, which drop all traffic from malicious host for a predefined time period. additional notification is 
sent to administrator if that host has been detected for ten times, which results in five to thirty notifica-
tions per day within production environment of spin tek as.

after a period of one year, the project has been considered a success. the author is currently in the 
process of integrating network analysis software and visualization tools into the framework. addition-
ally, nato ccd coe technology branch has recognized the project.

Keywords: event correlation, syslog daemon, open-source, event message, cpu core, log collection, 
log message, monitoring system, performance benchmarking, sec, syslog server, configuration syntax, 
comparison, implementation, rsyslog, syslog-ng, nxlog
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the emergence of software defined networking (sdn) paradigm shifts from traditional completely 
distributed network management to a (logically) centralize management. sdn represents the answer 
to address the increasing network management complexity.

the modern data center with increasing demands as well as the need to accelerate innovation in 
networking has led to conduct research of new networking solutions in order to cope with all these 
needs1. traditional networks are complex and hard to manage and there has been a growing need for 
simplification in the management of these technologies. some of the reasons of this complexity are the 
difficulty to define a correct procedure for configuring the network or the heterogeneity of the network 
devices, each of different vendors and configuration options, which must be setting up individually. in 
order to get this simplification and reduce the cost of traditional technologies, it has been proposed to 
move the control software off the device.

software defined networking (sdn) represents a paradigm shift to try to cope with these problems 
by centralizing network management in a logically centralized controller2. besides sdn provides a 
network-wide view, including topology and traffic, and direct control of the data plane through the con-
troller, which avoids having to configure each network device separately.

as a new network architecture, a fundamental characteristic of sdn is the separation of the control 
plane and the data plane in order to get networks more programmable, automatable and flexible.

the last defining feature provided by the sdn approach is the automation and virtualization of the 
network. abstractions help against the actual complex problem of network control faced by networks 
today, by providing a global network view as well as its current state in order to better configure and 
install specific flow rules based on the reality and the desired goal of the overall network, which also 
helps solving network-wide problems. 

sdn architecture3 is composed of three main layers, each of them has its own specific functions: the ap-
plication layer, the control layer and the infrastructure layer. controllers, located in the control layer, are a 
crucial part of a sdn network since they are the brain of the network and, through the definition of network 
policies, they communicate with the switches whenever is necessary and provides primitive instructions in 
order to allow them to make fast decisions about how to deal with incoming packets. this communication 
is made through the standardized openflow protocol4. the controller has the view of the entire network 
and provides a northbound aPi in order to be able to communicate with applications, which belong to the 
application layer. a controller is a software program that often comes with its own set of common applica-
tion modules that, although they are sdn applications, are often bundled with the controller.

there are very diverse sets of implementations of sdn controllers available today, including open 
source and proprietary sdn controllers, with different design and architectural choices. therefore, they 
can be categorized based on different aspects. one of the objectives in this master thesis is to analyze 
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qualitatively all the current controllers up to now regarding to these aspects and identify some others 
to extend the analysis.

another objective is the realization of a quantitative analysis of some open source controllers through 
some experimental practices. for these experiments, Mininet5 will be used as a sdn emulation tool 
because it offers the possibility to easily experiment with and test new ideas, what should greatly ac-
celerate innovation in sdn. 

finally, although sdn can offer a lot of advantages in controlling and configuring the network and could 
even help improve its security through the development of applications for the controller, which can 
manage and monitor the whole network, the sdn framework has introduced new vulnerabilities too6. 
due to the new network design proposed by sdn, specific attacks on the control plane communication 
and logically-centralized controllers appeared. also the way that an attack affects the network is differ-
ent. so traditional security policy approaches may not address the needs of sdn and thus it is required 
to look for new solutions. nevertheless, most threat vectors are independent of the technology or the 
protocol, because they represent threats on conceptual and architectural layers of sdn itself. there-
fore, sdn, as a layered architecture, requires each layer have its own security, where its elements must 
provide secure boundaries around services and access. therefore, the final aim of this master thesis will 
be to study and compare sdn controllers from security principle perspectives. 

in summary, this master thesis has three-fold goals: 

1. Qualitatively analysis of sdn controllers respect to the different capabilities offered, 
2. Quantitative analysis of a pre-selected open source sdn controllers from performance metrics, and 
3. Qualitative analysis of security by design analysis of the current sdn controllers under considera-

tion.

Keywords: software defined networking, sdn controllers, security
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in attempt to define and regulate it-products evaluation the common criteria for information technol-
ogy security evaluation (abbreviated as cc) as an international standard iso/iec 154081,2 has been 
developed. requirements of objectivity, repeatability, reproducibility, impartiality and comparability are 
put forward for the evaluation results. they can be met in case of supporting scope, depth and rigor 
of evaluation process only. another international standard iso/iec 180453 contains description of the 
methodology of security evaluation, but it doesn’t contain any formal technique for evaluation, what 
makes performing of evaluation process complicated and one-sided4. in a broader sense assurance 
reduces the uncertainty associated with vulnerabilities of the it-product, and thus the potential vulner-
ability is reduced leading to a reduction in the overall risk.

about to 74% of organizations base their compliance mechanism mostly on manual methods (e.g. text 
editors, spreadsheets, etc.), indicating lack of existence of satisfactory solutions in 37% of cases5. as a 
starting point the statements described in6 are used.

todays the case as a concept is limited as a means of a tool for formalization of requirements, but 
it should be enhanced by decision making procedure of conformity with requirements that will tend 
to reducing of uncertainty and increasing of objectivity, repeatability, reproducibility, impartiality and 
comparability of assessment in order to satisfy needs of all groups of cc in evaluation of the security 
properties of targets of evaluation: consumers, developers, evaluators, others. 

it’s needed to have a unify methodology for both parties. this methodology should be based on interna-
tional standards1-3,7 and contain the requirements how to prove that the decision of conformity is solely 
correct. such kind of methodology is building of cases for justification of correctness and implemented 
requirements. a significant reliance on people during security assurance activities and further applica-
tion of assurance procedure (by the target audience of cc) is a danger that particular “experts” become 
a bottleneck on any solution. the loss of knowledge, lack of traceability, consistency, proficiency, matu-
rity, inappropriate use of artefacts can lead to problems in maintaining the case8. there is a great need 
for providing clear and comprehensible argumentation process of demonstrating and justifying how 
evidence fulfils the safety requirements5,6. 

Most of known cases contain claim- and evidence-based justification that a system under assessment 
meet or should meet the specified objectives (e.g. safety, security, dependability etc.) in a particular 
field. among them are: safety case, assurance case, trust case, security-informed safety case, etc. no 
one type of known cases does not contain a technique for justification that decision of an expert is 
solely correct and couldn’t be treated in another way by any other person. Uncertainty of such kind could 
lead to loss of money and time. the evidence of conformity should correspond to the constructed claim 
in order to link the solution with the judgment. in modern cases construction of evidence for claims 
mostly relies upon an experience of a particular person, but the logic of this construction is absent. this 
fact significantly increases influence of a case from the person, who is involved in process of evalua-
tion. the decision, which is based on empirical experience of evaluator or expert, potentially increases 



57

1st interdisciPlinary cyber research WorkshoP, tallinn, 18th of JUly 2015 

an uncertainty (characteristics, history, observations, measurements, evaluative results, analyses, infer-
ences) of evaluation process and the final result (which could be potentially inadequate), that may lead 
to hazardous consequences in the end of the day.

We enhance the concept of assurance case, proposed in6 with the fifth element, a decision-making 
technique, which allows decreasing uncertainty of assessment (table 1).

table 1. assurance case components with added decision-making technique

We propose to name this type of assurance case – advanced security assurance case (asac). figure 1 
depicts four main stages of asac building.

Figure 1. stages of advanced security assurance case building

for asac’s representation the drakon language is used. it contains requirements for assessment 
algorithm of their validation and result of assurance assessment. the advances of drakon are clarity 
and simplicity of algorithms representation and fully formal representation of visual rules of structured 
programming. drakon is an algorithmic visual programming language developed within the buran 
space project9,10. asac greatly reduces the workload of the expert, allowing him to start work imme-
diately, without firstly developing a methodology for assessment, what is time consuming in practice. 
an example of asac for evaluation of vulnerabilities aVa_Van.1 “Vulnerability survey” from assurance 
class “aVa: Vulnerability assessment”1 with corresponding actions of expert is provided (figure 2)11.

the main peculiarities of asac are:

•	 analysis of verbal requirements in cc written in natural language (nl) form;
•	 identification of properties that the object should possess. Verbal nl requirements should be de-

composed to the level of elementary properties which forms a tree of properties;
•	 linking of properties with corresponding evidences (both quantitative and qualitative) from the set 

of evidences (in other types of case-based techniques there is no such technique);
•	 after the linking of properties with evidences the corresponding actions for the proof of evidences 

are defined;
•	 if the particular evidence is satisfied, the tree is aggregated and it is concluded that the correspond-

ing property is satisfied;
•	 to prove that evidences of related properties correspond to particular requirement the actions are 

defined. it means that there is an algorithm of conformity decision making, and so the new concept 
of case is proposed – an algorithmic concept, which is the core idea of asac. 

argument element description

clains statements that something has a particular property

evidnce empirical data on which a judgment can be based

reasoning statements which tie evidence together to establish claim

assumption Zone limit of an argument where claims are accepted without evidence

Decision making technique the basis for decision of conformity

Stage 1.
ontological analysis and 

modeling of the assurance 
evaluation domain

Stage 2.
functional modeling of 

the assurance evaluation 
domain

Stage 3.
development of decision  

criteria for expert

Stage 4.
building of asac



58

1st interdisciPlinary cyber research WorkshoP, tallinn, 18th of JUly 2015 
1st Interdisciplinary Cyber Research Workshop, Tallinn, 18th of July 2015  

 
 

 
Figure 2. An example of Advanced security assurance case ASAC in DRAKON notation 
 
Figure 3 shows the new concept of assurance as a notion. An assurance argument starts with 

claims  about  risks  and  then  gathers  all  the  evidence  and  supporting  arguments  into  a  logical 
hierarchical  structure.  The  goal  is  that  these  arguments  are  capable of  reuse  in  a wide  variety of 
applications, easing the burden of security evaluations. 

 

 
Figure 3. Refinement of assurance definition concept 

 
The future work is concerned to  improve of proposed security assurance case formalization 

technique ASAC. We also plan to develop tool support for described methodology. In particular, we 
wish  to  explore  how:  to  build  ASACs  more  effectively  and  provide  rigorous  decision‐making 
procedure  for  building  ASACs  using  subjective  logic.  We  have  starting  developing  of  ASACs  in 
DRAKON language for each class of CC to obtain full coverage and reduce time and cost of expertise. 

Figure 2. an example of advanced security assurance case asac in drakon notation

figure 3 shows the new concept of assurance as a notion. an assurance argument starts with claims 
about risks and then gathers all the evidence and supporting arguments into a logical hierarchical 
structure. the goal is that these arguments are capable of reuse in a wide variety of applications, eas-
ing the burden of security evaluations.

1st Interdisciplinary Cyber Research Workshop, Tallinn, 18th of July 2015  

 
 

 
Figure 2. An example of Advanced security assurance case ASAC in DRAKON notation 
 
Figure 3 shows the new concept of assurance as a notion. An assurance argument starts with 

claims  about  risks  and  then  gathers  all  the  evidence  and  supporting  arguments  into  a  logical 
hierarchical  structure.  The  goal  is  that  these  arguments  are  capable of  reuse  in  a wide  variety of 
applications, easing the burden of security evaluations. 

 

 
Figure 3. Refinement of assurance definition concept 

 
The future work is concerned to  improve of proposed security assurance case formalization 

technique ASAC. We also plan to develop tool support for described methodology. In particular, we 
wish  to  explore  how:  to  build  ASACs  more  effectively  and  provide  rigorous  decision‐making 
procedure  for  building  ASACs  using  subjective  logic.  We  have  starting  developing  of  ASACs  in 
DRAKON language for each class of CC to obtain full coverage and reduce time and cost of expertise. 

Figure 3. refinement of assurance definition concept



59

1st interdisciPlinary cyber research WorkshoP, tallinn, 18th of JUly 2015 

the future work is concerned to improve of proposed security assurance case formalization technique 
asac. We also plan to develop tool support for described methodology. in particular, we wish to ex-
plore how: to build asacs more effectively and provide rigorous decision-making procedure for building 
asacs using subjective logic. We have starting developing of asacs in drakon language for each 
class of cc to obtain full coverage and reduce time and cost of expertise.

Keywords: information security assurance, cyber security, advance security assurance case, asac, 
drakon 
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