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INTRODUCTORY REMARKS 

it is our great pleasure to welcome you in tallinn, estonia for the 3rd interdisciplinary cyber research 
(icr) workshop, held at the tallinn university of technology on the 8th of july, 2017, and organised by 
tallinn university of technology centre for digital forensics and cyber security and studyit.ee.

We are glad that to see that the idea for such an interdisciplinary workshop has gained ground and 
that for a third year in a row young as well as established researchers have chosen this event to share 
their research in various disciplines related to information and communication technologies such as 
computer sciences, political and social sciences, and law. We strongly believe that such an interdiscipli-
nary format promotes connecting ideas and people across different domains, thereby allowing for the 
creation of new synergies. 

this year’s programme boasts 26 presentations from all over the world. We hope that the presenta-
tions will not only be informative about “cyber”-research carried out by other disciplines than your own, 
but also inspiring regarding your current and future research. this year we have attempted to underline 
even more the interdisciplinary nature of “cyber” by combining different research fields into common 
sessions.

the workshop will be opened by two well-known experts. Mr lauri almann, the former Permanent 
secretary of the estonian Ministry of defense will speak on ‘“the triangle of impossibility”: strategic 
decision-Making and cyber security’, and Mr ralph echemendia, a cyber security guru, will share his 
ideas on “the truth about hacking. from russia to hollywood.”

Most of the speakers have been hand-picked by our international Programme committee, and the 
results of the call for abstracts are presented in this publication. the selected abstracts explain the 
relevance of the research, outline principle research questions and expected or achieved results. hope-
fully these ideas and the discussions held during the workshop will form the bases for many extended 
research projects and academic articles!

last but not the least, we would like to thank everyone involved in organising this event: the members 
of the Programme committee for their efforts in reviewing the abstracts, moderators for guiding the 
discussions in the sessions, speakers for sharing with us their great ideas, workshop participants for 
being so engaged in the debates, staff of the tallinn university of technology for providing excellent 
support, and our sponsors from studyit.ee.

anna-Maria osula, nato ccd coe/tallinn university of technology 
olaf Maennel, tallinn university of technology 

chairs of icr2017 
tallinn, july 2017
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SESSION 1: PRIvACY  

session moderated by Mr kari käsPer, 
estonian human rights centre/tallinn university of technology

Ms Kärt Pormeister, 
“the gdPr as an enabler for big data: What does it Mean  
for the data subject?”,
University of Tartu 

Ms Julija Terjuhana, 
“right to data Portability”, 
University of Tartu

Dr Xingan Li, 
“social netWorking serVices and PriVacy:  
an eVolutionary notion”, 
Tallinn University

Mr Alexander Mois Aroyo, 
“bringing huMan robot interaction toWards trust and social 
engineering – sloWly & secretly inVading PeoPle’s PriVacy settings”, 
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the gdPr as an enabler for big data: 
What does it Mean for the data subject?

Kärt Pormeister 
IT Law PhD candidate, School of Law, University of Tartu 

kpormeister@gmail.com

as of May 25th 2018, the general Personal data regulation1 (‘the gdPr’) will safeguard personal data 
uniformly across the eu. the gdPr is a product of the data protection reform in the eu, whereas the 
latter has been labelled as ‘an enabler for big data services in europe’2. ‘big data’ is a much used phrase 
without a clear legal definition – in the simplest of terms it can be said to be a complex analysis of 
an accumulation of ‘small data’. as expressed by the libe committee of the european Parliament, “big 
data refers to the collection, analysis and the recurring accumulation of large amounts of data, includ-
ing personal data [...].”3 hence when the small data accumulated for purposes of big data analytics is 
personal data, personal data protection rules apply.

at the same time the data protection reform was promoted as giving data subjects back control over 
their personal data.4 however, the two labels attached to the gdPr seem somewhat contradictory: ena-
bling big data services would assume shifting control from data subjects to controllers. the question 
arising from these two assertions in regard to the gdPr is how the role of the gdPr as an enabler for 
big data services can potentially affect the rights of data subjects. this question is critical for under-
standing the limits of the rights of the data subject when it comes to big data processing.

in order to answer the question raised above, first, an analysis was carried out to carve out the main 
means of control that the gdPr affords to data subjects in terms of their personal data. second, a 
systematic analysis of the gdPr was conducted to determine what it is particularly and substantively 
in the gdPr that could act as the enabling factor for big data. third, the results of the two aforemen-
tioned steps will be synthesized in order to determine whether and how the ‘big data clauses’ on one 
hand, and the means of control of the data subject on the other, interact within the gdPr.

the three main means of control of the data subject under the gdPr in regard to the use of their per-
sonal data are the notion of freely given consent and particularly withdrawal thereof (art. 6(1)(a), art. 
7 and art. 9(2)(a)), the right to object to the processing of personal data (art. 21), and the right to be 
forgotten (art. 17). although, naturally, these means of control are enabled by and dependent on infra-
structural requirements established by the gdPr (e.g. art. 24), the listed rights are in the power of data 

1 regulation (eu) 2016/679 of the european Parliament and of the council of 27 april 2016 on 
the protection of natural persons with regard to the processing of personal data and on the free 
movement of such data, and repealing directive 95/46/ec (general data Protection regulation) 
[2016] oj l119/1.

2 european commission, ‘the european data Protection reform and big data’, (factsheet march, 2016) 
<http://ec.europa.eu/justice/data-protection/files/data-protection-big-data_factsheet_web_en.pdf> 
accessed 31 january 2017. 

3 european Parliament, committee on civil liberties, justice and home affairs. 
report on fundamental rights implications of big data: privacy, data protection,  
nondiscrimination, security and law-enforcement (2016/2225(ini)), 20.02.2017, a8-0044/2017.

4 see official website of the european commission at 
http://ec.europa.eu/justice/data-protection/ accessed 6 june 2017.
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subjects to be invoked, and thus the obligations of data controllers in terms of establishing frameworks 
enabling control will not be included in the definition of control attributed to data subjects.

the results of the analysis of the gdPr as an enabler for big data processing indicate that the following 
clauses of the gdPr in combination might serve as enabling factors for big data: art. 6(1)(f); art. 9(2)
(j); art. 5(1)(b) and (e); and art. 14(5)(b). the first two create legal grounds for (sensitive) personal data 
processing which do not necessarily require consent of the data subject. even if consent were required 
by applicable national law or other eu law, art. 5(1)(b) and 5(1)(e) relieve processing for historic or sci-
entific research and statistical purposes from respectively the purpose and storage limitations. if the 
latter do not apply, consent for further processing is effectively not required. as the gdPr calls for a 
broad interpretation of ‘scientific research purposes’ (see recital 142), and defines statistical purposes 
quite broadly as well (see recital 162), big data analytics is likely to fall under these definitions, and 
thus likely to be exempt from the purpose and storage limitations.

at the same time, art. 14(5)(b) seems to relieve big data processors from the duty to inform data sub-
jects of the processing in cases in which the data has been obtained from sources other than the data 
subject. the gdPr indicates three criteria (see recital 62) to determine whether the exception to the 
duty to inform in art. 14(5)(b), which include the number of the data subject, the age of the data and 
safeguards adopted by the data controller. as the number of data subjects will always speak for invok-
ing this exception when it comes to big data analytics, and the required safeguards (e.g. pseudonymisa-
tion or encryption5) are likely to be applied, art. 14(5)(b) seems to be a ‘big data exception’ to the duty 
to inform. if the data subject has no knowledge of their (sensitive) personal data being processed, he/
she is effectively stripped of any control in regard to such data.

thus the gdPr in its substantive rules in regard to personal data processing takes away control from 
the data subject and grants it to controllers and processors when it comes to big data, relieving the 
latter of the consent requirement for further processing, and the duty to inform. in turn, the outcome 
might be that data subjects are not be able to opt-out of the processing or exercise any control over 
their personal data.

Keywords: general data Protection regulation, big data, purpose limitation, storage limitation, duty 
to inform. 

5 supra n 3.
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right to data Portability
Jūlija Terjuhana 

Skopina&Azanda
julija.terjuhana@gmail.com

the gdPr will enter into force on May 25th, 2018, with the aim to give citizens of the eu control over 
their data and support the growth of the european business environment. one of the key changes 
within this reform is stipulated in the article 20, which enables the right to data portability (rdP). the 
first time rdP was explained by data Protection directive article 29 Working Party in december 2016, 
but it still lacks clear guidance. the main issues are the content of the portable data, technical imple-
mentation of rdP and the obligations of data controllers and recipients of transferred data. 

the research is based on analysis of different aspects of data and its interaction with other rights rel-
evant to the new right to data portability, such as free movement of goods and information, intellectual 
property rights and competition law. the research contains the analysis of possible technical issues of 
data portability, taking into account technological capabilities, as well as the interaction of rdP with 
other rights and obligations stated in gdPr. 

the content of portable data is the most critical issue defining the scope of the rdP. the data subject 
may transfer data if it was provided by data subject to the data controller, when the processing was 
based on the data subject’s consent or was needed for the performance of a contract, and when it was 
carried out by automated means. the portable data should include any format (i.e. text, sound, images) 
of raw intentionally given data, which the data subject has provided to the data controller as an input in 
order for the controller to use algorithms, make observations and provide the desired result, and limited 
scope of unintentionally given data. though, the data subject cannot request to transfer unintentionally 
given data, which includes data of other data subjects, the data subject’s online session information 
and the result of data subject’s raw data analysis and its output, which makes the core of the data 
controller’s service, as well as profiling data. 

While implementing the rdP, the data controller is obliged to follow not only the article 20 of the gdPr, 
but also to ensure the security of portable data, to employ additional measures ensuring the personal 
data protection of other persons, as well as ensure protection of the intellectual property and trade 
secrets. 

the wording of the article 20 of the gdPr does not contain information regarding technical exercisabil-
ity of rdP. therefore, the data controllers together with national data protection regulatory authorities 
will have to decide on the interoperability of the applications in use and to agree on the structure and 
formats of portable data. the objective of the study explores the content and technological perform-
ance rdP and provides further guidance in order to enable data subjects to exercise the rdP and to 
ensure that data controllers implement rdP in compliance with other provisions of gdPr. the study 
discusses the content of the rdP, rights and obligations of data controllers and data subjects and 
technical aspects of rdP. 
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social netWorking serVices and PriVacy: 
an eVolutionary notion

Xingan Li 
School of Governance, Law and Society, Tallinn University 

johanli@tlu.ee

introduction
unprecedented technological innovation has reshaped the facets of human society in recent decades 
in a faster rhythm than in a span of centuries in the past. interconnected information system facilitates 
social networking services in a broader and deeper scope that traditional transportation, communica-
tions and social media alone were incapable of containing. online activities become the novel artifacts 
that the society is destined to be recorded. under such circumstances, privacy, a relatively young notion, 
acquires yet newer load of sense.

the purpose of the current research is to study new development and new challenge in the notion of 
privacy. the theoretical starting point of the analysis is the idea of informed formal rationality (li 2006; 
li 2015), as a developed version of rationality theory of Max Weber (Weber 1978). this indicates that 
there is a process of human decision-making from uninformed rationality to informed rationality, during 
which present information system assists in uplifting the horizon of the cognitive ability of human beings 
as a whole and that of stakeholders in particular. the rapid transformation in recent decades from under 
informed rationality to better informed rationality poses dilemmas within and between technological in-
novation and legal regulations. on one hand, technology can either enhance distribution or limitation of in-
formation flow. on the other hand, law is wrestling with either liberating or restraining such a flow. among 
these contradictories, both positive and passive exposure becomes a strong tendency among participants 
of social networking services. Particularly, social networking services are well integrated with the tradition-
al space of market, where certain attributes of participants are tradable targets, and with the traditional 
activity of marketing, which these attributes of participants are tradable objects. therefore, an open-door 
market and open-minded marketing is expected, but a closed-door storage is also indispensible.

froM uninforMed to inforMed huMan sPace
Mcneil and Mcneil (2003) divided human webs into five stages: worldwide web, metropolitan web, old 
World Web, cosmopolitan web, and global web. during such transformation, information obtaining and 
exchange are one of the contributing factors. Prevalent manipulation of information system takes the 
power to shape almost all aspects of contemporary. this tide greatly challenges conventional legal sys-
tem and necessitates special attention in identifying potential change of legal systems in cyberspace, 
and to deal with the correlation between enhancement of decision-making and the informed formal 
rationality (li 2008).

informed formal rationality is one of a series of concepts coined by applying Weber’s two-dimensional 
coordinate system comprised of “formality” and “rationality” and expands it into a three-dimensional 
model by distinguishing “informability” and “uninformability” (initially published in li 2006 in an edited 
book. see also li 2015, a revised version was published as a journal article). based on this concept, the 
relationship between internal and external control over cyberspace can be considered.

the perfect informed formal rationality represents formal rationality with the subjects informed. un-
der this model, the decision-making was operated under the circumstances where clearly-addressed 
regulations and clearly-observed procedure were applied to similar events in a reliable form. similarly 
situated were similarly treated, without external intervention in the decision-making process. in addi-
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tion, the decision-making process has a higher degree of transparency by ensuring that the subjects are 
informed about the applicable regulations and procedure. this model could, therefore, be trichotomized 
as unified criterion, due process, and transparent operation (li 2006; li 2015).

in order to achieve the merits of this model, a highly developed information sharing system is required. 
as a perfect model can only be reached with indefinite approximation, there is expected a developing 
process from absolutely uninformed rationality, through under informed rationality, to better informed 
rationality. today, we can perceive an unparalleled technological advance that is reshaping the facets 
of human society in a much quicker pace than in duration of past centuries. social networking services 
are one of the instruments to improve such an informing function, which helps participants to know and 
to be known with each other. in other words, participants are willing to reach the depth of others’ inner 
circles to dig out their data, while other participants are willing to float to the surface of their pools to 
expose their own. consequently, there are both pulling force and pushing force for data sharing. such 
forces are positive in decision-making of all players in cyberspace, but reduce the efforts for privacy 
protection, lack of which abusive decision-making can become rampant (dong and li 2016).

technological and legal dileMMas
the aim of most technological inventions in the field of social networking services is to improve con-
nection and exposure of participants, with minimum motives for discouraging such activities. like at 
a crossroad, where a same starting point can lead to different destinations at different directions, the 
same technological achievement can result in both opportunities for and risks to privacy (van dijk 2009: 
121). from the very beginning, motivated and developed connection function on one hand and unmoti-
vated and underdeveloped protection function on the other, bring about much loaf of current loopholes 
in breeding reasonable awareness and safeguarding legal rights. the cyber atmosphere always means 
open and laissez-faire, without the misgiving of exploitation by potential perpetrators of abuses. ethics 
and law are not always critical terms in the glossary of technosphere.

social networking services are full of such functions that initial intention is only for information of par-
ticipants to get connected, exposed, and shared. for example, many applications permit users to search 
other users, to send messages to other users who can be randomly selected as the recipients, to get 
people within a geographic distance of several kilometers, to shake the telephone and get connected 
with others who shake the telephone at the same time, to join a group via an acquaintance and peep 
all other members. When strangers start communicating with each other, they have to actively make 
conversation with each other so that they can get known. this is a process during which strangers get 
in touch and acquire trust. When potential criminals acquire trust from the potential victims, they are 
able to carry out their criminal activities, fraud being one type. this is a process being more informed, 
but sometimes misinformed, or even in the victim of rationality. therefore, such a practice can be de-
structive to development of decision-making towards the model of informed rationality.

PositiVe and PassiVe exPosure
liberation of human nature and satisfaction of curiosity can both be considered to explain why par-
ticipants of social networking services are willing to know and to be known with each other. an open 
and informed society tolerates a broader range of personal information to be available in information 
retrieving system and thus accessible to a broad range of users. right information in right hands can 
naturally be positive for developing an ideal model of informed rationality for decision-making in many 
fields and in many senses. an ambiguous boundary between free information and privacy becomes 
movable back and forth, depending on how a new convention is taking a shape from new consensus 
among participants as well as among those representatives of public interest. a major concern is, how-
ever, participants with malicious motivation can exploit such information to satisfy their own needs, 
unethical or even illegal, which in turn threaten safety and security of those privacy owners, many of 
whom become victimized just before they are aware of the abuse.

changing facets of Market and Marketing
in many different platforms of social networking services, certain attributes of participants are tradable 
targets, and these attributes of participants are tradable objects. therefore, an open-door market and 
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open-minded marketing is expected, but a closed-door storage is also indispensible. Marketing buzz 
can be one of the examples.

unlike traditional businesses, business on social networking services is not compulsory to get regis-
tered. this missing regulation makes it more convenient and more profitable for ordinary users to do 
business, while at the same time supervision on such transactions is completely left in lack: tax evasion, 
lower transaction cost, no quality check, no advertising expenses, and so on. a lethal fault of sns trans-
action is that, without official registration, authentic identifications and addresses of sns merchants 
are by no means easy to verify. once there are disputes or frauds, it is almost impossible to maintain 
“consumer rights” or pursue the perpetrators. selling fake goods are another way of fraud. sns mer-
chants can upload authentic pictures, but with fake goods sent to the buyers. Particularly, when transac-
tions are done in sns function of “comments”, there is no third party payment platform employed and 
high risks exist for buyers’ money or commodity.

conclusions
if a process of human decision-making from uninformed rationality to informed rationality can be per-
ceived, current information system is assisting in rapid transformation technology can either enhance 
distribution or limitation of information flow, while law is wrestling with either liberating or restraining 
such a flow. Participants of social networking services have been involved in a tendency positive and 
passive exposure. integration of social networking services with the traditional space of market and 
with the traditional activity of marketing, requiring open-door market and open-minded marketing, as 
well as closed-door storage. greater risks of victimization exist during the transformation, in which 
privacy is threatened.

Keywords: social networking services; privacy; informed formal rationality; marketing; crime; law and 
technology; safety and security
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bringing huMan robot interaction 
toWards trust and social engineering: 
sloWly & secretly inVading PeoPle’s 
PriVacy settings

Alexander Mois Aroyo, Francesco Rea, Alessandra Sciutti 
RBCS Dept., Istituto Italiano di Tecnologia, Genova, Italy 

alexander.aroyo@iit.it, francesco.rea@iit.it, alessandra.sciutti@iit.it

1. introduction
trust is the belief that someone or something is reliable, good, honest and effective and is a funda-
mental component in human affairs [1]. on the other hand, trust can also become over-trust and can be 
exploited by social engineers for negative purposes [2]. in the domain of human robot interaction (hri) 
there are a lot of studies about trust [3–7], and also an increasing research about over-trust or misuse 
of robot interaction with humans: human conformation (i.e. to act in accordance, to comply) towards 
a humanoid robot [8]; robots bribing humans [9]; compliance with awkward orders from a robot, that 
could result into information leaking or property damage [10]; or even how over-trust toward robots in 
emergency scenario is potentially harmful for humans [11].

analysing how social engineers exploit human over-trust to obtain beneficial information, it is natural to fore-
see that they could use their techniques on robots to anonymously get closer to the victim. the advent of in-
ternet and communication technology gave social engineers an ultimate protection – distance and anonym-
ity [12]. having a robot capable of moving, recording video or sound will bring attackers a huge advantage. 

2. research questions
this research addresses the following questions: can robots evoke similar trust as other humans? this 
could be applied in different domains such as homes, hospitals, supermarkets or interactions with law 
officers. likewise, can robots be attributed similar authority as humans? for instance, will children be-
have the same way adults do, being taught by a robotic teacher or cared by a robotic nurse? Moreover, 
since technology is becoming more important in our daily lives, can social engineers exploit their tech-
niques using robots in order to obtain confidential data? 

3. exPeriMents
one sign of trust is accepting help from someone else by conforming to a new option proposed, 
hence trust in collaborative interaction is related to the predisposition to rely on other’s help. a pilot 
experiment was structured as a treasure hunt game, in which subjects had to find a fixed number of 
hidden eggs in a room [13]. the task was planned so that participants had the option to ask for help 
to a humanoid – icub, who offered its support during the search. the purpose was to assess whether 
participants would rely on the robot’s help and whether they would follow its advice or not, to gain an 
insight on participants’ trust toward the humanoid platform. 

a main reason of choosing this type of methodology was the creation of a playful environment for a 
human robot interaction, in which people could enjoy playing a game. the participant and the robot 
were together in a room for 30 minutes without external intervention, allowing the study of the evolu-
tion of the rapport and trust towards the autonomous robot. Moreover, the request of help was done by 
physical contact with the robot, to assess whether touch can improve the relation with the humanoid. 
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in the analysis of the pilot experiment parameters such as proximity, number of touches, conformation 
regarding the suggestions about eggs and pre/post experiment questionnaires were taken into ac-
count. from the results it emerges that subjects’ trust towards the robot tends to increase during the 
interaction. 

the full experiment is currently on-going but two extensions have been made: first, the robot attempts 
to gather personal information about the subjects by asking them a set of questions, inspired by those 
traditionally used to reset passwords (e.g., What’s your pet’s name? When did you graduate?). second, if 
the participants find all the eggs they receive a sum of money. in that case, the robot tries to convince 
them to double or lose their already won money if they can find another hidden egg. in this way, it is 
studied whether the robot is capable to induce people to gamble their money thanks to the trust rela-
tionship that the humanoid has built during the interaction. 

it is expected that even most risk averted people will be convinced to gamble their money if the robot 
is performing well during the game, and that most participants will reply to all the personal questions. 
an interpretation is indeed that people’s tendency to humanize robots [14], might them not realize that 
it has a computer connected to the internet with cameras and microphones. in fact, already during the 
pilot experiment some of the subjects were asking questions such as “Can He speak my language?”, 
showing this humanization tendency. another explanation could be that the novelty effect of the robot 
makes them behave less concerned. 

these results could show that social engineers could gather personal information from their victims 
without physical presence, but by using a robot as an intermediary from the distance.

4. future Work
trying the treasure hung game with children will tell us whether they behave similarly as with humans. 
understanding children’s behaviour during an interaction with a robot can have implications, for in-
stance, in therapy for autistic children with robots [15]. 

in parallel, it is important also to investigate the role of authority in hri in the context, to comprehend 
whether people will follow orders by robots, e.g., patients in hospitals or homes persuaded to take their 
medications, following orders in rescue missions or even obeying robotic police officers. on the other, 
less positive aspect, it is relevant to test if a robot can deceive humans into doing something that could 
be morally wrong, as in Milgram’s experiment [16] or hofling hospital experiment [17].

5. conclusions
as the number of robots is increasing very fast, it is necessary to better understand the trust and over-
trust in hri scenarios. it is essential that robot designers, programmers, lawyers, as well as final users 
are aware of the potential risks that could arise interacting with robots in the everyday life. Making 
people aware that robots are controlled by computers that can be hacked, resulting not only into a 
security leak but also potentially into a harmful machines, will prevent social panic caused by unlawful 
activities using robots. such awareness should also push the community to tackle several questions 
before robots end up in our daily lives, as whether current robots are secure enough to be on the market, 
or how the private data obtained by all the robot sensors should be treated. 

Keywords: human robot interaction, social engineering, Privacy.
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is dynaMic analysis of android 
aPPlications More effectiVe  
than Mass static analysis  
at detecting Vulnerabilities?

Alessandro Borrello, Sioli O’Connell, Yuval Yarom 
University of Adelaide 

alessandro.borrello@adelaide.edu.au, sioli.oconnell@adelaide.edu.au, yval@cs.adelaide.edu.au

due to ubiquitous nature of mobile devices in modern day life, mobile applications enjoy a greater 
access to confidential information than any other personal electronic devices have in the past. it is 
therefore important to ensure that these applications and the services they use behave in a manner 
that protects user’s information by adhering to security best practices.

currently, the state of security in the mobile market is almost entirely reliant on the developers complying 
with best practices. however, in many cases, developers are not only making increasingly detrimental mis-
takes, security is added as an afterthought in many projects. for developers to adequately test and find is-
sues with their applications, the two most common approaches include static and dynamic analysis. static 
analysis that detects vulnerabilities in a large volume of applications without any additional user interac-
tion, and dynamic analysis is the process in which the application is analysed as the user interacts with it.

relevant research in this field includes the work done by sounthiraraj et al. to describe a method for 
automatically detecting man-in-the-middle vulnerabilities in android applications that have custom 
implementations of ssl and tls (sounthiraraj, et al., 2014). a vendor specific study performed by Mar-
garitelli from zimperium zlabs found several aPi based vulnerabilities in the airdroid application. the 
research used man-in-the-middle proxy tools external to the mobile device to intercept unencrypted 
httP traffic and manipulate requests. as a result, they could potentially gain access to the personal 
data of over 50 million android devices. the man-in-the-middle attack combined with a static analysis 
to extract hard coded encryption keys allowed the researchers to perform unintended aPi requests that 
were not protected by any session or user specific identifiers. (tubb, 2016)

a study by enck et al. in 2011 performed static analysis of 1100 android applications that utilized third 
party java advertising libraries. the static analysis process was done by decompiling the application 
aPk container, parsing the inner dex file into a java .class file, then running optimisations on the code 
to remove unnecessary fragments from the parsing process. the resulting source code was run through 
customised algorithms that utilized the control flow analysis, data flow analysis, structural analysis and 
semantic analysis methods. out of the 561 application libraries tested, 6.42% used phone identifier aPis 
without permission, 35.83% used the phone’s location without permission and 8.20% used network sinks 
to transmit phone identifiable information and location data. the limitations of this study were heavily 
impacted by the source code of the applications being obfuscated before deployment (enck, et al., 2011). 
a second study performed by the fallible research team statically tested and found 16,000 applications on 
the market had hard coded aWs keys inside their source code. their automated algorithm detected and 
extracted these keys while also extracting potential aPi reference urls for later analysis (fallible, 2016).

further research was performed by Mutchler et al. in 2015, where the vulnerabilities and exploits that 
were being tested included code base exploits, published framework exploits and poor programming 
practices, such as data leaking through aPi calls. a relevant method used was to override the ‘onre-
ceived-sslerror’ callback on the android phone; which in turn ignored any certificate mismatches from 
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throwing errors. this process allowed the researchers to sign their own certificates and man-in-the-
middle any ssl request transparently. the study’s findings showed that of the 998,286 applications 
tested, 28% had at least one vulnerability (Mutchler, et al., 2015).

to compare the effectiveness of both static and dynamic analysis methods; the most effective ap-
proach we found was to detect a single type of vulnerability that both methods are capable of detect-
ing. through this research, we have used the leaking of server authentication tokens as the comparison 
metric, but specifically, tokens that are created with greater privileges than the developer had originally 
intended. these server authentication tokens are used to communicate with third-party services, how-
ever tokens are usually trivial for attackers to gain access to. in the event the token has greater privi-
leges than the developer had intended, an attacker could use that token to gain access to confidential 
information of other users who use the application.

the first component to extract server authentication tokens is statically analyze all the constant strings 
which exist in each individual application. static analysis of applications is implemented using open-source 
tools that can decompile mobile application bytecode into a data format that can be inspected program-
matically. We extract server authentication tokens by visiting each constant that exists in the application.

the second component will intercept the network traffic from the application to third-party services. 
network traffic interception has been achieved via routing all the mobile network traffic through an 
on-device proxy which stores every transmitted or received packet as well as signing all the httPs 
connections with a self-signed root certificate authority. the traffic captured will be later searched and 
potentially identify evidence of leaked third party server authentication tokens. even though the proxy 
layer setup on the mobile collects most traffic, the current dynamic analysis setup is unable to extrapo-
late data from a proprietary tcP connection or from an application that manually implements the rsa 
protocol. Minor kernel modifications prevent any certificate validation errors, but some apps do not use 
the inbuilt android libraries.

in the current state of this research, almost all the data has been collected. unfortunately, due to the 
slow and manual nature of dynamic analysis, there are still some applications that need to be analyzed. 
the present information that has been collected is showing a correlation between dynamic analysis and 
the number of tokens found. this is since after multiple individual applications investigations, several 
tokens would have been missed due to either obfuscation or requiring interaction from a server. howev-
er, it still stands that the major observed drawback of dynamic analysis is the time it takes to complete.

Keywords: android, Mobile, automated analysis, Vulnerability detection, static analysis, dynamic analysis
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proving the authenticity and source of an image has traditionally been done with a film negative. how-
ever with the shift to digital cameras this proof has been lost. Image manipulation has also become a 
lot easier to do. this project aims to create a digital negative that is, a digital equivalent of film nega-
tives for proof of authenticity and source. We are aiming to prove that a set of images is a complete 
set of unaltered images as taken by a digital camera on the day of photography. modern cryptographic 
techniques such as public key cryptography, cryptographic hashes and blockchains are widely used to 
prove authenticity however these usually rely on an internet connection to be tamperproof. digital cam-
eras often don’t have an internet connection and when they do there’s no guarantee it will be operating 
due to network coverage issues.

the Australia and New Zealand Guidelines for Digital Imaging Processes [1] describes the current pro-
cedures used for digital forensic photography. the techniques used to prevent image manipulation 
include using write-once memory, transfer of images to a secure database as soon as possible and 
keeping a strong paper record of who did what. however there are still security holes/flaws in this 
process. between photography and transfer to transfer to write-once memory or a secure database 
the data is stored on a regular sd card and there is an opportunity for image manipulation and image 
deletion to go undetected. various solutions to this problem have been proposed including storing a 
sd card log in write-once memory [2], biometric scans and watermarks [3]. however, in both these 
proposals there was still the opportunity for malicious manipulation of the image data at some point 
in the process.

hence we are exploring the use of analogue memory cells to create a tamperproof memory without 
an internet connection. by using these memory cells in an additive way, we can continually add crypto-
graphic hashes to memory on top of the hashes already in memory. this creates a structure similar to a 
hashchain where the altering/removal of earlier blocks cannot be done without been detected. however 
due to memory capacity limitations, the chain needs to be cleared and reset regularly. hence we need 
to allow for an ‘authorized reset’ to be performed – this can be done in the presence of a network con-
nection and a traditional blockchain. due to the nature of analogue memory cells, a read operation is 
partially (or fully) destructive to the data in memory – we can exploit this property to make ‘unauthor-
ized reads/resets’ detectable.

so far we have focused on using memristor memory cells (physical approximations do exist [4]) how-
ever the system can easily be adjusted to work with other kinds of analogue memory such as magnetic 
tape, analogue buffers and even using flash memory and an analogue context. We will also explore the 
possibility of building an equivalent system in digital hardware.

In order to make the individual hashes recoverable from the data reads, we use methods from code 
division multiple access (cdma). the hash data is spread using Walsh codes before been added to the 
memory cells. this then allows the hash to be recovered from the data that read out of memory simply 
by knowing the Walsh code number. pseudo noise sequences from cdma are also used to ensure that 
if any hashes are correlated, they appear uncorrelated in memory. the reason for this is explained later.

In order to measure the value stored in a memristor cell you need to apply a voltage and measure the 
current which affects the value stored in the cell (destructive reads). We can exploit this characteristic 
further by applying a constant current and measuring the time taken for the voltage to fall to zero. this 
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gives an accurate read of the value in memory and a reset of the memory cell in a single operation. de-
structive reads also make it harder for unauthorized parties to read the memory without been detected.

however, instead of draining the cells to zero, the memory controller selects a random, small trigger 
voltage to compare against while waiting for the voltage to drop. this creates some noise in the read 
output value however this isn’t an issue due the noise rejection properties of cdma. the state of the 
memory after the read operation is then equal to the random trigger value. the next block of hashes 
is then built up on top of this trigger value in memory. therefore each block of hashes that is read out 
contains the current random trigger value as well as the random trigger value of the previous block of 
hashes. this cause there to be a negative correlation between subsequent blocks of read data. hence 
if an unauthorized read operation is performed there will be a break in the correlation between blocks.

While this system deals with many of the security weaknesses, there are still the opportunities for at-
tack. the process of transferring the memory data between the authorized read operations and the 
secure database presents an opportunity for a man-in-the-middle attack. If the pervious read block is 
known, it is possible to forge a fake set of read data that will still correlate with the previous data. If the 
random trigger value is known (or predictable) then it is also possible to forge a fake set of data that 
will also correlate with the next authentic block. as such, keeping the trigger value secret is important 
as is the source of the trigger value. the possibility of cloning the memory cells has also been consid-
ered. each memory cell will have (an unclonable) fixed-pattern noise similar to digital image sensors 
which may allow ‘digital fingerprints’ of the memory to be taken similar to the process used to match 
images to cameras.

Keywords: memristor, offline hashchain, proof of authenticity, digital forensics
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lens aberrations can be used to determine the provenance of which lens was used when taking an 
image. however, this provides little information about the camera that was used itself since lenses 
can easily be changed on many cameras. a method, first published in 2005 by lukàš, goljan and frid-
rich addressed this problem. using fixed Pattern noise to link a photo to an image sensor provided a 
stochastic signal akin to a human fingerprint however, this model failed to account for lens artefacts 
creating a source of error. in our work, we have applied standard image processing theory and an un-
derstanding of the geometric properties of light to continue the isolation of artefacts within the fixed 
pattern noise model, which had previously thought to be totally removed. our new, updated method 
creates a preliminary increase of 36% of the correlation over previous reported work.

context
lenses are complex devices. Whilst much is known about their mathematical design, only recently image 
analysts have begun to study lenses’ unique geometric effects to solve the camera identity problem1, 2 or 
find forgeries3.this is because lenses create artefacts in an image known as seidel aberrations4. these 
seidel aberrations cause each ray of light travelling through a lens to deviate in some manner from the 
optical axis and is unique to a lens system. this concept is well explored in the literature5 We accept lens 
aberrations are used to determine the provenance of images to the lens used for digital photography2. 
however, this provides little information about the camera in question as lenses can be easily substituted. 

a different technique first popularised in the work of lukàš et al, goljan and fridrich6, 7, 8 has recently 
been used successfully by farid and goljan9, 10 to the daubert standard11, 12, 13; the legal burden of proof 
scientific evidence needs to meet for successful prosecution. the technique uses a stochastic noise 
signal present in every image as a fingerprint to link each image back to the image sensor that was re-
sponsible for sampling. this is based on a model of fixed Pattern noise (fPn). it is noted that the defini-
tion of fPn varies within the literature14, 15. We use the definition as noted in15. fPn is made up of two 
key components: dark signal non-uniformity (dsn) and Photo response non-uniformity(Prnu). these 
two components represent the sensor in the dark (dsn) and the sensor under illumination (Prnu). 
noise caused by variations to the dark current of a sensor, or self-induced current is the dsn while the 
Prnu is caused by low frequency artefacts such as dust or scratches on a lens and pixel non-uniformity 
(Pnu) noise caused by slight differences on a pixel by pixel basis within the silicon structure of the 
sensor itself. this is illustrated in figure 1. this Pnu when filtered can be used to link an image to the 
sensor which photographed the scene. 
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Figure 1: fixed pattern noise model of a digital camera pipeline. the noise is made up of noise from 
the sensor when in the dark (dsn) and when the sensor is illuminated (Prnu).

the work however does not allow difference in lens aberrations in the model. if each image in the lukàš 
test set was taken with a different lens would we still be able to successfully link the images to the cor-
rect camera? how do lens aberrations effect the correlation results of fixed pattern noise fingerprints 
to reference patterns given the proposed lukàš et al model?

our work extends upon the known science behind the lukàš method to eliminate lens effects.

Methodology and results
in this work we build upon the work of knight, Moschu and sorell16 which successfully isolated file for-
mat artefacts present within the fPn model. We interchange the lenses on two charge coupled device 
(ccd) cameras and substitute a third lens of our own design, a pinhole of precise dimension. due to 
the increased use of mobile photography we then expand our camera sample base to include modern 
day complementary Metal oxide silicon (cMos) image sensors. a series of 8 sony iMx219, first with a 
static lens and then with a pinhole lens at exactly 160nm are used to replicate and compare the results 
already obtained in the literature regarding ccd image sensors. 

using the existing algorithm in the literature6 we then add an additional, novel step to remove edge 
effects from the proposed lukáš filter. We increase the algorithm by overlapping squares as opposed 
to adjacent squares within the MaP estimation before performing the wavelet denoising as originally 
proposed. We then recombine into a denoised image by halving each denoised square by removing the 
outer 1/4th pixels in each approximation (figure 2). 

Figure 2: the denoising algorithm as proposed by lukáš et al but modified with our innovative edge 
effect removal.
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this novel step increases our ability to estimate the fPn accurately and we see a preliminary increase 
in the separation from 6% (lukáš) to 22% (figure 3).

Figure 3: an increase in fPn estimation is shown with the correct camera recording a 23% correlation 
score verses the old methods 6% for a correct device.

Figure 4: comparing lens image data set to a pinhole reference pattern shows lower correlation 
scores. While the correct camera still scores higher and enables identification of the correct 
camera to solve the identification problem the lower score demonstrates removal of seidel 
aberrations from the Pnu signal.

We then correlate images taken with lensed iMx219 against a reference pattern derived from a pinhole 
iMx219 and see that the correlation drops to 14% illustrating that the seidel aberrations make up ap-
proximately 36% of the Pnu estimation previously seen. 

Keywords: fixed Pattern noise, cMos, ccd, digital image forensics, lens aberrations
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the enormous growth in information technology domain has resulted in generation of immense amount 
of personalized digital data. organizations store and manage access to this data using database Man-
agement systems (dbMs). this stored data, being sensitive in nature gives rise to security and privacy 
concerns. a data breach not only risks the privacy of the individual whose data was stored in dbMs but 
organizations also face serious damages in-terms of reputation as well as suffer from financial loss. 
yahoo recently reported that in 2014, 500 million accounts were breached [1]. other giants who were 
subjected to data breaches include sony [2], citigroup [3], adobe systems [4] . in a recent study by ibM 
in 2016, it is reported that there is an increase in cost of data breach from $3.79 million to $4 million 
[5].

threats to an organization can be classified according to external (outsider attack) or internal (insider 
attack). external threats come from attackers outside of the organization who discover network and/or 
system vulnerabilities and use this information to penetrate the organization. outside attackers may, 
for example, utilize social engineering techniques to accomplish a malicious goal, such as stealing con-
fidential information, or making resources unavailable using a denial-of-service attack. there is much 
existing research on dealing with external threats and many security defenses have been proposed, 
including host-based access controls, intrusion detection systems, and access control mechanisms. 
on the other hand, an insider is a person who belongs to an organization and is authorized to access 
a range of data and services. for example, the reported incidents [6], [7], whereby hospital staff looked 
up the medical records of patients in the public-eye. a recent survey [8] reported that 89% of respond-
ent organizations are vulnerable to insider attacks, while its reported [9] that malicious insiders are the 
cause of the costliest cybercrimes. a report from intel security in late 2015 [10], titled “grand theft 
data exfiltration study: actors, tactics, and detection”, stated that 43% of the data loss were cause by 
internal actors and half of it was intentional. 64% of professional at surveyed organization felt that if 
a data loss prevention technology was in place then these data breaches would have been prevented.

another challenge in detection of insider attacks is that often they go unnoticed for months and years. 
according to Verizon 2016 data breach investigations report, among all the attacks, insider attacks 
took the longest time to be discovered, often in months or years [11]. insider attacks can be detected 
by deploying intrusion detection systems. traditionally, intrusion detection systems can be classified 
into misuse detection systems and anomaly detection systems [12].

Figure 1. q1 is the original sql query and abs(qi) represents its sql query abstraction.
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Misuse detection systems look for well-known attack patterns and only detect attacks that are previ-
ously known. unlike misuse detection systems, anomaly-based detection systems [13], [14] look for 
deviation from normal behavior and have the potential to detect previously unknown, or zero-day, at-
tacks [15]. anomaly-based intrusion detection systems alternatively known as behavioral-based sys-
tems have a potential to detect zero-day insider attacks thus we focus on anomaly-based intrusion 
detection systems. there has been a number of anomaly-based approaches proposed in the literature 
to detect malicious sql query made by an insider [16], [17], [18]. these anomaly-based detection 
techniques in context of dbMs consider a query in isolation. yet a query may be labeled as normal in 
isolation however, a sequence of sql queries can result in a breach. We proposed an n-gram model 
that considers sequences of queries to construct profile of normal behavior. the model captures normal 
query patterns in a log of sql queries from a synthetic banking application system [13]. sql queries 
were transformed into an abstract representation. some of the ways to have an abstract representa-
tion of sql query are presented in [16], [19] and [17]. sql abstraction is also referred as sql query 
abstraction or sql query signature in the literature. We borrowed sql query abstraction technique 
from [19] that replaces constant values with placeholders in sql query. figure 1 provides an illustration 
of mapping between sql query and its abstract representation.

subsequently, a normal profile was constructed that consisted of sets of n-grams of sql query ab-
stractions. for a given sequence l of sql queries, ngram(abs(L),n) be the set of all sub-sequences of 
size n that appear in abs(l). let’s say abs(l) = abs(q1), abs(q2), abs(q3), abs(q4) then a 2-gram model 
for abs(L) will be {<abs(Q1), abs(Q2)>, <abs(Q2), abs(Q3)>, <abs(Q3), abs(Q4)>}. We showed that it is pos-
sible to build useful query abstractions and that n-grams of these queries do capture the short-term 
correlations inherent in the application. 

the architecture of different anomaly-based detection systems only differs in the construction of nor-
mal profile. the n-gram based model captures normal query patterns thus anomalous query patterns 
are detected. however, in case of an insider, who is familiar with the working of detection system, can 
mimic a normal access pattern to evade the detection system. in other words, the technically well in-
formed inside attacker mimics normal behavior thus the attack goes undetected. in this work, we also 
demonstrate a mimicry attack on n-gram based approach. it is desirable to have a detection system 
that detects mimicry attacks, thus in this work, we also extends/compliments n-gram based model. 
the proposed extension mines audit logs to extract statistics in order to construct profile of normative 
behavior that facilitates in detection of anomalous behavior that reflects mimicry attacks. initial experi-
ments suggest that proposed approach appears to be effective in detecting attack mimicry attacks on 
n-gram based approach.

Keywords: cybersecurity, anomaly detection, database intrusion detection insider threats
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Phishing is a scalable act of deception whereby impersonation is used to obtain information from a 
target1. the given information can have widespread negative effects to the target himself as well as to 
his organisation. Most successful attack vectors in cyber security contain exploiting the human factor2. 

organisations are aware of the risks related to the human factor and are conducting various activities 
to raise the security awareness and to enforce security aware behaviour. to that end, internal secu-
rity policies play a crucial role in the overall build of information security measures for an institution. 
research has shown that the inclination to use preventive security measures can depend on the per-
ceived level of severity of the negative consequences3, which from an organisational perspective can 
be influenced by how clearly internal procedures are explained and enforced. furthermore, more active 
participation by top management in advocating for the importance of information security policies has 
a direct impact on employee compliance4, so keeping the organisation out of harm’s way is a team 
effort, wherein every member of the organisation has their part to play (not just ‘the it department’).

our research describes how to conduct phishing tests in a legal way so that the results could be used to 
evaluate the human factor of cybersecurity. surveys or phishing tests conducted in a lab-environment 
do not adequately inform on real-life human behaviour when deciding on whether an email might con-
tain malicious content. on average, people have a difficult time differentiating between legitimate and 
scam emails5, which can prove disastrous for organisations both in the private sector (loss of profit, 
administrative fines and reputational damage from a data breach) and the public sector (leaking of 
classified information). 

our research focuses on the following questions: 

1. What are the legal (and ethical) constraints for conducting a phishing test?
2. how to design a phishing campaign?
3. is the click rate correlated to the reported number of incidents?
4. is the click rate correlated to the security budget?

Many researchers have looked into the topic of phishing – e.g. how does it work6, how to detect it7 and 
how to use it to increase security awareness2.

intuitively, it is reasonable to assume that in an organisation where people click more on links given in 
phishing e-mails, the security posture is lower and security incidents happen more often. in an organi-
sation where more resources are spent on securing the human factor of cybersecurity, there should be 
less clicking on malicious links and less incidents. our research is going to look into these questions. 

before starting a phishing campaign, there are many legal and organisational questions to be answered. 
in order not to face prosecution later, it is important to ensure that everything is done in accordance 
with the law. this research brings out different legal issues and discusses how to address them. also, 
different design choices for the phishing campaign are examined to help future work in the same field. 

Measuring human factor can have many implications. in this work, we suggest considering phishing 
tests as an input for cyber insurance. using human factor measurements as a parameter for setting 
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insurance rates could provide the necessary motivation for organisations to invest more in increasing 
their emphasis on the human element in security measures. also, it could contribute into creating a 
more efficient way for cyber insurance implementation, because actuarial data necessary for determin-
ing premiums is generally not available for insurance companies. When comparing cyber-threats and 
the unpredictability of their potential consequences to the six characteristics of ideally insurable risk, 
the reasons why the cyber insurance market has difficult getting off the ground becomes more clear8.  

Keywords: Phishing, human factor of cybersecurity, cyber insurance. 
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the current article provides a theory-expanding analysis arguing for the suitability of the routine ac-
tivity theory (rat)1 for explaining cybercrime against enterprises. rising cybercrime rates, soaring per 
incident costs and the seemingly unending variety in which criminals manage to prey on their targets 
requires an in-depth look into what makes a potential target appealing to criminal actors for the pur-
poses of creating more effective crime prevention strategies. thus far, rat has largely been applied to 
the study of individuals’ victimisation and the results have been mixed2. recent criticism on the applica-
tion of lifestyle/routine activities theory3, e.g. a lack of attention to what actually increases the risk of 
being victimised, serves as an important starting point for revising the approach. While rat provides an 
easy-to-follow framework for describing crime events – the convergence in time and space of a suit-
able target and a likely offender in the absence of a capable guardian – issues with how the concept of 
routine activities is constructed have not been adequately resolved and are hampering studies into the 
aetiology, and the subsequent prevention, of cybercrime. applying rat in the context of legal entities 
has four major advantages: (1) legal persons are subject to rules of compliance individuals are not, (2) 
as targets, enterprises inherently carry more value and this value can come from sources other than the 
opportunity for illicit financial gain, (3) enterprises incorporate an altered version of ‘routine activities’ 
by virtue of their personnel and (4) attract interest from a larger spectrum of likely offenders. according 
to rat, target suitability comprises four elements: value, inertia, visibility and access (ViVa). to date, 
the aforementioned ViVa elements have received very little attention in the context of cybercrime and 
criminality – the research at hand will address these issues, because these components make up what 
could be considered as the ‘target appeal final score’, i.e. how vulnerable is the target organisation to 
cybercrime victimisation as well as what is the likelihood of a crime event taking place that involves a 
specific target. Mapping the taxonomy of suitable targets will be an important contribution to the study 
of cybercrime causation. 

1.1 Value
even though financial motivation is the biggest driver of cybercrime against businesses, it is not the 
only impacting factor. regarding the projection of power via cyberspace by both state and non-state 
actors, the value of a target does not necessarily include the element of financial gains, but could also 
derive from a consideration in terms of the magnitude of effect and disruption achieved. the attack 
against the ukrainian power grid is one of such examples. third item of interest with regard to the 
potential value, is the use of third parties as the extra hop on the path to a bigger target. small service 
companies or providers might not be considered valuable targets on their own, but the value comes 
from the access these enterprises can provide to larger targets. 

1.2 inertia 
in the physical realm, the suitability of a target would decrease with increases in its inertia, e.g. an appli-
ance too heavy to be carried out of a home or a target too difficult to overpower1. for cybercrimes spe-
cifically, the size of the data being exfiltrated has been considered as an example of inertia2, which is, 
however, only one aspect. Within an enterprises, the role played by the level of awareness, and internal 
procedures following from it, should also be considered as aspects of inertia, since it directly impacts 
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on how easy or difficult it would be for the offender to successfully ‘pull off’ the crime. an example here 
would be the ease or difficulty of detecting advanced Persistent threats, i.e. the long-term, unauthor-
ised presence of a malicious actor in the organisation’s network. this is not to be confused with ease 
of access, because gaining access and being interrupted in the carrying out of the attack3 speak to dif-
ferent aspects of organisational measures. employee and management awareness acts in conjunction 
with the technical measures implemented to create the notion of inertia.

1.3 Visibility
one of the few aspects that has shown to have an impact on the victimisation of individuals is ‘be-
ing online’. the online resources managed by enterprises provide attackers with an almost constantly 
visible target, because geographical and temporal restrictions that would apply with street crimes are 
negligible, if not entirely non-existent in the context of cybercrimes.

1.4 access
technical and organisational measures determine the ease with which criminals can obtain access to 
the networks of an enterprise. although news about major data breaches have become commonplace, 
the axiom ‘security becomes important only when it fails’ still seems to hold true for the majority of 
companies. Whether caused by lack of awareness, ‘corporate laziness’ or the absence of formal control, 
the situation has not seen an overall improvement in recent years and the pool of suitable targets with 
easy access remains high.

Keywords: cybercrime, crime against business, routine activity theory, cyber criminology
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decentralized architectures are gaining popularity in global business as these are potentially making 
global transactions of any means of value quicker, cheaper, globally accessible and legally more trans-
parent as the relationship is more peer-to-peer. yet, the existing regulation of transactions with crypto-
currencies, crypto-securities or any other value represented by tokens or coins (based on decentralized 
architectures) may potentially curb this innovation. the regulation put forward or ex ante existing and 
applied to for example crypto-currencies shows that fear of the unknown and misunderstanding of the 
technology may result in enacting or applying technology-neutral regulation that is unsuited for the 
specific technology and has the effect of banning or minimizing the use the technology offers without 
the legislator having this as its intent or objective. it follows that if legislation is not technology-specif-
ically designed and legislators are blindfolded to the effects of the technology (positive or negative) on 
the global market, any national regulation can have a chilling effect on the use of any new emerging 
technology application, incl. the blockchain technology enabled applications. 

this paper, as the first article of a Ph.d thesis, analyses the regulation and case-law of blockchain tech-
nology applications in estonia, as examples of how the application of technology-neutral ex ante norms 
of general nature on decentralized architecture applications has had a chilling effect on the advance-
ment and use of the technology on the market. the article further analyses examples of technology-
specific regulation such as VoiP and P2P file sharing where the regulation accomodated technology´s 
use and effects, and compares those technological changes to the ones based on blockchain tech-
nology. the paper also discusses the socio-economic changes that are brought about by blockchain 
technology application networks – less intermediaries (credit institutions, custodians, central registries) 
involved in global transactions of means of value. this in itself influences the legislative framework 
and shortens the list of compliance- and supervision subjects posing a challenge for the legislative and 
executive powers to establish new legislative techniques. not to mention that any legislation enacted 
must also be flexible enough not to be obsolete in a years time. given the speed of technology develop-
ments currently – the authors research question is how to regulate blockchain technology applications 
given the challenges posed by the technology, its applications and the network. 

the paper concludes that the decentralised architectures need to be understood by the legislator prior 
to enacting any new regulation and by the executive power prior to applying ex ante general clauses 
on its applications. furthermore, any new regulation of decentralized architecture applications should 
be appropriately designed to fit the technology’s global use cases and its advantages and risks on the 
global market considered on the basis of multidimensional (incl. local, regional and global dimensions) 
impact assessment, having active communication with the market actors through interactive and itera-
tive legislative processes. the author suggests that decentralized architecture applications in the ever 
compliance-focused regulation call for new legislative techniques that meet the challenges of globali-
zation and economic-technical transition towards transactions with less intermediaries that according 
to traditional legislative approaches have been the primary subjects of legislative attention.

Keywords: decentralized architectures, blockchain, distributed ledger technology, global transactions, 
technology-neutral, technology-specific, legislative techniques. 
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in july 2016 at the Warsaw summit, nato recognised a new domain of operations: cyberspace. by 
doing so, nato looks to improve its ability to protect and conduct operations across all the domains 
and maintain its freedom of action and decision. however, step so strategically significant may bring 
a variety of unexpected results. the paper aims to explore them by asking following research question:

What is the possible future impact on NATO of recognising cyberspace as a domain of opera-
tions?

i approach answering the question through the framework of sWot analysis – identification of 
strengths, weaknesses, opportunities, and threats of the new domain recognition by complex docu-
ment review and subsequent critical evaluation. the purpose of the paper, however, does not lie in the 
research question itself, but rather in the arguments made along the way, that will hopefully open a 
broader debate on the topic.

as a strength, the paper identifies the integrative element of the recognition that is present on multiple 
levels. cyber defence became adamantly embedded into military defence in general, a greater amount 
of responsibility was shifted to the national level, while the ultimate emphasis was put on the necessity 
of cyber defence development. these factors, if enhanced by the promised increase in inter-alliance 
cooperation, will indeed contribute to reaching nato’s goal of improvement in securing its operations.

the paper sees the main weakness in the absence of theoretical background, which then stems into 
many follow-up problems. the newly recognised domain itself still lacks a universally accepted defini-
tion, let alone a conceptual framework that would provide optics necessary for developing a coherent 
strategic approach. future development of and decision making within the fast-pacing cyberspace is 
thus left hanging over both theoretical and conceptual vacuum. 

the main opportunity, the paper argues, is narrowing the gap between nato member states in their 
“ability to defend” that currently poses a significant security threat for the alliance. recognising cyber-
space as a domain and subsequent pushing on the further incorporation of cyber elements into current 
military practice might create additional pressure on national representatives to stop taking the cyber 
defence lightly and start attributing resources into its development. evening the defensive potential of 
member states might also subsequently contribute to the reduction of the lack of information sharing 
within alliance regarding cyber capabilities.

the paper also identifies a significant threat stemming from the above-identified weakness. Putting 
a label of “domain” over the cyberspace’s conceptual vacuum has already resulted in a spill-over of 
unfitting concepts from the physical domains. strategic decisions based on flawed narratives could 
subsequently prevent nato from using the full potential of cyberspace or even hinder its operational 
performance. as a supportive argument, the paper elaborates on a widely accepted narrative that puts 
cyber offensive capabilities into parallel with nuclear weapons, altogether with subsequent problemat-
ics of deterrence in cyberspace.

as a conclusion of the proposed paper, i plan to summarise given arguments, answer the research ques-
tion, and issue recommendations on their basis. the conclusion will also put a strong emphasis on the 
necessity of further academic discussion regarding the topic.
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attacking software often means to either inject new code through a vulnerability such as a buffer over-
flow or alter the execution path of a process, e.g. by a „return-to-libc“ attack. however these attacks are 
hard to identify, since according to rice’s theorem it is impossible for a program to tell what another 
program is meant for.

social engineering attacks, where users are tricked to use a programme in another way than it was 
intended by either the developer or the company policies, are even harder to detect by other programs. 
the same issues arise with insider attacks where authenticated users exfiltrate or manipulate data.

however all these attacks share that the process execution path is altered and thus changes from the 
usual behaviour of the program. in fact, most attack vectors tend to change the normal process flow of 
a system by differing from typical usage patterns, skipping parts of a program, injecting new program 
behaviour or forcing anomalous program executions. 

therefore, this paper proposes an approach of automatically observing process executions of computer 
programs by monitoring usage data. this way anomalous execution paths can be detected in order to 
identify and prevent security attacks. to develop appropriate techniques for analysing process execu-
tions and distinguishing between normal and suspicious system behaviour, we use methods from the 
research field called process mining [1, 2].

as the above examples show, such approach might provide an effective security mechanism for some 
types of attacks, e.g. insider attacks, which so far are almost impossible to detect. Moreover, for most 
other attack vectors our approach can be considered as an additional line of defence complementing 
existing security measures of e.g. intrusion detection systems and firewalls. the long term goal of our 
work is to develop a new process-based generic security system which can easily be applied to al-
most any kind of software system. for this purpose, such security system has to be able to implement 
and combine different process monitoring approaches. this might even lead to a process observation 
framework that can be integrated in future operating systems and thus help prevent attacks on a very 
general level.

a special motivation to work on this topic has been personal experience in the financial industry. the 
existing software landscape in this area consists of many legacy systems which are far from meeting 
state-of-the-art software security requirements for such highly business critical systems with confi-
dential data. one of the authors has participated in a multi-million euro project to significantly improve 
the security of such a legacy financial system. While the project was partly successful, some security 
problems could not be solved at all. Moreover, the costs of the project exploded and the overall cost-
benefit ratio was very poor. due to this unsatisfactory situation which is valid for many legacy systems, 
there is a growing need to find new generic solutions for improving the security of legacy systems. in 
this context, the author came up with the idea presented in this paper and successfully conducted first 
experiments on real world financial systems following such process-based security approach.

in this paper, we now build on these first positive practical results. We have conducted first research 
on the topic and created a simple prototype for demonstration purposes [3]. our approach is based 
on the preliminary research on security and process mining by van der aalst et al [2]. the latter paper 
discusses the topic on a high level of abstraction focusing more on auditing. it has barely been contin-
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ued specifically in the direction of security attacks and intrusion detection which is the purpose of our 
research. in contrast to most other approaches on security attacks and process monitoring which focus 
on pattern analysis, e.g. [4], our method is based on the overall process flow of a system.

in more detail our approach follows the following line of reasoning. first, as the main part of our work, 
a reference model representing normal process executions has to be generated. this reference model 
then serves as a basis to decide whether newly observed process execution paths are potential security 
violations or not. in this context we tackle several interesting questions in our research. in particular, we 
analyse which kind of reference model is appropriate, e.g. a process model with likelihoods for execu-
tion paths, a Petri net-like model which helps to deal with concurrency, a tree structure, etc. further-
more, we show how to find adequate sources of usage data of the observed system which can be used 
to generate such model, e.g. audit trails containing information about business processes or low level 
log files recording technical events about process executions. today’s software systems often provide 
such logging data. for instance, in the financial domain mentioned before, a vast amount of logging 
information is usually available ranging from low level to high level system events. as first practical 
experiments showed, this information can very well be used for our approach. still, when this is not the 
case for some system, we show that we can also generate adequate usage data by applying a generic 
tracing mechanism and potentially memory layout analysis. additionally, we discuss further problems 
for generating the reference model, e.g. how to ensure that the source data does not contain security 
violations, how to identify a complete process execution from individual events in a log or trace file, how 
to update the model when the software changes, etc. 

finally, based on the analysis sketched in the previous paragraph and considering existing process 
discovery techniques from the field of process mining, we developed a first proposal of an algorithm to 
generate such reference process model from respective logging or tracing information. for the future, 
this will be the most complex research part, since typical questions of process mining [1] such as con-
currency, probabilities, noise, unobserved normal behaviour, etc. have to be handled in an appropriate 
way for our security system.

the second part of the security system is to implement a monitoring mechanism which checks the live 
logging or tracing data of the observed system for new process execution paths. based on a compari-
son to the reference process model, the probability that the new execution is a security violation has 
to be evaluated. in our first prototype we use a simple evaluation algorithm which should be further 
elaborated in the future. based on this evaluation, the security system can take appropriate measures, 
e.g. generate a warning message for an administrator, block a further execution of the process, log out 
the user, etc. 

We tested the prototype against a simple web shop application for a first analysis. the results of this 
testing and the initial research are promising. We were able to theoretically and practically show that 
our approach is capable of effectively detecting security violations. in the future we plan to extend our 
work along the lines sketched in this paper. 
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electronic identification system is a revolutionary solution for the people of estonia who must carry 
several cards in their pockets such as bank, transportation, access to some places, health insurance 
and discount cards etc. electronic identification system has the potential to allow its users just one 
card as their access device to everything. the card simplifies access for end users by unifying access 
across databases with end user’s information. statistics on usage may also be collated by govern-
ment agencies to more effectively deliver e-governance services. also, any possession of a person is 
useless when he/she is not in close vicinity of their belongings/possessions and hence, this leads to 
a lack of proper utilization. the use-data statistics of the card can be further utilized for analysis by 
the estonian government, or by some private firm to know the number of people using their services 
and can analyse it to make better decisions. nevertheless, with this solution, we may give access for 
somebody (using his id code) to access cars/homes, and so on, whenever it is needed. this kind of 
system can be useful for (anyone)-anytime-anywhere. however, if the built-in security measures are 
defeated, there could occur a certain risk to privacy. i also examine the existing system to determine 
if further expansion of the estonian model is possible.

in this work, i compare the existing e-governance and e-identity (eid) models of estonia with the new 
eid system. the aim is to export the current estonian model of eid to ensure one card with web portal 
access for all services. this work examines the technical and social issues surrounding such an import 
and expansion of services.

Performing person identifications correctly, is not that easy. if the security mechanism is poorly de-
signed, it can be worse than if there were no security mechanism at all. there are examples where 
the encryption is weak [1:181]. for example, if traffic in an information network is weakly encrypted 
and the password is broken, the traffic may be better left clear if the last machine in the system is 
attacked. another important example is the security of personal data. an organization that receives 
personal data, can try every method to translate the valuable information it has obtained therefore 
methods in which personal identifiers are concealed are the preferred methods for system imple-
mentations [1:181]. 

the date when smart cards went on the market was the end of the 1980s. due to several reasons, 
from day to day, it is known that smart cards can be hacked into clones in many ways. some of the 
methods used previously include blocking messaging between the smart card and the manufacturer, 
freezing the contents of the eeProM by using adhesive tape, slowing the function of the smart card, 
physically tampering with the smartcard, probing attack, memory linearization attack, hacking the cir-
cuitry, pirate cards, using a laser etc. [1:291-295]. With smart cards, a variety of technologies are used, 
making it difficult for attackers to penetrate. When we compare smart cards to magnetic striped cards, 
we can say that smart cards are more resistant to copying. today, smart cards are being used in the 
european union area by supporting enhanced electronic signatures. these smart cards and electronic 
signatures are used to sign legal documents, and they also demonstrate that the smart card is legally 



39

3rd interdisciPlinary cyber research WorkshoP 8th of july 2017

owned. the technical design of smart cards includes both software and hardware features which can 
be utilized to increase the difficulty in cloning the card [1:296].

When we compare magnetic stripe cards, smart cards and estonian identity card as normal loyalty 
cards, there are some differences between those cards. Magnetic stripe cards contain the name, ac-
count number and expiration date [2] while smart cards usually only have a card number on it and are 
more durable than magnetic stripe cards against cloning [3]. the estonian identity card contains a per-
sonal data file that has 16 record fields and holds information such as name, date of birth, expiration 
date, id code and nationality but does not contain address information. this personal data file, too, can 
be cloned. Magnetic stripe cards and contactless smart cards can be used as a loyalty card but esto-
nian identity card can not be used as a loyalty card. this is because there is only a chip which requires 
special equipment to read and is less convenient than a magnetic stripe or contactless smart card. the 
main information needed to identify a person would be name, id code and maybe document number. 
We can use this information to make a clone and gain access to a person’s loyalty account. it is also 
possible to give fake name and id code when using the id card as a loyalty card in stores however it is 
not possible to do so when the id card is used online. this is because the name and id code are read 
from the personal data file only after a successful authentication. 

When we look at the security features of these cards, we can say that they all have security vulnerabili-
ties. What i want to design is a secure smart card, which will work in connection with the web portal in 
the system which will be detected using the attack tree method. a survey will be conducted to obtain 
user preference in regards to using the id card as a single card for every service. this survey, will also 
cover user’s feelings about privacy aspects. 

Keywords: electronic identification system, eid, smart cards, ict, identity, e-government, digital.
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smart home is not a vision of the future but has already become reality. More and more companies are 
entering the smart home market and the products are more widely accepted by customers. this is an as-
tonishing development, since until a view years ago, the idea of smart homes was not known to the broad 
public. at that time it was rather known under the term home automation. Various technical developments 
and appropriate marketing, under the collective term smart home, has triggered a real boom ever since. [1]

since all devices have sensors installed which make them capable of spreading their status information 
across a network they are also counted as internet of things (iot). too often though, it seems very com-
mon that existing equipment is simply connected to the internet without taking security into account. the 
adaptation of this technology took place very individually and was accompanied by a wild growth. this 
lead to significant interoperability issues and a neglected it security landscape. at the same time the 
constant stream of data between devices lead to a tremendous amount of data which is not transparent 
anymore and which can be exploited for frauds and unknown propagation of valuable information. [2]

Many different platforms were invented in order to get a grip on the resulting complexity and security. 
they all offer a solution that allow devices from different brands to get connected on one single gate-
way platform. [3] the biggest issue is, however, that there is no standardized certification and uniformed 
standard for smart devices, at all. [4] Manufacturers make use of combining different independent stand-
ards without considering if they really fit together. With a special search engine such as shodan devices 
or entire systems can be detected, which are connected to the internet. nevertheless, an easy discovery is 
not necessarily a weakness since it does not automatically imply a vulnerability, unlike generally assumed.

With the large number of reported vulnerabilities and the future expectation that hackers will take ad-
vantage of these flaws, it is necessary to have a tool that is capable of detecting weaknesses. [5] [6] [7]

this project has the goal to start to build a framework and tool-set that is capable of testing platforms 
automatically for security vulnerabilities and potential weaknesses that could afflict iot systems. 

in general terms, iVa can be described as a tool-set that performs an analysis of captured data sam-
ples to perform a pattern matching and deep header inspection, based on a developed logic and metric 
analysis, in order to identify and examine patterns of interest and to find a likelihood of security weak-
nesses. by the end of the project there should be a fully functioning tool that is capable of reflecting a 
forensic map of likelihood threats and a traffic profile.

to do so, a proper test inspection environment and software tool-set is required in order to allow 
a more effective testing and reverse engineering with minimum effort. currently used (open-source) 
software, however, do not possess the required capabilities for testing an iot environment as intended. 
usually these tools are limited for testing known network protocols. but they cannot be used properly 
for unknown or proprietary network protocols as they exists in iot. although iot also relies on known 
standards, it is necessary to take a deeper look in how the communication itself takes place. 

basis for this is a systematic work-flow consisting of multiple steps. this includes capturing and obtain-
ing communication samples, logical disassembling of the traffic and the development of an analysis 
metric in the end. 

the entire process starts by capturing traffic samples during the setup phase. the devices to be tested 
are integrated within the experimental setup. at certain hubs all necessary and every potential piece of 
information can be collected using a network packet sniffer, such as Wireshark or tcpdump. 
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if the capturing is completed, the main objective is to analyze the captured traffic. for this, it is neces-
sary to display all available information in the first place such as used protocols or delivery methods. 
taking these findings and observations it is possible to check for vulnerabilities and attack vectors in 
advance that are already known. in this context though, known penetration software (Metasploit) can 
provide additional support. 

then a developed logic is required in order to be able to perform a separation or extraction of the 
communication itself. that means that the collected data will be classified in different categories ac-
cording to their use. this includes, inter alia, the various stages of communication such as associated 
authentication, encryption, key exchange and unknown traffic.

subsequently the next priority will be to focus on the unknown data streams itself in order to detect 
patterns of interest and being able to eliminate irrelevant data. the stored data needs to be analyzed 
manually in the first place in order to develop different metrics to search for (high) correlation. such 
correlation can be the transmitted plain text password hidden in a Morse code. [7] 

for this project, it is considered to focus on various systems and iot devices that are mainly available in 
germany and address the home user market. this novel and new approach, using new analytic methods 
in order to detect patterns of interest and correlations that indicate a problem, aims to considerably 
reduce security risks. the results can help to minimize and suggest a proactive and more efficient se-
curity model for iot communication and devices.

Keywords: internet of things, deep header inspection, anomaly detection 
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1. introduction 
bitcoin’s underlying technology, the blockchain, or the distributed consensus ledger, has allowed mutu-
ally distrustful parties to securely transact virtual currency stored on a decentralised database with 
minimal time expense and financial friction, effectively eliminating the need for a trusted intermedi-
ary. the realisation that this technology can be more broadly applied to other digital assets led to the 
advent of smart contracts; an agreement whose execution is both automated and enforced by the 
cryptographic consensus of the distributed ledger. 

this revelation bares significant ramifications for the financial services industry. in particular, blockchain 
technology presents an opportunity for emerging companies to undercut the large industry incumbents 
who have enormous amounts of capital tied up in traditional methods of transacting and storing finan-
cial information. 

however, before blockchain can be integrated into existing businesses, the risks of the technology need 
to be explored and further understood. for instance, the recent security breach of an ethereum block-
chain application, “the dao”, in july 2016 saw the equivalent of usd$50 million in cryptocurrency at 
stake1, highlighting the pertinence of research into blockchain. 

this case reminded investors that, whilst theoretically sound, exploits in the underlying technology are 
still possible, and a single such security vulnerability can expose all the users of an entire blockchain 
network. considering cryptocurrencies and blockchain applications are expect to become the new fabric 
of trade and commerce, this uncertainty is alarming. 

through our research into applications of blockchain within crowdfunding, we hope to further under-
standing of how the technology may be realistically and securely integrated into existing businesses, 
and society more broadly. 

2. objectiVes 
the overarching objective of our research team is to distil a more accurate picture of blockchain’s util-
ity from the noisy aggrandizement that has characterised a lot of discussion around its potential. by 
investigating the application of blockchain technology within the australian unlisted securities market, 
we aim to examine various cyber security issues, and societal acceptance issues, to be faced during the 
transition toward crypto-asset based economies. 

3. Methodology 
a partnership with the university of adelaide and the australian small scale offerings board (assob)2, 
an australian equity crowdfunding platform, has been established. 

through working with assob, it has been identified that the research team will develop an automated 
blockchain solution for one of their core business processes: the share application process 1. 
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under this partnership the research team aims to produce key deliverables via an iterative discovery, 
research and design process (see figure 1). 

Figure 1. research Process 

4. PreliMinary solution 
by mapping assob’s share application process onto a blockchain application, we hope to leverage the 
characteristics of blockchain technology to achieve two key outcomes: 

1. a reduction in transaction friction; and 
2. improved transaction transparency. 

4.1. transaction friction
under the existing process implementation (see figure 2), capital transferred from the investor is han-
dled by several intermediary parties before reaching the issuer. each time the capital changes hands a 
cost is incurred. 

the share application process is the process whereby an investor invests funds in a company (referred 
to as an issuer) in exchange for an equity holding in that company. 

the proposed solution, pictured in figure 3, replaces these friction points with a single blockchain ap-
plication interface. financial friction is reduced to the cost of processing the digital currency through 
the blockchain application. on ethereum this would manifest as a single transaction fee. the result 
is a higher utilisation of the invested capital because a larger proportion of invested funds is actually 
received by the issuer. 

Figure 2. flow of value through the share application process currently (no blockchain) 
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Figure 3. Potential flow of value through the share application process in the future using blockchain 

4.2 transaction transParency 
leveraging the data immutability aspect of blockchain distributed ledgers, we can improve the trans-
parency of share application transactions. effectively an on-blockchain share application process would 
provide cryptographical proof of transaction data integrity, time of exchange, and what was exchanged, 
massively simplifying any dispute over a transaction. 

5. PreliMinary research questions 

5.1 “fiat-currency World” to “future cryPto-asset World” 
We currently live in a world driven by fiat currencies. in this state of the world, crypto- assets are difficult 
to justify because at the end of the day, users of the system must be able to convert their crypto-assets 
into physical goods. for instance, in today’s fiat currency environment you cannot directly purchase your 
groceries using bitcoins or ether. the vendor will only accept a recognised fiat currency, therefore a 
conversion from a crypto-asset to a fiat currency needs to occur. 

a future crypto-asset world is a hypothetical state of the world where all physical assets can be directly 
represented digitally as on blockchain crypto-assets. i.e. in a crypto-asset world, you can purchase your 
groceries using crypto-currencies such as bitcoin or ether. 

using this conceptual framework of two different states of the world (present and future) and applying 
it to the blockchain solution we develop for assob, we will evaluate how realistic blockchain applica-
tions really are in our society. We have distilled this into three key questions: 

1. What are the barriers for new users of a blockchain application / crypto-currencies in a fiat cur-
rency state of the world?  

2. What are the barriers for new users of a blockchain application / crypto-currencies in a crypto-
asset state of the world?  

3. What could the transition from a fiat currency world to a crypto-asset state of the world look 
like?  

5.2 external data sources
the indisputability of data residing on a blockchain is a function of its origination from a cryptographi-
cally immutable, append-only ledger. external systems are inherently non- secure and untrustworthy 
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from a blockchain perspective, but lacking access to them severely constrains the potential functional-
ity of smart contract applications. in this early stage, it is likely that external interfaces will be required 
for blockchain to be feasible for many applications, and certainly for integrating in to existing systems. 
this raises the question of how to maintain the security integrity of the crypto-ecosystem, whilst still 
allowing access to existing data sources. 

5.3 sMart contracts in laW 
Particular to the system to be designed in this project is the problem of producing equity assets that 
are recognizable by the australian legal system. a framework for translating existing legal code into 
smart contracts was outlined by clack et al. in Smart Contract Templates: foundations, design landscape 
and research directions3. the contract templates developed in this paper are being used to implement 
the corda platform4 for blockchain based legal agreements between companies. as part of the design 
process we intend to investigate further how this might apply to agreements created in equity crowd-
funding. 

Keywords: blockchain, smart contracts, cryptocurrency, ethereum, equity crowdfunding, distributed 
ledger, bitcoin, fintech
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researchers and policy-makers all over the world are taking increasing interest in the democratic po-
tential of information and communication technologies (icts). this is evident in the growing number of 
e-participation initiatives and the emergence of the research fields of e-participation and e-democracy 
[1–3]. existing e-participation projects have taken on different forms, from online discussion forums 
and citizen consultation platforms to legislation wikis, e-petitioning systems and one-stop participation 
portals. however, many studies refer to the failure of e-participation projects to engage users [4–6] and 
deliver the expected outcomes [7, 8]. it is thus important to ask why this is the case and what causes 
e-participation projects to fail.

e-participation projects can be thought of as a specific type of information systems – ones designed 
to enable democratic dialogue between government and citizens. although failure is a thoroughly re-
searched problem in information systems (is) literature, research on the success and failure of e-par-
ticipation projects is still in its infancy [9]. in order to contribute to a better theoretical understanding 
of the failure causes of e-participation projects, an empirical case study of the estonian government’s 
e-participation portal osale.ee was undertaken, focusing on two research questions: 1) What factors 
cause e-participation projects to fail?; 2) how does failure happen?

osale.ee was initiated in 2004–2005 with the aim to provide a one-stop portal where the government 
could consult citizens on legislative drafts and citizens could propose their own policy ideas to the gov-
ernment. the portal is still operational but a number of studies over the years have deemed it a failure 
due to its under-utilization and lack of impact [10–13]. While some of these studies involve detailed 
descriptions of osale.ee’s flaws, none provides a comprehensive explanation of the causes of its failure. 
the research aimed to fill the gap and conduct a more systematic analysis of the factors that have 
prevented this project from realizing its potential. 

the research took an interdisciplinary approach, combining literature from the research fields of infor-
mation systems, e-democracy and public participation. after a review of existing explanatory models of 
is failure, chris sauer’s (1993) socio-technical and process-centric model was adopted as the guiding 
framework for the research. according to this model, information systems fail if is managers fail to ad-
dress problems and demands from the external environment up to a point where flaws accumulate and 
the system loses its supporters [14]. the model thus presumes a constant interaction between the in-
formation system, its managers, stakeholders and the external context. however, the model says noth-
ing about the specific political and social context of e-participation. therefore, a review of e-democracy 
and public participation literature was conducted to generate a list of potentially influential contextual 
factors that may affect e-participation projects. 

empirical data on the case was collected over a 6-month period from december 2014 to May 2015 
through a desk study and six semi-structured interviews. based on existing studies, policy papers, re-
ports, press releases, articles and usage statistics, a detailed timeline of osale.ee was sketched and 
the main problems frequently mentioned in relation to the project were outlined. this was followed 
by interviews with osale.ee’s managers, idea champions and users to better understand the possible 
causes of these problems. the interviewees were asked to describe the goals and expectations set 
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to the system, the extent to which they consider these expectations fulfilled, the flaws and problems 
they have witnessed in the system over time, ways of addressing the problems, and the factors in the 
external context that may have affected the project. those involved in osale.ee’s management were 
additionally asked to describe the process of the daily management of the system and interaction with 
stakeholders, while users were additionally asked to describe and explain their user experience and 
intention to use the system in the future.

the results of the case study suggest that e-participation projects may face double challenges: ones 
that are typical to public sector ict projects and others that arise from the context of democratic par-
ticipation (see figure 1 for a summary of the key factors). 

KEY FACTORS IN THE FAILURE OF OSALE.EE
System and process design: poor integration of osale.ee with the policy process, lack of feedback 

Demand side: low demand for osale.ee, limited participation skills, difficulty of matching different 
stakeholders’ expectations, changes in expectations, limited efforts to promote osale.ee among users

Regulatory gaps: lack of clarity in the concept of public consultation

Organizational inertia: incompatibility with citizen engagement, complexity of organizational change

Culture and attitudes: under-developed culture of participation, resistance to citizen engagement

Lack priority: low political priority, lacking innovation leadership

Competing information systems: adoption of the draft information system

Staff and structure: change of coordinator, shift of osale.ee’s management to another department

inadequate innovation and support management

Figure 1. key factors in the failure of osale.ee

Many factors that played a role in osale.ee’s failure match those often discussed in information sys-
tems literature. these include the importance of user-centric design, consideration of stakeholders’ 
needs in system development, capable innovation management, innovation leadership, etc. however, 
the environment of online democratic participation seems to have posed several additional challenges. 
these emanate from distinct demand-side barriers such as a generally low interest in e-participation, 
the effort and skills required for participation, and the difficulty of satisfying the diverse user groups 
characteristic to e-participation projects. barriers also stem from an under-developed collaboration 
culture, lack of political support, gaps in regulatory framework, and the overall incompatibility of exist-
ing organizational structures and processes with citizen participation. 

as most of these factors are complex and difficult to address, the study implies that e-participation 
initiatives may be inherently more prone to fail than succeed. the findings also point to the need for 
novel combinations of research on socio-technical systems, e-democracy and public participation to 
enhance our understanding of the factors that affect the success of e-participation.

Keywords: e-participation, e-democracy, socio-technical systems, is failure
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since the modern internet was born in 1980s the interests of states have been shifting towards cy-
berspace and how to meet the new challenges beyond euclidean space. the cyber operations driven 
by nation states and non-state actors reflect on the evolution of warfare as well as the struggle of 
power over the cyber domain. given the fact that private sector is responsible for major part of the 
digital life and cyberspace, the research paper examines the nature of the Public Private Partnership 
(PPP) towards the militarization of cyberspace. the cases of cyber incidents, such as cyber-attacks 
and cyber espionage allow us to go through the militarization and the cyber arms race which takes 
place and to answer the research question concerning: how does the private sector contribute to the 
militarization of cyberspace?

in order to answer the main research question, the following sub-questions should be addressed. do 
the private and public sector pursue a common interest in cyber space or pursue self-interests? could 
the militarization of cyberspace bring peace and security or will end up with cyber-war? the research 
paper brings together four different cases and explores each of them in the lens of securitization 
theory and the theory of realism, concentrating on the way that cyber operations were conducted, 
the degree of sophistication and the contribution of private sector . the case studies such as the 
cyber attack in estonia and georgia, stuxnet and the snowden leaks, include a variety of cyber opera-
tions which allow us to to figure out the nature of these operations and the role of private sector. the 
selection of multiple cases helps to strengthen the findings from entire study, through the “deliberate 
and contrasting comparisons”i between them.

however, the primary objective of the research is the securitization of cyberspace, hence the theory 
of securitization provides with the appropriate theoretical tools to do so. discourse analysis is as-
sociated with the studies based on securitization framework. securitization refers precisely to the 
process of presenting an issue in security terms: as buzan points out, “the way to study securitization 
is to study discourse and political constellations”ii. discourse analysis has been chosen in order to 
construct a questionable issue to security one. the examination of case studies allow the securitiza-
tion process to take place.

after defining a problem to a “security problem” the research paper will go through the militarization 
of cyberspace and the role of private sector. the theory of realism and the security dilemma have 
been chosen in order the shift of debate from securitization to militarization to be understood.

admittedly, the increasing number of connected devices and the degree of sophistication of cyber 
operations have found states struggling to keep the balance of power and private sector to take an 
advantage of technological revolution. the increasing power of private sector turns out that, private 
sector has become the most prominent target, but not only target. the industry is the target, the 
vendor, and the entity which clean up the system from an exploitation. so, the private sector has 
multiple identities in cyberspace, which allow engaging in the process of building up cyber offensive 
capabilities and contributing to the militarization of cyberspace. the experience and resources of 
private sector would be an asset for a state actor not only to develop further its capabilities but also 
to build capacity in order to keep the balance of power in cyber domain.

already a Public Private Partnership has been established in cyber space, focusing more on critical 
infrastructure protection and digital economy. however, a partnership about offensive capabilities 
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has been established years ago. going back in 2007, estonian cyber-attack was a well-orchestrated 
but not sophisticated. the operation was conducted not only by a state actor but it was an alliance 
between member of the russian government and organized crime, estonian ex-president toomas 
ilves called it a Public Private Partnership (PPP)iii. it is clear that russia established a partnership with 
the organized crime in order to achieve its political goals.

one year later in georgia, russia developed further its capabilities conducting a cyber-operation in 
coordination with a kinetic war. given the highly interdependence of georgian networks with russian 
ones, Moscow used the capability of private sector in order to get involved to a limited conflict. rus-
sia set out to test and develop its capabilities to limited conflicts and also to build capacity.

While russia was testing out its capabilities, the cyber operation, stuxnet which changed the nature 
of cyber warfare, was taking place. despite the success or failure of the operation, the reaction of 
iranian government, and the increasing number of states establishing cyber commands and develop-
ing offensive capabilities, it turns out that the debate on cyberspace has been shifting from securi-
tization to militarization.

Moreover, snowden revelations show that the u.s. government has established a partnership with 
private sector in order to generate options and capabilities for later use. the contribution of pri-
vate sector to this partnership was tremendous but it was not a mutual beneficial partnership. the 
research paper examines the cui bono logic of this partnership and the tradeoff that private sector 
should deal with. 

in conclusion, the analysis of case studies turns out that states are striving to securitize the cyber do-
main and to test out their capabilities simultaneously. the initiatives of states to maximize security 
in order to securitize the cyber domain have ended up to militarization of cyber realm.

given a cyber war is almost impossible to take place, the militarization of cyberspace can be inter-
preted as a step taken by states to get a full understanding about the nature of cyber domain and 
to balance the power. unlike the physical world, in cyberspace the militarization and cyber arms race 
will never stop. every actor is able to carry out an attack. the point of militarization is to increase the 
degree of sophistication both for the offense and the defense in order to tackle cyber attacks carried 
out by non-state actors.

Keywords: securitization, cyber warfare, militarization, cyber offensive capabilities, PPP
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introduction
the problems caused by the existential condition of uncertainty in international relations are as new 
as today’s newspaper headlines and as old as international history itself.1 in the context of interna-
tional relations theory, the existential condition of uncertainty means that governments (their decision-
makers, policy analysts etc.) can never be 100 percent certain about the current and future motives and 
intentions of those able to harm them.2 this predicament leads to the emergence of security dilemma, 
where fear, uncertainty and mistrust coupled with the anarchic nature of the international system 
brings about the situation where the efforts by some actors (traditionally, states) to enhance their se-
curity decrease the security of others.3 this complex phenomenon forms one the cornerstones of the 
twenty-first century security studies.4 

alongside with the changing conceptual understandings of security studies in the twenty-first century, 
we have also been witness to the appearance of new security challenges. in this regard, it is safe to say 
that there is no national security problem more common to this century both in its definition and form 
than cybersecurity. although cyber-attacks per se still do not compare to that of a nuclear explosion, 
they do pose a serious and ever-increasing threat to international security and as real-world examples 
suggest that cyber warfare will play a lead role in the conflicts of the future.5 With that in mind, this 
master’s thesis builds on the preexisting literature concerning the security dilemma in cyberspace and 
aims to analyze how the security dilemma framework and traditional means of mitigations apply to 
cyberspace and cybersecurity, and second, how the traditional means of mitigation have been used by 
international organizations like the united nations to resolve the cyber security dilemma. 

research questions and Methodology 
as stated previously, this thesis focuses on the following two research questions: 

Question 1: how does the security dilemma framework and traditional mitigation practices apply to 
cyberspace and cybersecurity? 

Question 2: What actions have been taken by the un to mitigate the cybersecurity dilemma and more 
importantly – how effective have those actions been? 

since there is considerable academic debate in the international relations literature over the concept 
of security dilemma, concerning both the implications of anarchy and uncertainty in the international 

1 booth, k.; Wheeler, n. (2008) “rethinking the security dilemma”, in P. d. Williams (ed.), 2008, 
security studies: an introduction, new york: routledge, pp. 136–137. 

2 booth, k.; Wheeler, n. (2008) “rethinking the security dilemma”, p. 134. 
3 jervis, r. (1978) “cooperation under the security dilemma“, World Politics, Vol. 30, no. 2, pp. 169.
4 booth, k.; Wheeler, n. (2008) “rethinking the security dilemma”, p. 133.  
5 geers, k. (2010) “the challenge of cyber attack deterrence”, computer law & security review. 

26, no. 3, pp. 298–299.
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relations and on the question, whether cooperation between states is possible under such conditions, 
the author uses the theoretical approach developed by ken booth and nicholas Wheeler. according 
to those authors, the security dilemma can be defined as a two-level strategic predicament, consist-
ing of the dilemma of interpretation, and the dilemma of response.6 the dilemma of interpretation 
is the predicament that has to be faced by decision-makers when they are confronted with a choice 
between two significant and usually (but not always) undesirable alternatives about the military poli-
cies and political postures of other actors. the dilemma of response follows the dilemma of inter-
pretation and means the problematic choice that decision-makers must face in formulating policy 
responses to the interpretation of another actor’s (i.e. state’s) perceived intentions.7 in dealing with 
such uncertainties, the author follows the mitigatory logic, according to which the uncertainty and 
thus the security competition between states can be ameliorated or dampened down for a time, but 
never fully eliminated. 

the reason why the united nations was chosen as a case study is twofold. first and foremost, the 
un has been one of the main global forums for high-level discussions on international cyber security, 
bringing together key actors in the cyber realm. second, the un has been engaged in both cyber norm 
development, where the un group of governmental experts has been at the forefront of the said activ-
ity, and in developing and promoting different confidence-building, stability and risk reduction meas-
ures. as this thesis focuses on the security dilemma in cyberspace, the empirical analysis concentrates 
on the politico-military stream of negotiations in the un, which is concerned with how information 
technologies and means can be potentially used for purposes that are inconsistent with the objectives 
of maintaining international stability and security and may adversely affect the security of the states. 
because this research project is still ongoing, additional international organizations (e.g. oscde) may 
be included in the analysis. 

to answer the first research question, an in-depth literature review is performed. this is necessary 
to identify what means for mitigation, and in what way can be used by international organizations, 
such as the un, to ameliorate the security dilemma in cyberspace. for the second research question, 
a two-part approach is used. first, to answer the question of what means of mitigation (i.e. forms 
of cooperation) have been used by the un to mitigate the security dilemma, and more importantly, 
why such methods of cooperation were chosen, the author uses official policy documents (e.g. gge 
reports), corresponding academic literature and interviews conducted with the cyber security experts 
who have taken part of the un gge negotiations. to answer the second part of the question – how 
effective have such efforts at cooperation been, the author uses the available datasets on cyber in-
cidents,8 to assess the behavior of the states after a certain level of cooperation has been achieved. 
When assessing the behavior of the states, the author accepts the following premises. Most impor-
tantly the author recognizes the fact that a great deal of information on cyber operations remains 
secret, but given sufficient time, enough information for an adequate analysis will surface, due to 
leaks (e.g. stuxnet) and disclosures by different government agencies and internet security firms. With 
this in mind, the author stops the data collection in 2015 to ensure sufficient lag time for reporting 
and disclosing of cyber incidents. 

exPected results
this master’s thesis expects to provide the following results. first, it expects to show how the traditional 
security dilemma concept applies somewhat differently in cyberspace and what means of mitigation 
can be used by international organizations to ameliorate such security dilemma. second, it aims to ex-

6 booth, k.; Wheeler, n. (2008) The Security Dilemma, pp. 4–5.
7 Ibid. 
8 e.g. the cyber-conflict dataset developed by ryan Maness and brandon Valeriano. see: 

http://relationsinternational.com/making-progress-with-data-updating-the-cyber-incident-and-
dispute-data/; center for strategic and international studies (csis) reports on significant cyber 
incidents. see: https://csis-prod.s3.amazonaws.com/s3fs-public/170519_significant_cyber_
events_list.pdf?hj4k1bt7x.zlelsdr9m6sqbkWhtunj39.
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plain why the united nations has opted for certain forms of cooperation, and third, how effective have 
such methods of cooperation been. 

Keywords: security dilemma, cyber security, mitigation, cooperation, the united nations.
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cambodia is one of the developing countries in asean. indifferent from other countries, the nation 
is also a victim of cybercrime. cambodian population is around 15.82 million while 68% of the total 
population is under 30 years old.1 the cambodian genocide was carried out by khmer rouge regime led 
by Pol Pot between 1975 and 1979 in which an estimation of more than two million people died and 
most of the infrastructures were destroyed. until 1993, cambodia was transformed to be a democratic 
country and held its first national election.2 the majority of cambodian people are low educated and 
also lack access to information, which can help them make a rational decision.

in the last few years, cambodia has achieved significant progress in promoting the use of ict to im-
prove the administration system and service to citizens and entrepreneurs.3 however, the country is 
lagging far behind technology development, and the policy area concerned with the regulation of online 
behavior is a profound implication for essential human rights such as privacy, freedom of expression 
and information in an interconnection era. current legislation fails to keep pace with digital develop-
ment that severely threatens the fundamental human rights.4 

the cambodian government announced in 2012 that it was in the process of drafting cambodia’s cy-
bercrime law, which internet community fears that it could extend traditional media restraint online.5 
after the announcement was made, a hacker group called nullcrew launched its campaign named 
operation the Pirate bay (optPb) to attack cambodian websites in protest of internet censorship and 
the arrest of gottfrid svartholm Warg, the 27-years old co-founder of torrent sharing site the Pirate 
bay. optPb targeted several websites of cambodian businesses and government organizations, includ-
ing the armed force. as result, optPb leaked highly confidential information and posted a number of 
passwords for other hacktivist groups to use. another hacktivist collective, anonymous, also instigated 
a cyber war against cambodia in protest of the arrest of Warg. over 5,000 documents were success-

1 un, World statistics Pocketbook:cambodia. 
available at: http://data.un.org/countryProfile.aspx?crname=cambodia (12.10.2016)

2 kong, P. overview of the cambodian legal and judicial system. introduction to cambodian law. 
hor, P., et al (eds.). Phnom Penh, konrad-adenauer-stiftung 2012, p 7–8.  

3 cheang, s., sang, s. sate of cybersecurity and the roadmap to secure cyber community in 
cambodia. international conference on availability, reliability and security, ieee 2009.  
pp 652–657, p 652. doi: 10.1109/ares.2009.144.

4 freedom house, freedom on the net: cambodia, report 2013, p 8–9. available at: 
https://freedomhouse.org/sites/default/files/resources/fotn%202013_cambodia.pdf (26.09.2016)

5 ibid.
6 yMac, security: how can we enhance cybersecurity in asean? youth Model asean conference 

2016, p 2. available at: http://www.sp.edu.sg/ymac/documents/securitycybersecurity.pdf 
(20.09.2016).
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fully stolen and leaked from cambodia’s Ministry of foreign affairs.6 followed the above incidents, the 
cambodian government announced new law requiring surveillance cameras in the internet cafes. the 
law has mandated that all internet cafes and telephone centers install surveillance cameras and retain 
footage for at least three months.7 

cambodia’s Ministry of Post and telecommunication (MPtc) reported internet penetration in cambo-
dia increased from 20 thousands in 2008 to over 7.16 million by june 2016, around 46% of the total 
population of around 15.82 million.8 cambodia is currently known as a home to the largest youth and 
adolescent population in the south east asia region, and they are active on social media, particularly 
facebook. social media agency in singapore has released an infographic on the digital statistical indi-
cators that number of active social media users in cambodia increased from 3.4 million in 2016 to 4.9 
million in 2017.9 

civil societies expressed concerns that leaked draft law on cybercrime has begun to threaten the free-
dom on internet through its broad terms used under article 28 of the drafted law. under article 28 of 
the draft law regulates the users’ expression behavior regarding content and websites. People who “es-
tablish contents deemed to hinder sovereignty and integrity of the country or government agencies and 
ministries, incite or instigate, generate insecurity and political cohesiveness, and damage the moral and 
cultural values, etc. are punishable from one to three years imprisonment and fine from five hundreds 
u.s. dollar to one thousand and five hundreds u.s. dollar (500–1500$)”.10 

ict development in cambodia is still at the crucial stage comparing to other countries in the region. 
cambodia has one of the lowest internet connectivity rate in southeast asia according to information 
society statistical profile in asia Pacific published by international telecommunication union (itu) in 
2009.11 national ict development authority (nida) was in charge of ict development of cambodia, has 
been integrated into MPtc’s structure. the national cambodia computer emergency response team 
(camcert) was established in december 2007 in order to deal with cybersecurity and cybercrime 
matters. there is also cybercrime unit in the national Police department in charge of telecommunica-
tion crime. cambodia left over many important tasks concerning securing cybersecurity according to 
cyber willingness profile published by itu in 2014.12 cyberwellness in cambodia has been discussing 
in a small circle among scholars because it is seems to be new topic in this small and less developed 
country. 

this research aims to study on cambodia’s effort in combating against cyberthreats; should cambodia 
have this particular cybercrime law. does the current draft law address the cyber threats? Whether it 
is necessary and proportionate? this research also aims to propose international good practices that 
could be taken into account and suggest some concrete steps that the royal government of cambodia 
(rgc) may consider implementing for a better development in combating against cyber threat and 
serve the best interest of online community in cambodia. 

this research will focus on the analysis of rgc’s current effort regarding cybersecurity regulation and 
policy that will play the important part in the context of cambodia. Moreover, this research will include 

7 Mong Palatino, “cambodia: Mandatory internet surveillance cameras”, global Voice, 09.12.2012. 
available at: https://globalvoices.org/2012/09/09/cambodia-mandatory-internet-surveillance-
cameras/ (20.09.2016) 

8 MPtc, fact sheet on telecommunication sectors. june 2016. 
available at: http://www.mptc.gov.kh/site/detail/607 (10.01.2017)  

9 joseph soh, “cambodia’s 2017 social Media and digital statistics”, geeks 09.02.17. available at: 
http://geeksincambodia.com/cambodias-2017-social-media-digital-statistics/ (14.02. 2017)

10 article 19, cybercrime law, draft V.1, unofficial translation to english, art.28. available at: 
https://www.article19.org/data/files/medialibrary/37516/draft-law-on-cybercrime_englishv1.pdf

11 itu, information society statistical Profile asia and the Pacific, 2009. p 17. 
available at: http://www.itu.int/itu-d/ict/material/issP09-aP_final.pdf (26.09.2016).

12 itu, global cybersecurity index & cyberwellness Profiles. 2015. p 117–118. available at: 
http://www.itu.int/dms_pub/itu-d/opb/str/d-str-secu-2015-Pdf-e.pdf (26.09.2016)
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comparative study and discussion on international and regional legislation cooperation in combating 
against cybercrime. in addition to discussion on the process of drafting cybercrime law, this research 
will also concentrate on the controversial issues concerning human rights obligations and freedom in 
cyberspace. in order to achieve the aim of this research, the author have to answer to main research 
questions as following: 

•	 What are the main components of Cambodia’s cybersecurity policy and  
how it was developed? 

•	 Is the draft law on cybercrime in the line with the international human rights  
obligations of Cambodia? 

critical review of legislation and policy documents, comparative study of the policy processes, and 
analysis of the case law will be used as research methodology for this research. the qualitative method 
has been used in order to describe and analyze for an improvement of the controversy-drafted law on 
cybercrime in cambodia. this research is achieved by conducting extensive desk research, and the col-
lection of documents and data based on the basic literature on policy and strategy of cooperation, legal 
sources, relevant statistic, reports from ngos, presentation, speeches, including press media released. 
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introduction
nato’s locked shields1 is an annual live-fire cyber defence exercise organised to aid in the training of 
security experts tasked with protecting national it systems. the scenario-based exercise focuses on 
the attack and defence of the network and service infrastructure of a fictional country, including military 
command and control systems, and unmanned aerial vehicles. one such attack performed at the 2017 
event focused on the substitution of footage from a military drone’s real-time video feed. the defence 
network was compromised and the video feed replaced.

taking inspiration from the recently concluded event and the attack performed on the drone, this 
project investigates how a real-time video stream can be seamlessly substituted whilst going undetec-
ted. consequently, the investigation will generate the need for further research into uncovered vulner-
abilities and their potential solutions.

Project objectiVes
this project aims to develop a tool, using a series of methods or techniques, capable of hijacking a 
real-time video stream. the tool will then perform the seamless substitution of the video stream with 
an arbitrary video or an alternate stream. the project initially aims to identify all the challenges and 
constraints relating to conducting such an attack while also acknowledging some of the complexities 
of the project. to solve the identified constraints, the project is divided into two parts:

•	 Multimedia (Matt reynolds)
•	 Multimedia networking (harish gowda)

the primary requirements of the tool are to ensure the substitution is seamless, and both the source of 
the real-time stream and its destination/viewer are unaware of the substitution.

Methodology

MultiMedia
this aspect of the project considers the manipulation and substitution of the real-time stream with a 
focus on utilising MPeg standards 1, 2 and 4. the objective is to pull apart and break down the video 
stream into its elementary components. relevant stream control data including timestamps, clock 
references and frame rate information are to be extracted and kept, with the video frames discarded. 
the stream can then be re-encoded using the retained stream control data and arbitrary video frames 
on the fly.
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Figure 1. high-level video substitution overview

the following challenges have been identified and will need to be addressed:

•	 real-time – efficient substitution to ensure fluid transition with no delay in the stream.
•	 seamless transition – effectively manage differing frame and data rates.

MultiMedia netWorking
the Multimedia networking part of the project will mainly be considering different attack strategies 
which can be implemented to gain access to the real-time stream while also keeping the end users 
unaware of any breaches in the network. Prior to considering different attack strategies, extensive lit-
erature review will be conducted in order to gain the required knowledge to undertake this project. the 
initial research phase of this project considers the background and technical knowledge of Multimedia 
networking. this project is to assume that encryption is not implemented in any layers. encryption adds 
to one of the many complexities of this project. any decryption techniques are beyond the scope of this 
project. however, the possibility of encryption being implemented in different stages of the project will 
be acknowledged as a defence mechanism to any techniques found.

looking from an osi model’s layer stack perspective, this project will mainly be dealing with the fol-
lowing layers2:

•	 application layer – establishing and controlling media sessions between end points.
•	 Presentation layer – where all the cryptographic protocols reside and provide communications 

security.
•	 transport layer – provides end-to-end connection to transport application layer messages.
•	 network layer – determines the path for the packets/datagram to the transport layer.

iPtV allows transmission of live video footage over the internet. this is similar to traditional broadcast 
television except this transmission takes place over the internet. a controlled environment will be setup 
using an iP camera and raspberry Pi where a network attack will then be conducted. this will be used 
to examine how real-time streaming Protocol (rtsP) allows streaming of live content in the applica-
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tion layer and how it keeps track of the states once a connection has been established. this type of 
simulation will also be used to examine real-time transfer Protocol (rtP) in the transport layer which 
is used to transport real-time media data established over rtsP. finding any vulnerabilities to exploit in 
these protocols being used will allow us to gain access to established connection between end users.

several different attack strategies will be examined throughout the course of this project. after initial 
research and testing of known network attack strategies, this project will move on to finding new unique 
methods of session hijackings in different levels3. at this level as a network hijacker, we can hopefully 
not only hijack already established sessions, but can also create new sessions from data acquired via 
data sniffing. some of the different network attack strategies will include:

•	 Man in the middle attack
•	 rtsP/rtP session hijacking
•	 iP spoofing
•	 tcP/udP session hijacking
•	 application layer session hijacking

future aPPlications
this research primarily has defence related applications including manipulation of live reconnaissance 
and drone footage. aside from these applications, with a current day increase in terrorism, there may 
be a need for a system able to counter malicious propaganda, including but not limited to ‘recruiting 
videos’. this is a real-world issue which this project could aid in resolving.

as with any exploit, there is a need to ensure it cannot reoccur. although the primary focus of the 
project is to develop a method for performing the attack, it will generate the need for targeted research 
focusing on the development of countermeasures to exploits uncovered by the project. 

Keywords: real-time stream, MPeg, network attack, iPtV, rtsP, Multimedia networking
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risk management is today a major steering tool for any organization wanting to deal with information 
system (is) security. Whether for purely compliance purposes, business development opportunities, or 
even governance improvement, organizations tend to implement a security strategy based on an is 
security risk Management (issrM) approach. however, organizations have to deal with drawbacks 
that increase the difficulty of managing security risks: complexity and continuous evolution of current is, 
regulatory pressure involving various and inter-connected issrM requirements, and difficulty to have a 
clear and manageable documentation of issrM activities. classical issrM methods are thus no more 
suitable to deal with these issues in such a context of compliance and governance. 

We claim that a connection with enterprise architecture Management (eaM) contributes to deal with 
these issues. eaM has shown to be a valuable and engaging instrument to face enterprise complexity 
and the necessary enterprise transformation. in this project, we propose to integrate eaM with issrM, 
in order to benefit from the capabilities of eaM at the level of risk management. such a tool-supported 
integration of eaM and issrM, through the link established between enterprise architectures and re-
lated identified risks, provides a better consideration of is and their inherent complexity and evolution. 
Moreover, enterprise architectures include explicitly regulations and external requirements. finally, by 
introducing a model-based approach, documentation of issrM activities will be highly improved com-
pared to the usual informal text descriptions.

the general objective of our project is to improve issrM by defining a framework (modelling language, 
method, tool – the modelling language being the scope of this paper) called the entri framework. this 
framework especially incorporates results from eaM research and aims at being used for compliance 
and governance purpose. to do so, we have first integrated the eaM concepts with the issrM domain 
model [1], an existing conceptual model depicting the issrM domain, to define the so-called eaM-
issrM integrated model. We have agreed on two ways of improving the issrM domain model with 
eaM aspects: the explicit introduction of the environment of the assets (e.g., stakeholders and associ-
ated constraints) and the refinement of (business and is) assets through the use of the set of concepts 
provided by eaM approaches (see figure 1). 

in order to validate the eaM-issrM integrated model, we have collected information about its utility to 
deal with the challenges identified (i.e. enterprise complexity and continuous evolution, regulatory pres-
sure, and weakness of the documentation) and its usability as the conceptual foundation to design our 
framework to perform issrM. to do so, we have elaborated a validation method for the eaM-issrM 
integrated model, based on a validation group composed of experienced issrM practitioners. We con-
sidered including eaM experts in the validation group, but we decided not to do so because our goal is 
to improve issrM and our target of users is focussed on issrM practitioners. a necessary criterion to 
be part of the validation group was to have an issrM background and a basic knowledge of security 
standards such as iso/iec 27001. nine participants, coming from various sectors (telecommunica-
tions, data centres, european institutions, corporate services…) and with various positions (security 
consultants, security officers, risk officers…), have been part of the validation group. We have assessed 
the utility and usability of the eaM-issrM integrated model through questions and exercises, based on 
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a fictitious case, and through the satisfaction to use a system based on this model with the help of a 
sus (system usability scale) questionnaire [2]. 

Figure 1. the eaM-issrM integrated model. asset-related concepts are represented by light-grey 
boxes, risk-related concepts by white boxes, and risk treatment-related concepts by dark 
grey boxes. the black boxes represent newly added concepts from eaM, and concern assets 
and their environment.

the eaM-issrM model constitutes the underlying conceptual model for the eaM-issrM language. 
archiMate [3] is a standard modelling language produced by the open group, an industry consortium 
developing standards, for the representation of ea over time, as well as their motivation and rationale. 
in 2015, a White Paper aiming at providing guidelines to archiMate users on how to model enterprise 
risk and security with the archiMate language has been published [4]. the contribution of this White 
Paper has been called a “risk and security overlay” (rso) of the archiMate language, i.e. a visual syntax 
being a candidate to support our eaM-issrM integrated model. an evaluation of the support level pro-
posed by the rso to represent graphically our model has been performed. the evaluation of the rso 
visual notation has been done at two different levels: completeness with regards to the eaM-issrM 
integrated model and cognitive effectiveness, relying on the nine principles established by Moody [5]. 
regarding completeness, we can consider the rso as an appropriate notation to support the eaM-
issrM integrated model. however, regarding cognitive effectiveness that appeared as a key concern 
during the validation focus group discussions, many gaps have been identified. in order to challenge 
the design decisions of the rso of archiMate and to find ways of improvement, we are currently ana-
lysing the coras modelling language. coras does not specifically support eaM but is a customised 
language for risk modelling [6], and thus a relevant candidate for visual notation of (part of) the eaM-
issrM integrated model.

Acknowledgments. supported by the national research fund, luxembourg, and financed by the en-
tri project (c14/is/8329158).



64

3rd interdisciPlinary cyber research WorkshoP 8th of july 2017

Keywords: security risk management, enterprise architecture, Modelling language, archiMate

references.
1. dubois, e., heymans, P., Mayer, n., Matulevičius, r.: a systematic approach to define the do-

main of information system security risk Management. in: nurcan, s.; salinesi, c.; souveyet, c.; 
and ralyté, j. (eds.) intentional Perspectives on information systems engineering. pp. 289–306. 
springer berlin heidelberg, berlin, heidelberg (2010).

2. brooke, j.: sus-a quick and dirty usability scale. usability evaluation in industry. 189, 4–7 (1996).
3. the open group: archiMate® 2.1 specification. (2013).
4. iver band, Wilco engelsman, christophe feltus, sonia gonzález Paredes, jim hietala, henk jonkers,  

sebastien Massart: Modeling enterprise risk Management and security with the archiMate® 
language. the open group (2015).

5. Moody, d.: the “Physics” of notations: toward a scientific basis for constructing Visual  
notations in software engineering. ieee transactions on software engineering. 35,  
756–779 (2009).

6. lund, M.s., solhaug, b., stolen, k.: Model-driven risk analysis: the coras approach.  
springer-Verlag berlin and heidelberg gmbh & co. k, berlin ; london ; new york (2010).



65

3rd interdisciPlinary cyber research WorkshoP 8th of july 2017

inVestigation into tWitterbot 
identification techniques

David Hubczenko 
University of Adelaide 

a1647335@student.adelaide.edu.au 
Supervisor: Dr Matthew Sorell

introduction 
this research is being undertaken as part of an honours project at the university of adelaide. this 
research will investigate techniques used in the identification and prevention of malicious twitterbots.

Problem statement 

social media is a widely-used platform to connect people and share ideas. twitter is one of the major 
social media networking tools that is currently available. on june 30, 2016 twitter hosted 313 million 
monthly active users [1]. the main feature of twitter is the ability to post short, 140-character limited 
messages called tweets.

there is a growing concern that twitter can be utilised as a platform for information warfare. on twitter, 
social engineering attacks can be conducted in an attempt to influence the opinion of twitter users. these 
attacks could be made to influence political outcomes or cause civil unrest. on twitter, social engineering 
attacks can be facilitated through the use of twitterbots. these are automated accounts on twitter that 
are controlled by a computer program. they can automatically post content and interact with other twit-
ter users. twitterbots can be easily constructed using the twitter application Programming interface (aPi). 
a recent research paper estimates that 9–15% of twitter accounts are automated [2].

twitterbots are effective at social engineering because they can generate a large amount of content. 
a view can be promoted by continual tweeting and retweeting this content. People are influenced by 
these views because of this large volume. Psychology research indicates that an extensive quantity of 
messages can highly increase the persuasive power of the messages [3]. recently, it has been suggest-
ed that the 2016 united states presidential elections were influenced by twitterbots. it is estimated 
that a third of pro-trump tweets and a fifth of pro-clinton tweets during the election were generated 
by twitterbots [4].

twitterbots can also be used to spread fake news on a large scale. fake news is misinformation that is 
created to deceive. it can be used to smear the reputations of various individuals and organizations or 
to artificially build reputations. fake news can be effective since the information appears to originate 
from supposedly real people [5].

twitterbots can also be used to inflate the popularity of twitter users. the popularity of a twitter user 
can be measured by the number of followers that they have. twitterbots can be made to follow a par-
ticular user to make them appear more popular than they actually are [6].

twitterbots can also be used for economic gain. in 2014 twitterbots were used to make the company 
cynk appear popular. automated trading algorithms increased the value of the company to $5 billion 
[7]. the price of shares in cynk rose from six cents to $21 [8].

twitterbots can also be used to influence the trending topics on twitter. tweets are considered to 
be part of a topic if they include a hashtag about the topic. the trending topics are the most heavily 
tweeted topics. the trending topics can be altered by using a large number of twitterbots to promote 
certain topics [6].
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research questions 
there has been a large amount of research into the prevention of twitterbots. in my research, i will inves-
tigate the current state and viability of methods used in the identification and prevention of twitterbots. 

the main question that is considered by this research is “how can twitterbots be successfully identified”. 
the successful identification of twitterbots will allow twitter accounts to be screened to prevent the 
activities of malicious twitterbots. researchers have proposed a number of machine learning techniques 
to identify twitterbots. the inherent challenges involved in these techniques will be investigated. other 
unique approaches will also be investigated.

a supplementary question that is considered is “how can twitterbotnets be successfully identified”. the 
term twitterbotnet can be regarded in two aspects. a twitterbotnet can refer to a group of twitterbots 
working together in an information warfare campaign. another way to consider a twitterbotnet is as a 
group of bots that utilize twitter as a command and control channel to receive commands from a bot 
master. the focus of this research is on the first definition but the second definition will be considered. 
the techniques to identify twitterbotnets can take into account how the twitterbots are correlated or 
connected on the twitter network. researchers have identified a number of large twitterbotnets. the 
techniques used to locate these twitterbotnets and the properties of the discovered twitterbotnets will 
be investigated.

research Methodology
to conduct this research there will be an extensive literature review. the resources that are relevant to 
this topic will be gathered and read. the resources will be evaluated and analyzed for the strengths and 
weaknesses of the different techniques. a discussion, evaluation and analysis of the various techniques 
will be formally written up.

outcoMes 
the main outcome of this research will be a thesis document that will provide an in-depth discussion 
on the current state of twitterbot research. this document will be relevant to government organizations 
and other researchers to provide an overview of the current technologies and the possible direction of 
future research in twitterbots.

Keywords: twitter, twitterbot, twitterbotnet, Machine learning
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tor1 is an anonymisation service based on onion routing; requests to a server are routed through a 
series of nodes, selected by the client at random. one feature of tor is the provision of hidden services, 
the locations of which remain anonymous from even the clients who access them. the client creates 
a channel ending at a tor relay, then informs the hidden service of its address via a published inter-
mediary. the hidden service then connects to this node anonymously, resulting in a chain of six relays 
between the client and the server.

some previous attempts at deanonymizing tor users used properties of the network itself2. others use 
factors completely unrelated to tor3. in practice, most attacks are not tor-related; hacking a tor user 
and using this breach to reveal its external iP address is a recurrent theme.

We consider the use of round-trip-times through the system for geolocation, an approach that is less 
intrusive than hacking, but more generally applicable than the measurement of environmental factors. 
some previous work exists on the use of round-trip-times for deanonymization, but this used relatively 
intrusive congestion-based attacks4. We improve on this without the need to significantly load the 
network.

We attempt to geolocate hidden services at the continental level; this level of precision is insufficient 
for police action but somewhat useful for attribution, particularly by journalists and others who are not 
in a position to carry out sophisticated attacks.

as tor conceals iP addresses, we must consider other means. round-trip-time geolocation has been 
examined in the past5; however the presence of tor masks location by sending the probe through 
a series of servers at unknown locations. nonetheless, these latencies exhibit statistical properties 

1 r. dingledine, n. Mathewson, and P. syverson, “tor: the second generation onion router,” 
in Proceedings of the 13th USENIX Security Symposium, san diego, ca, 2004.

2 M. k. Wright, M. adler, b. n. levine, and c. shields, “the predecessor attack: an analysis of a 
threat to anonymous communications systems,” ACM Transactions on Information and System 
Security, vol. 7, no. 4, pp. 489–522, nov. 2004, doi: 10.1145/1042031.1042032. 

3 s. j. Murdoch, “hot or not: revealing hidden services by their clock skew,” in Proceedings of the 
13th ACM Conference on Computer and Communications Security, alexandria, Virginia, usa, 2006, 
pp. 27–36. doi: 10.1145/1180405.1180410.

4 n. hopper, e. y. Vasserman, and e. chan-tin, “how much anonymity does network latency leak?” 
ACM Transactions on Information and System Security, vol. 13, no. 2, 13:1–13:28, 2010. doi: 
10.1145/1698750.1698753

5 j. a. Muir and P. c. V. oorschot, “internet geolocation: evasion and counterevasion,” 
ACM Computing Surveys, vol. 42, no. 1, 4:1–4:23, 2009. doi:10.1145/1592451.1592455.
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that allow the identification of the round-trip time between the service and some kind of ‘network 
centroid’.

We focus on hidden services because they allow repeated construction of channels to the victim, but 
the same attack can be mounted against individual users with a persistent identity.

We demonstrate in this study that the round-trip times from one user to a hidden service will vary with 
the location of the service over at least a continental scale; this implies that network latency provides 
meaningful location data without the use of other attacks in order to determine the relays used by the 
channel.

We measure the round-trip times from adelaide, australia to hidden services hosted on amazon ec2 
nodes in frankfurt, northern california, and sydney. as tor allows only tcP traffic, we measure the 
round-trip time by retrieving a static web page – the default apache homepage provided by debian – 
and measuring the time between beginning of the request and the reception of the first byte of the 
response. on the open internet this method yields round-trip times similar to those by ping.

We take the minimum of ten such probes in order to reduce the effect of network congestion on the 
measured response time. We repeat this with 100 channels – without an entry guard on the client side, in 
order to aid repeatability – and estimate the response-time distribution with kernel density estimation6.

in order to determine the effect of the service’s choice of entry guard, we repeat this process five times 
for each location, each time clearing tor’s persistent state.

this allows straightforward validation of the approach; it will be less effective than other techniques 
that take into account pre-existing knowledge of the routing path, but in this study we consider the 
more pessimistic case where none of the relays are known.

Figure 1. Round-trip-time distributions for 
various hidden service locations and 
entry guards. each curve represents 
the estimated probability density for 
the minimum round-trip-time of a fresh 
circuit to a hidden service with some 
entry guard. We see that the distribu-
tions for a given location yield clearly 
different distributions.

our measurements, shown in figure 1, demon-
strate that the location of a hidden service sub-
stantially changes its round-trip-time distribution. 
the systematic error introduced by long-term en-
try guards does not prevent the service from be-
ing geolocated at a continental level of accuracy. 

furthermore, we have succeeded in doing so without the need for active attacks or a modified tor 
client.

this can be most effectively countered by adding a delay at the hidden service, so that the latency of 
its connection to the tor network appears fixed irrespective of location; however, this increases latency, 
the reduction of which is an important goal of the tor network given its importance to usability.

future work will involve more sophisticated modelling of tor’s latency. this will allow some random 
components to be removed, thereby reducing the measurement variance and allowing more accurate 
service location estimates.

in the short term, we intend also to examine a wider range of conditions – other measurement loca-
tions, cloud providers, and service locations that are spaced on a sub-continental scale.

6 g. r. terrell and d. W. scott, “Variable kernel density estimation,” The Annals of Statistics, vol. 20, 
no. 3, pp. 1236–1265, sep. 1992. doi:10.1214/aos/1176348768.
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keynote sPeakers
Lauri Almann is a co-founder of bhc laboratory, an estonian cyber security company. he has served 
in various top-level civil service positions in estonia, including as Permanent secretary of the Ministry of 
defense. almann served on the team that organized the response to the cyber attacks against estonia 
in 2007. a fulbright scholar, he holds law degrees from tartu and georgetown universities.

Ralph Echemendia is a world-renowned cyber security expert, known internationally by his alter ego 
“the ethical hacker.” he uses his talents and expertise to educate various institutions as well as protect 
companies and celebrity names. ralph has played a pivotal role in the research and development of 
various key security technologies. his portfolio of work and reputation as a leading professional across 
several industries has landed him the credibility to make appearances on cnn, fox news, usa today, 
and forbes, to name a few.

Moderators
Tobias Eggendorfer is a professor of it-security at hochschule ravensburg-Weingarten, prior he was 
professor for it-forensics in hamburg. he was awarded his Phd by fernuniversität in hagen in 2007 
with a dissertation on e-mail security and spam prevention. he graduated in Munich in engineering and 
business administration, in Mittweida in technical informatics, in hagen in computer science as well as 
in law and in kaiserslautern in adult education. his current research interests is in computer security, 
especially embedded security, and computer forensics.

Nick Falkner is a senior lecturer in the school of computer science at the university of adelaide. he has 
a strong background in learning design and loves teaching. he is heavily involved in educational research, 
with a focus on increasing student participation, retention, and enthusiasm. in 2015, nick achieved the 
university of adelaide’s highest recognition for demonstrated impact in learning and teaching, the stephen 
cole the elder award. apart from his ongoing enthusiastic commitment to the cser Mooc, he is deeply 
involved in the university’s adx initiative, to develop high quality on-line learning to take useful knowledge 
everywhere that the internet can reach. nick loves to talk about innovative approaches to education and 
how these can be developed and deployed in a way that teachers that can both survive and enjoy!

Kari Käsper is one of the founders of the estonian human rights centre and manages its activities. 
he takes part in the work of refugee and equal treatment programmes. he also teaches european 
union law and studies public administration in doctoral level at tallinn university of technology. from 
2010 to 2015 he managed the equal treatment advancement projects at tut, a part of which was 
the campaign “diversity enriches”. he was involved with the youth organisation tegusad eesti noored 
(active estonian youth) 2001 – 2008, being one of the founders and helping to manage it. he also took 
part in the work of the european youth Parliament between 1999 and 2008.

Olaf Maennel is a Professor for cyber-security at tallinn university of technology in estonia. before 
that he was with loughborough university in uk and with the university of adelaide in australia. his 
interests are in: network security, routing, measurements (active & passive), iPv6 & iPv4 address shar-
ing technologies, future internet technology & network virtualization, icr2016 3 topology modelling/
inference & traffic engineering, abstractions of networks for configuration management systems.

Tomáš Minárik is a researcher at the nato ccd coe law & Policy branch. he holds a law degree 
from the charles university in Prague. he worked as a legal adviser at the international law depart-
ment of the czech Ministry of defence, and later at the national cyber security centre of the czech 
republic. his current research focuses on the legal aspects of active cyber defence, right to privacy, 
anonymity networks, and activities of international organisations regarding cyberspace.
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Matthew Sorell is senior lecturer in telecommunications and multimedia engineering in the school of 
electrical and electronic engineering at the university of adelaide. With a background in forensic analy-
sis of multimedia provenance, he was invited in 2014 to speak at the opening of the centre for digital 
forensics and cyber security at the tallinn university of technology, and became an instant eestiphile. 
dr sorell initiated and chaired the international conference on forensic applications and techniques 
in telecommunications, information and Multimedia (e-forensics) in 2008 and 2009 in adelaide, and 
has published research in image and video content provenance. since 2013 he has been an invited 
academic observer to the unodc intergovernmental experts Panel on cybercrime (Vienna, austria).

sPeakers
Ayden Aba is a final year student at the university of adelaide, completing a bachelor of electrical 
and electronic engineering with a bachelor of finance (double degree). as part of his honours work, 
ayden is undertaking research into blockchain technology and its applications in the cyber security and 
finance sectors. specifically, his research focuses around the intersection of early stage financing and 
blockchain technology. outside of his studies, ayden works part-time at equity crowdfunding platform, 
the australian small scale offerings board (assob), as a systems engineer and research analyst.

Ben Agnew graduated with a bachelor’s degree in electrical and electronic engineering with first class 
honours from the university of adelaide in 2014. he has worked for the school of Population health, 
university of adelaide as a research assistant to design and build a system which blocked advertising on 
broadcast digital tV. this was intended to be used to conduct a study into the effects of advertising on 
children. in 2015 he travelled to tallinn to participate in icr and the cyber security summer school before 
starting his Phd in late 2015. since then he has been conducting research into developing tamper-evident 
memory to provide proof-of-authenticity in offline devices such as digital cameras.

Alexander Mois Aroyo earned his M.sc. in computer engineering from the complutense university of 
Madrid, spain. he began working as a researcher for the technische universiteit eindhoven, the nether-
lands, in the Model driven software engineering department, developing a safety certification platform 
for a eu project – opencoss. afterwards, he was involved in another eu project – ilocate – an indoor / 
outdoor localization tool; then he continued his research in a health care project – symbio therapy, to 
help therapists to rehabilitate patients with cerebral palsy. in parallel, he was programming robots to 
improve therapy for autistic children. since 2015, he is a Ph.d. fellow in robotics at the robotics, brain 
and cognitive sciences department at the italian institute of technology in genova, italy. the topic of 
his Ph.d. is bringing trust and social engineering towards human robot interaction. the main ideas are 
to study the (over)trust generated by robots, the risk that social engineering could be applied through an 
autonomous or teleoperated robot, cyber-security aspects and privacy settings of robots.

Alžběta Bajerová holds a bachelor degree in international relations and is currently enrolled in a grad-
uate program security and strategic studies at Masaryk university, czech republic. she has conducted 
an internship at the institute of international relations (iir) in Prague, where her research focused on 
hybrid warfare. she gained additional analytical experience at national cyber security centre (ncsc) 
of the czech republic, where she conducted research on encrypted communication and chinese cyber 
threat. in her work, she mainly focuses on cyber security analysis, hybrid threats and information war-
fare. as an editor-in-chief of the institute of asian studies, she also specialises in foreign policy analy-
sis. last year, she co-created a non-profit project zvol si info that aims to increase media literacy in 
the czech republic vis-à-vis foreign propaganda. she is currently conducting an internship at strategy 
branch of nato ccd coe in estonia.

Alessandro Borrello is studying a bachelor of computer science at the university of adelaide, aus-
tralia. researching under the supervision yuval yarom, his research interests include secure smartphone 
app design, development and testing, as well as detecting vulnerabilities in web applications and inter-
net connected aPis.

Harish Gowda was born in Mysore, india, in 1994. he is currently in the final year of his double degree 
in bachelor of engineering (honours)(telecommunications) with bachelor of finance at the university 
of adelaide, australia. he has previously worked for the government of south australia in the depart-
ment of Planning, transport and infrastructure as an undergraduate electronics and communications 
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engineer. he is currently working on his final year honours project on real-time video stream substitu-
tion under the supervision of dr. Matthew sorell. harish will be focusing on the network security aspect 
of multimedia networking for his project. he will also be taking part in the estonian cyber security study 
tour to get more exposure and to further enhance his knowledge in the field of cyber security. upon 
completion of his studies, harish plans to commence work full time at deloitte’s risk advisory and cy-
ber risk services team next year.

Lachlan J. Gunn received his b.eng. (hons) and b.Ma. and comp. sc. (Pure) degrees from the university 
of adelaide, australia in 2012, receiving the 2012 j. Mazumdar Prize in engineering and Mathematics, 
and four dsto scholarships in radar technology in the 2009–2012 period. in 2013 he was granted an 
australian Postgraduate award (aPa), and is currently undertaking a Ph.d. under derek abbott and an-
drew allison. in 2014 he was awarded an endeavour research fellowship by the australian government 
in order to undertake research into stochastic phenomena at the university of angers. his research 
interests include usable and information-theoretic security, and the use of stochastic signal processing 
for characterisation of nonlinear systems.

David Hubczenko is an undergraduate student studying a bachelor of engineering (honours) (electri-
cal and electronic) with a bachelor of Mathematical and computer sciences at the university of ad-
elaide. he is currently in his final year of study working on his honours project investigating twitterbot 
identification techniques. in conjunction with his studies he is also working with the dst group in ceWd 
through a cadetship program. his main interests are in machine learning and its applications to cyber 
security.

Aykan Inan is currently a research assistant and Phd student at the university of applied sciences in 
ravensburg-Weingarten. before that he finished a combined study program supported by the german 
department of defense at the university of the federal armed forces in Munich with his bachlor of en-
gineering in computer engineering. subsequently he worked for the ministry in bonn for another period 
of three years. he simultaneously studied it security at the ruhr-university bochum before he became 
a research assistant in ravensburg-Weingarten. in addition he is also teaching basics of computer sci-
ence in a bachelor’s study course. his research activities comprises it security and forensics in general. 
one of his future project is dealing with security issues in the field of iot security and how to detect 
anomalies within the data flow. but his primary research activity lies on cryptography and information 
security with focus on attempting to improve attacks on specific algorithms.

Kristjan Kikerpill is a 1st year Phd student at the university of tartu school of law. his thesis focuses 
on the application of crime prevention strategies for the purposes of creating more effective organi-
sational cybersecurity policies. current research projects include studying the human element in infor-
mation security, issues regarding cyber insurance as well as problems regarding the routine activity 
theory and its applicability to organisational cybervictimisation. in 2016, he graduated from the it law 
master’s programme at the university of tartu. Main research interests include cyber criminology, the 
sociology of law and questions of organisational behaviour within the context of cybersecurity.

Xingan Li (doctor of laws, Phd in computer science) is an associate professor of international law 
at the school of governance, law and society of tallinn university. his main fields of research are is-
sues concerning legal regulation of cyberspace, and application of data mining methods in research of 
socio-legal phenomena. he has been a reviewer for a dozen of international journals and conferences.

Imran Khan is currently a Phd student at insight centre for data analytics, university college cork, 
ireland. his research currently focuses on the detection of insider threats in database management 
systems by deploying anomaly-based intrusion detection systems. before moving to insight centre 
for data analytics, he completed his masters in computer science in Max planck institute for software 
systems, tu kaiserslautern, germany. he holds another Master degree in electrical and electronics 
engineering from Malaysia. his bachelors degree was in computer engineering.

Richard Matthews is Phd student at the school of electrical and electronic engineering and the uni-
versity of adelaide. his thesis is a work in progress and is titled Fact, Fiction or Forgery: a unified model 
for sensor pattern noise in digital images. he is a casual academic with the school since 2015 teaching 
first year engineering and supervising practical activities with students. Mr Matthews is also involved 
with the entrepreneurship, commercialisation & innovation centre (ecic) at the university of adelaide 
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engaged as an expert in 3d printing and additive manufacturing technologies. Mr Matthews is a coun-
cillor at the university of adelaide and currently serves as the President for the adelaide Postgraduate 
students association. Mr Matthews served in the royal australian air force (raaf) as an officer and 
was awarded the australian defence Medal for his service. recently he was instrumental in preparing 
an image provenance investigation for the royal society for the Prevention of animal cruelty known as 
the byethorne duck to validate images accused to be photo-shopped in the media. he now regularly 
consults with the media on image provenance queries and has been informally published on the subject.

Nicolas Mayer is senior research & technology associate at the it for innovative services (itis) 
department of the luxembourg institute of science and technology (list). he graduated in 2004 a 
M.sc. degree in computer science from the university henri Poincaré (uhP) of nancy (france). he also 
graduated as engineer (M.eng. degree) at the “ecole supérieure des sciences et des technologies de 
l’ingénieur de nancy” (esstin), where he studied from 1999 to 2004. in 2004, he started his Phd at the 
crP henri tudor (that is today the list) in luxembourg in collaboration with the university of namur 
(belgium) with a thesis on security risk management and modelling. he obtained his Phd degree in 
2009. from january 2009 to november 2010, he was Product manager for the business line “security 
& continuity management” at the crP henri tudor. then, from december 2010 to august 2012, he 
worked as chargé de mission in the field of it standardization for the national standardisation body in 
luxembourg, where he was in charge of promoting and supporting international it standardization in 
luxembourg. from 2012 and until now, he is Principal investigator of research and industrial projects in 
the field of information security and enterprise architecture Modelling.

Madis Metelitsa is a second year Master’s student at the university of tartu, where he is currently 
completing his degrees in law and in international relations. he has also obtained bachelor’s degrees 
in law and in government and Politics from the same university. during his studies, he worked as a 
teaching assistant at the johan skytte institute of Political studies, where he conducted seminars for 
first and second year bachelor’s students on theories of international relations and on international 
organizations.

Sten Mäses is a junior researcher in tallinn university of technology. his research interests include 
human factor in cybersecurity, serious games, gamification, captology and profiling.

Somaly Nguon is a co-founder and manager at lawtitude tech oÜ, a legal aid company working 
in close cooperation with Mektory and tallinn law school. she received her ll.b from Paññāsāstra 
university of cambodia, ll.M in international human rights law, a cooperate program between 
Paññāsāstra university of cambodia and lund university of sweden. recently, somaly graduated her 
ll.M with honor from law and technology program at tallinn university of technology. after working 
almost six years as legal consultant for human rights defenders and private sector including startups, 
somaly also has strong interest in the area of scientific research and writing. she has a strong inter-
est in international affairs and in particular, governance, human rights and technology law. somaly also 
represented her country and the law school in the framework of export academy, organized by estonian 
house of commerce.

Georgios Pilichos has obtained his master degree in international relations (international security 
and conflict studies) from tallinn university. his fields of interest include cyber security, cyber weapons, 
conflict analysis, turkish foreign policy, european policies and nato. he has worked as an intern at the 
embassy of greece in tallinn. during his studies he has participated in a number of conferences, train-
ing sessions and round tables about cyber warfare and international security. also he has taken part in 
an interdisciplinary research project regarding hybrid warfare. 

Kärt Pormeister is a Phd candidate in the it law Phd programme at the university of tartu. kärt holds 
a Master of arts in law degree (summa cum laude) from the university of tartu and obtained a llM 
degree in health law from the university of houston (texas, us) with a fulbright scholarship. at the 
university of houston, kärt was awarded the dean’s award for academic excellence in the health law 
Program and the robert s. toth llM Writing award. her Phd thesis is focused on the critical analysis 
of the fragmented regulatory picture of genetic data in light on the upcoming general data Protection 
regulation. she is currently a counsellor to the estonian Minister of social Protection, and has formerly 
worked as a lawyer specialised in health law both in the private sector and at the estonian state 
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agency of Medicines. she is a member of the estonian bar association since 2014 and a member of 
the research ethics committee of the university of tartu since 2016. 

Matt Reynolds is a student in his final year at the university of adelaide studying electrical and elec-
tronic engineering. he is currently completing an honours research Project under the supervision of dr. 
Matthew sorell. his project aims to develop a tool for the substitution of a real-time video stream. Matt 
is part of a collaborative research group selected to participate in the 2017 digital security in estonia 
study tour. through active participation in this tour, Matt plans to increase his knowledge in the world 
of cyber security and create lasting relations with fellow peers and industry experts

Belgin Taştan is a cyber security Msc student in tallinn university of technology. she graduated from 
istanbul aydın university with Mathematics and computer science bsc. she is currently working as a 
lecturer in tut. she has more than 10 years’ experience in information technology field as a lecturer 
and consultant. she is an expert on Microsoft systems and cisco network technologies. she currently 
holds many Microsoft certificates and has participated in many seminars and web casts as a speaker.

Jūlija Terjuhana is certified data protection officer from latvia and member of latvian data Protec-
tion officers’ association. she works as a lawyer in attorneys-at-law skopina&azanda in riga. her 
previous work experience is related to banking and civil litigation. her current fields of interest include 
data protection and intellectual property in digital environment. Mrs.terjuhana has obtained her llM 
degree from the university of latvia and recently graduated from study program Ma in information 
technology law at the university of tartu.

Maarja Toots is a Phd student and junior researcher at the ragnar nurkse department of innovation 
and governance at the tallinn university of technology (ttu). she holds an Ma degree in Public ad-
ministration from the same department and has a ba in government and Politics from the university 
of tartu. Maarja’s Phd research focuses on e-participation and ict-enabled public service co-creation, 
with a particular interest in the drivers and barriers that affect the success of ict-enabled collabora-
tive initiatives. as an early-stage researcher, she is also involved in european research and innovation 
projects dealing with issues such as the use of open data for public service innovation and the cross-
border implementation of the “once-only” principle. before joining ttu, Maarja worked for the non-
profit sector for eight years, most of the time as a project manager and later as a policy analyst.

Anne veerpalu is 1st year information technology law Ph.d student at tartu university. she has an 
information technology law masters degree from the same university and part of her earlier research 
focus was machine readable law. she has prior two masters degrees from estonian business school 
(Mba) and helsinki university in Public international law. she is also a visiting lecturer of it law mas-
ters programme of tartu university and of business law at estonian business school. anne is one of the 
co-organizers of estonian chapter of legal hackers meetups and was the co-organizer and moderator 
of tartu university legaltech conference of 2016 in tallinn, estonia. she is a practising attorney and 
a partner of regional law firm njord working primarily with corporate, M&a, private equity and fintech 
projects. some of her clients operate with blockchain applications on their daily business.

Jackson virgo is a final year honours student at the university of adelaide, currently completing a 
bachelor of computer systems engineering with a bachelor of finance (double degree). for his final 
year project, jackson is researching the applications of blockchain technology in early stage capital 
markets. his specific interest include Web 3.0 application architectures and security. jackson also works 
for the australian small scale offerings board, the world’s first equity crowdfunding platform, as a 
systems engineer and administrator.
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